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n> px mpx pUx= Uz O[Ux N> mx mx O[UZ OUx N> px U= U Nz opx px px

1 —VirtualBox VM 2511 SSH F& (AL - HERS-ZEXQY) [E]

2 — Nginx Reverse Proxy + 2t& Of& + LBIfH  [E
[

3 — Docker #H (EtY — compose —» HESI-E2E)
4 — Linux A|AR ELIEY B8 (CPU-HIZ2|-CIAT-HEQI -TENZA)  [Ea]
5 — SSH 37li7] 215 (RSA vs ed25519, Windows - Linux)  [E 2]

6 — HTTP-DNS-WER3 1 Xt C|tHA (curl- dig- ping-traceroute)  [E=]

7 — A - ME B (tar-gzip-xz-zstd-scp-rsync)  [E#]

8 —HE®{3 Z& ZItt (ping- traceroute - mtr-tracepath)  [Z=]
9 — A|AHI Xt SA| 2E (htop-vmstat-iostat- sar) [HE]
10 — Wireshark + tcpdump I§Zl £4 [HE]

11 -UHEf3IHs EE + X - &4 A =20|M (iperf3 + tc) [Xt1]
12 — HAProxy L7 LB (ACL - sticky - SSL termination - stats) [HE]
13 — Keepalived VRRPv3 Active-Standby + VIP H|Z 2H [EE]
14 — PostgreSQL pgbench (TPC-B 23t + £4) [&1]

-

. ° o ° .
-

15 — Docker + cAdvisor + cgroup Xt 22| [E1]
16 — SAE "5 (iptables + nftables + fail2ban + nmap) [HE]
17 — mdadm RAID-5 + C|A S ZOH A2 [AdEH]

18 — Pacemaker + Corosync 2-node 22{AF HA [A1EH]

19 — Prometheus + Grafana + Node Exporter &4 MEA]

20 — Wazuh SIEM-HIDS-EDR & 2tx|

o> o> o> o> o> o> o> o> o> o> o o> o o> o o> o> o> o> o>

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
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—

MEH]
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HANDS-ON LAB

A& #1

VirtualBox VM 2+511 SSH &= (A
JE-HIES|3- EEE-?—-I =)
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A
s =N

e VirtualBox 7.0 0l Ubuntu Server 22.04 VM 1 L 713

* NAT + Host-Only Adapter =& NIC 74 (2Bl £ + SAE SSH 24)
o AWMEE (MDAl 5 X TH| =)

o XE IQIZ (NAT ZENM QI8 - VM AH|A L&)

e SAE & \VMSSHEL M4

ol7|=X 114 (Topology)

Lab #1 VirtualBox VM + SSH topology

VirtualBox 7.0 outer chrome
ONE Ubuntu Server 22.04 VM
apt update via NAT

ssh lab@192.168.56.10 NIC1
e e NAT
lab-vm-01  (10.0.2.x - Internet egress)
Host Laptop

Host-Only Adapter
vboxnet0
(192.168.56.10 - SSH from Host)

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,
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Exgg)

B

e VirtualBox 7.0 (virtualbox.org)
e Ubuntu Server 22.04 LTS ISO (releases.ubuntu.com/22.04/)
e T AE SSHZ20|HE (OpenSSH for Windows - macOS Terminal - Linux ssh)

712 o|Hl — VM 1Ll 2tE7|

1.VM MM
VirtualBox Manager - "New"
— olS: lab-vm-01
F— Type: Linux
— Version: Ubuntu (64-bit)
F— Hi22|: 4096 MB (ZAE 16GB 7|&)
L— CjA3: 5= ggt40GB

2. HE93 43 (FE NIC)

MH — Network

— Adapter 1: NAT « QY =7 (apt update &)
L Adapter 2: Host-Only Adapter
L— Name: vboxnet® « SAE & VM SSH kg

SAEN M vboxnet0 IP &9Ql:

# Linux/mac0S
ifconfig vboxnet0 # H5192.168.56.1

# Windows
ipconfig /all | findstr /i "host-only"

3. Ubuntu Ax|

o AEXL lab/HIEH Z=SHA|
e OpenSSH server §13 (Featured server snaps)
e StaticIP 2%} 192.168.56.10/24 (Host-Only QIE{H|0|A)

4. % B8l S Host-Only IP 43 (netplan)

# /etc/netplan/00-installer-config.yaml
network:
version: 2
ethernets:
enp0s3: # NAT
dhcp4: true
enp0s8: # Host-Only

© 2026 GenAl Labs - ZA} 85431 (CEO/CTO) - 3
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Exgg)

dhcp4: false
addresses: [192.168.56.10/24]

sudo netplan apply
ip -br addr # IP =0l
5.2AE - VM SSH &

ssh 1ab@192.168.56.10 # HYUHS 3 > M HZ

22 ORI D — AUA (2 QHUE)

GUI Of| A:

VirtualBox Manager - VM A& — "Spapshots" &
L— "Take" - 0|Z: clean-install

CLI:
# LA 4

VBoxManage snapshot lab-vm-01 take "clean-install" --description "0S MX| Zz="

# =5
VBoxManage snapshot lab-vm-01 list

# =¥

VBoxManage controlvm lab-vm-01 poweroff

VBoxManage snapshot lab-vm-01 restore "clean-install"
VBoxManage startvm lab-vm-01 --type headless

# MH (ClAZ 2l5)
VBoxManage snapshot lab-vm-01 delete "old-snapshot"
g E: fldget 2y (mf7|X| gazo|l=- HAF HE) M| Rx

[

M
(]
[>
(=
2l

Ho

22008 @ — ZE X! (NAT 2E)

NAT = QR0M ZH B2 27t > ZE ZY O 2 S AENAT>VM OHE.

# DAE 2222 - UM:22 (SSH)
VBoxManage modifyvm lab-vm-01 --natpfl "ssh,tcp,,2222,,22"

# SAE 8080 - VM:80 (HTTP)
VBoxManage modifyvm lab-vm-01 --natpfl "http,tcp,,8080,,80"

4 222

VBoxManage showvminfo lab-vm-01 | grep "NIC 1 Rule"

# A2
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Exg)

ssh 1ab@127.0.0.1 -p 2222
curl http://127.0.0.1:8080

28 0"l ® — Headless 2 E (M 2%

# GUI 2l0] A%
VBoxManage startvm lab-vm-01 --type headless

# =

VBoxManage controlvm lab-vm-01 acpipowerbutton # graceful
VBoxManage controlvm lab-vm-01 poweroff # force

# AEf

VBoxManage list runningvms

22 6|8l @ — Clone (SHI2 C}S VM)

# B2 =X (linked clone — C|A3 HoF)
VBoxManage clonevm lab-vm-01 --name lab-vm-02 --register --options=link

# o =7

== =

VBoxManage clonevm lab-vm-01 --name lab-vm-prod --register

# MAC Mdd (HERIZR 5= ¥X)
VBoxManage modifyvm lab-vm-02 --macaddressl auto

£ of|8| 5 — VirtualBox JIEQ3 5 Z H|u

oc VM - Internet Host —» VM VM & VM i
NAT (ZEEQE T 25t
2)
NAT Network Xl
Host-Only e
Bridged (BAENICZ (AA| LAN) s
)
Internal e
Network

ZEHE:

e NAT +Host-Only = 2/E{l + SSH (71& 28, = ¢5)
e Internal + Host-Only —» S2{AF Az| (|
e Bridged »VMO| LAN 2| €M (2F & mimicking)
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Exgg)

A HEST - T

o b~ W N =

. NAT + Host-Only & = QIE{4ll &3 +

(AYIAIOR M MY A| 5 % 22

M ZolE

ot
|>
Im
(V]
(7]
T
i
41
I
Mo
08
=i
M

LIE XIS NAT 0| QI M 29| SUSHdiH
.Headless REEZ SAE CPU-H| 22| Mof

.Linked clone @2 C|A3 O CI= VM

ESTNER-E

VT-x/AMD-V H|ZM — BIOS | 743} 7|5 H7|

HAE F71 9t 22 - sudo apt install virtualbox-guest-utils
Host-Only Adapter 81& — File = Host Network Manager — Create

SSH ¢t & — sudo systemctl status ssh+UFW &EA

VBoxManage & &2 — C:\Program Files\Oracle\VirtualBox\ PATH F7}

ALHAFHH X yyyYMMDD AfEH (Cll: 20260601 clean)
nt £ ZE3} (vagrant up)

H22| F: SAE RAM 2| 50% 0|3} &A= CtE VM

CPU: SAE T £-1 0|5t A

UHY!: VBoxManage export lab-vm-01 -o lab-vm-01.ova (OVF EZ)
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Exgg)

=
BE —setu p.sh
2 M&0| HHO E8F — chmod +x setup.sh && ./setup.sh 2 &3 Jt5.

#
# A& #1 — VirtualBox VM + SSH ®& [Z3]
# Ml A| sudo HEHER

set -e

# 1) VirtualBox UIOA VM MM
# Name: lab-vm-01 / Type: Linux / Ubuntu 64-bit
# Memory: 4096 MB / CPU: 2 / Disk: 40 GB VDI

# 2) Settings - Network
# Adapter 1: NAT (25 Qe
# Adapter 2: Host-Only (vboxnet®, 192.168.56.0/24)

# 3) Ubuntu 22.04 ISO OIRE + A%
# User: lab / Hostname: lab-vm-01
# "Install OpenSSH server" N3

# 4) VM QoM (2& HE)
sudo systemctl enable --now ssh
sudo ufw allow 22

ip addr show enp0s8 # 192.168.56.10 =9l

# 5) STAEOASSH &

ssh 1ab@192.168.56.10
uname -a

sudo systemctl status ssh
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HANDS-ON LAB

AIA #2

Nginx Reverse Proxy + 2t E! Of & +
LB OHE
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GenAl Labs ¢ IT QIIZZ2} Of7|EllX AA|

Al A

Mg 2

Reverse Proxy S 2| £0] £7|
Nginx 2% It (proxy pa
location I1E 5 F mji& (=
upstream 2C 2N 5
HHAIE 10 > CHE - "A

)

st =

’

=1 PN
2f

A
o

Of7|EjX]

curl http://192.168.56.10/

VirtualBox NIC 1

|'_:_‘ Host Laptop

Operating System: Windows 11
IP: 192.168.56.1 (Host-Only Adapter)
VlrtualBox 7.0 (Context)

VirtualBox NIC 2

(NAT, unused) ==

Pl EEZXZ Of2[off T2 SEf= OF2f &

© 2026 GenAl Labs -

AH| 3R] KH L2 2

—

LA

ss- 8|6 M) &

~, prefix) Xt0] o|sH

Shaf

(Topology)

lab-vm-01 (Ubuntu Server)

(a) Nginx (Reverse Proxy)

NIC: eth1
Internal IP: 192.168.56.10
Public IP: 0.0.0.0:80

-80 Connection Type: Host-Only Adapter

| (Host-Only Adapter) :

(b) Python http.server (Backend)

Internal IP: 127.0.0.1 (Loopback)
Process: python3 -m http.server 3000
Port: 3000 (Backend Only)

—

Backend bound to 127.0.0.1 — not reachable from host

FA

4% (CEO/CTO) - 2
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B

e VirtualBox + Ubuntu Server 22.04 (A& #1 0| A 2t= VM)
e Nginx (apt install nginx)
e Python http.server (8= mock)

e curl(d3s)

AlLt2|2 (230 &)

# 1) Nginx H*[+ A=
sudo apt update && sudo apt install -y nginx
sudo systemctl status nginx # active (running) =9l

# 2) WAl = 27| (CHE E0|2)

mkdir -p /tmp/site && cd /tmp/site

echo '<hl>Backend OK</hl>' > index.html
python3 -m http.server 3000 --bind 127.0.0.1

# 3) W= £ (S 0HE)

mkdir -p /tmp/site2 && cd /tmp/site2

echo '<hl>Backend 2 — API</hl>' > index.html
python3 -m http.server 3001 --bind 127.0.0.1

7|2 oild| — Reverse Proxy 1 CH

71 Ek23t reverse proxy

# /etc/nginx/sites-available/lab-basic
server {
listen 80;
server name _;
location / {
proxy pass http://127.0.0.1:3000;
}
access _log /var/log/nginx/lab-basic.access.log;

}

# 23t
sudo ln -s /etc/nginx/sites-available/lab-basic /etc/nginx/sites-enabled/
sudo rm -f /etc/nginx/sites-enabled/default

sudo nginx -t # syntax 43 (2F B4+ 53)
sudo systemctl reload nginx
curl -v http://localhost/ # 200 OK + Backend OK

o] HE — WA=t X S2H0[AES L E

location / {
proxy pass http://127.0.0.1:3000;
proxy set header Host $host;

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3
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proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

}

silcH o|n| ol = 2t
e 21E Host 3il C}E ZH|Ql 2t (vhost)
X-Real -IP S20|21E M| IP 21-£7 Kt
X-Forwarded-For TZA| Mol IP LB Chok =5
X-Forwarded-Proto 212 A2l (http/https) HHoll = 2|Cto|HIE ZHX

o .

S& oM @ — location I{& 5 F
Nginx = location 258 thE 5 7HX| IfE REZ XME|olCt — &ML BR.

o I = » - E
1 SN ORI = TR URI 7t F23| /path &
[h 2t

2 M FHFA tocation 7~ /path | HE AL AX| A HRA 2

Al

3 A4 (HARX pg) | location ~ 7/api/ | regex 4%
4 B (CHAZXEZA]) “location ~* \.(jpg\ png)$"
5 At HEAL LeEEEar 74 21 prefix 7} 0|

Eet ofld| — 2k e o

server {
listen 80;
server_name api.lab.local;

# 1. M= X —dAH 3 endpoint
location = /healthz {

access _log off;

return 200 "OK\n";

# 2. PUEEM—TH X (regex Bt 2L - 45)
location ~~ /static/ {

alias /var/www/static/;

expires 7d;

# 3. FA 0HE — O|0|X| FHA| (HAEXH FA])

location ~* \.(jpg|jpeg|png|gif|webp|svg)$ {
expires 30d;
add header Cache-Control "public, immutable";

© 2026 GenAl Labs - ZHAt Bl (CEO/CTO)
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GenAl Labs - IT T2} OF|EIN HA| | &2 #2 — Nginx Reverse Proxy + 22L& O§& + | B IHE]

}
0y 9

curl
curl
curl
curl
curl
curl

# 4. HA —APT HX X

location ~ ~/api/(v\d+)/(.*)$ {
proxy _pass http://127.0.0.1:3000/$1/%$2;
proxy set header X-API-Version $1;

# 5. LETHEA— Z2|Xt (71 2 prefix)

location /admin/ {
auth basic "Restricted";
auth _basic user file /etc/nginx/.htpasswd;
proxy_pass http://127.0.0.1:3001/;

# 6. 7|2 (catch-all)
location / {

proxy pass http://127.0.0.1:3000;
}

Ma9l 2

0¥

- 200 "OK" (H=UXK|)

- HEOY (N~ M)

- 30 YAl (~* Ht4l)

- HIC :3000 (~ 74+ capture)
- HHOIC :3001 + Basic Auth

- 7|2 HHollE 13000

http://api.lab.local/healthz
http://api.lab.local/static/logo.png
http://api.lab.local/img/banner.JPG
http://api.lab.local/api/vl/users
http://api.lab.local/admin/dashboard
http://api.lab.local/anything

H B B H ¥

proxy_pass S2liA|2] e

# (A) URI OrH= ME

loca

tion /api/ {
proxy pass http://backend; # &ollA| 818 — /api/users - /api/users

# (B) URI rewrite (prefix X7)
location /api/ {

}

proxy pass http://backend/; # ZefAl UJS — /api/users - /users

7| &: proxy pass 20 £2iAl — prefix HH, E2HAl ¢S — prefix RXI.

22 of|d| @ — upstream 2E H21 A

proxy

22t

pass S upstream Q2 HHLH S A| LB 7 EICt,

4 (712)

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 5
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upstream backend pool {
server 127.0.0.1:3000;
server 127.0.0.1:3001;

}
server {
listen 80;
location / {
proxy pass http://backend pool;
b
b

# 5 I SOl E AZF (FALIZ[20]M =[2 :3001 AHE)
for i in {1..6}; do curl -s http://localhost/; done

# Backend OK / Backend 2 — API / Backend OK / Backend 2 — API ...

15X+ AAH3

upstream backend pool {

server 127.0.0.1:3000 weight=3 max fails=3 fail timeout=10s;
server 127.0.0.1:3001 weight=1 max_fails=3 fail timeout=10s;

server 127.0.0.1:3002 backup;

&
}

IP sl{A| (sticky session)

upstream backend pool {
ip_hash;
server 127.0.0.1:3000;
server 127.0.0.1:3001;

}

Least Connections (7} 52 M2 AH)

upstream backend pool {
least conn;
server 127.0.0.1:3000;
server 127.0.0.1:3001;

H>
rt

# ) E2f
# 1HY

# =Cr=oH

28 of|&| 3@ — TLS termination + HTTP—HTTPS 2|ClO|HE

# 80 H2 2X7 443 02 2|Ct0|HE
server {
listen 80;
server _name api.lab.local;
return 301 https://$host$request uri;

# 4430 TLS B2+ WA HE

© 2026 GenAl Labs - ZHAt Bl (CEO/CTO)
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server {
listen 443 ssl http2;
server _name api.lab.local;

ssl certificate /etc/nginx/certs/api.lab.local.crt;
ssl certificate key /etc/nginx/certs/api.lab.local.key;
ssl _protocols TLSv1.2 TLSvl.3;
ssl ciphers HIGH: 'aNULL: 'MD5;

ssl session cache shared:SSL:10m;

location / {
proxy pass http://127.0.0.1:3000;
proxy set header X-Forwarded-Proto https;

}

xP7H K QIS A B2 44

sudo mkdir -p /etc/nginx/certs

sudo openssl req -x509 -newkey rsa:2048 -nodes -days 365 \
-keyout /etc/nginx/certs/api.lab.local.key \
-out /etc/nginx/certs/api.lab.local.crt \
-subj "/CN=api.lab.local"

S& 0f|H| @ — 7l (proxy_cache)

proxy cache path /var/cache/nginx levels=1:2 keys zone=api_cache:10m
max_size=1g inactive=60m use_ temp path=off;

server {

listen 80;

location /api/ {
proxy cache api_cache;
proxy cache valid 200 5m;
proxy cache valid 404 1m;
proxy cache use stale error timeout updating http 500 http 502;
proxy cache lock on;
add _header X-Cache-Status $upstream cache status;
proxy_pass http://127.0.0.1:3000;

}

curl -I http://localhost/api/users # X-Cache-Status: MISS
curl -I http://localhost/api/users # X-Cache-Status: HIT

M TOIE

= b
1. “proxy_pass’ +3l|EH 45 =2 Nginx 7|2 IHH
2. " location” SM&9| — H2 AK|(=) > 2M HFAHA~) > HFAl(~ ~*) > L HFAL
=

[=]
3. ‘upstream” $t EZ ZA| LB — weight-max fails-backup 2 2&CH2Ho| Al

© 2026 GenAl Labs - ZAt 2431 (CEQ/CTO) - 7
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4.

.

“nginx -t reload ™ g4 — 2 At112| 70% Of
“access_log” + “error_log® T 21 20| 27| — 502 C|HZ Q| A|E

ApE Qb= 2F

nginx: [emerg] bind() to 0.0.0.0:80 failed —sudo ss -tlnp | grep :80CIE X
ENAB=

502 Bad Gateway — HHOIE C}R EE= EFROFR (curl http://127.0.0.1:3000 2HQl)

403 Forbidden (B& o) — ClAE{2| Mot EE= SELinux (s -1Z /var/www/)

nginx: [emerg] location ... directive is not allowed here — location 2 server
=5 ofol|gt

proxy pass &2fA| &8 — URIHE prefix £ prefix +2

worker connections are not enough —>worker connections 4096 == 16384
=)
edd

F &t reload: sudo systemctl reload nginx (restart OHd)

B3| /etc/logrotate.d/nginx 7|2 14 ¥ — 24E 30~90 &

rate limit: Limit req zone $binary remote addr zone=api:10m rate=10r/s;
ME| DLIE: - -with-http stub status module+ location /nginx status

E4Y:worker processes auto+worker connections 16384 + keepalive timeout 65

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8
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HE_ 4% N

01_lab-proxy

server {
listen 80;
server _name _;
location / {
proxy_pass http://127.0.0.1:3000;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
}
access _log /var/log/nginx/lab-proxy.access.log;

}

02_lab-location-match

## S2O0H ®— location WE5F (=, ~~, ~, ~*, prefix)
## A 2M&2: B K| (=) > QUTPFA(N~) > BFA(~/~*) > LELHFAL
server {

listen 80;

server_name api.lab.local;

# 1. B x| —gAx3

location = /healthz {
access _log off;
return 200 "OK\n";

# 2. SUPEEMN - FX XA (regex B7t2Z -4
location "~ /static/ {

alias /var/www/static/;

expires 7d;

or

)

# 3. A (HAEXERAl) — O[0|X| FHA|

location ~* \.(jpg|jpeg|png|gif|webp|svg)$ {
expires 30d;
add _header Cache-Control "public, immutable";

# 4. HFA AP H{T HK

location ~ ~/api/(v\d+)/(.*)$ {
proxy _pass http://127.0.0.1:3000/$1/%$2;
proxy set header X-API-Version $1;

# 5. LU HEA— 22X} (FHF 2 prefix 7t0lH)

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 9



GenAl Labs - IT Q12 OFF|BIN HA| | &= #2 — Nginx Reverse Proxy + 2[2& Of& + LB I{El

location /admin/ {
auth basic "Restricted";
auth basic user file /etc/nginx/.htpasswd;
proxy pass http://127.0.0.1:3001/;

# 6. 7|2 catch-all
location / {

proxy pass http://127.0.0.1:3000;
}

access log /var/log/nginx/lab-location.access.log;

03_lab-upstream-lb

## SEO0IX @ — upstream EEMHM 4ZF (RR / weighted / ip hash / least conn)
## oHHO| ot upstream ST Y3} (LIHX= FM)

## (A) BI2ERH (7]2)

upstream backend pool {
server 127.0.0.1:3000;
server 127.0.0.1:3001;

## (B) 7tEX+ RAAHMI + backup
# upstream backend pool {

# server 127.0.0.1:3000 weight=3 max fails=3 fail timeout=10s;
# server 127.0.0.1:3001 weight=1 max fails=3 fail timeout=10s;
# server 127.0.0.1:3002 backup;

# }

## (C) IP ©liA| (sticky session)
# upstream backend pool {

# ip _hash;

# server 127.0.0.1:3000;
# server 127.0.0.1:3001;
#}

## (D) Least Connections

# upstream backend pool {

# least conn;

# server 127.0.0.1:3000;
# server 127.0.0.1:3001;
#

}

server {
listen 80;
server name _;
location / {
proxy pass http://backend pool;
proxy set header Host $host;
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proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

}
access _log /var/log/nginx/lab-upstream.access.log;
}
04 _lab-tls

## 22 oMl ® — TLS termination + HTTP-HTTPS Z|CtO|HE
## X7tME QIZME /etc/nginx/certs/ o 0|2 M (setup 04 tls.sh

ozt
vg

# 80 - 443 ZH 2|Cio[HE
server {
listen 80;
server _name api.lab.local;
return 301 https://$host$request uri;

Mo

# 443 TLS termination - &=
server {
listen 443 ssl http2;
server _name api.lab.local;

ssl certificate /etc/nginx/certs/api.lab.local.crt;
ssl certificate key /etc/nginx/certs/api.lab.local.key;
ssl _protocols TLSv1.2 TLSvl.3;
ssl _ciphers HIGH: 'aNULL: !'MD5;

ssl session cache shared:SSL:10m;

location / {
proxy_pass http://127.0.0.1:3000;
proxy set header X-Forwarded-Proto https;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;

}

access _log /var/log/nginx/lab-tls.access.log;

05_lab-cache

## 22 oM @ — proxy cache (SE H4)
## /etc/nginx/nginx.conf 2/ http {} 2% &= conf.d Ol proxy cache path &

proxy cache path /var/cache/nginx levels=1:2 keys zone=api cache:10m
max_size=1g inactive=60m use temp path=off;

server {

listen 80;
server _name _;
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location /api/ {
proxy cache api cache;
proxy cache valid 200 5m;
proxy cache valid 404 1m;
proxy cache use stale error timeout updating http 500 http 502;
proxy cache lock on;
add header X-Cache-Status $upstream cache status;
proxy_pass http://127.0.0.1:3000;
}

access_log /var/log/nginx/lab-cache.access.log;
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AIA #3

Docker &M (THY — compose — L
JE]

IT U2} OF7 [ElX 24
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GenAl Labs
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-I-

ds5 =4
e ‘dockerrun’ st EZ ZH|0| = 27| - MEIMOZ 2F EIN}X]|
o O|O|X] / ZiE|O|L] / EE [ HIEH T 4 7IX| 7HE &0 &7
e docker composeE CtE ZiE|0|L 22|
o ZEBOE OO E43%+HIESRIA 3 F (bridge / host / none)
A RIOE: 20 2I._ AKX S - R AR

ol7|=X 114 (Topology)

Lab #3

Docker run nginx topology

Docker Proxy
) Traffic to
Container
IP:80

Traffic to VM
Hoat Only Adq pter ¥ 38050
nginx

> Host-Only container

(192.168.56.10) I port 80
curl http://1 6.10:8080 L

i ST ; “Mapped Container: nginx:latest

to :
Host VM

port 8080  Docker Engine
Host Laptop

Ubuntu Server VM

Host-Only Adapter (192.168.56.10) -> docker-proxy -> nginx container :80

P/ EEZXE O2fof T2 e} = ofef A& S XYY,
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==
=&,

B

Docker Engine 24+ (docker-ce EE= docker. io)
Docker Compose v2 (docker compose B3 — 10| Z 212)

712 oix] — et AE|olL

# 1) Docker HX| (Ubuntu)
curl -fsSL https://get.docker.com | sudo sh

sudo usermod -aG docker $USER # sudo 20| AFE
newgrp docker # I8 N8

# 2) 7 cheot ZEolH
docker run -d --name web -p 8080:80 nginx:1.27
curl http://localhost:8080 # nginx HO|X| &

# 3) MEfl/ 230/ MAE
docker ps # A=
L=

H
(I
Hu

docker ps -a
docker logs -f web # HANZHE
docker restart web

docker stop web && docker rm web # ZE+ AMK|

# 4) O|Oox|/ ZHO|H F&

docker images # O|0|X| 22

docker inspect web # MIEHH|O|E{ JSON
docker stats # AAZHXR (top It |A)
docker exec -it web bash # QO = E0{7t7|

SE oM @ — =& (HIo]E] S&3l)

# 1) HHE 28 (Docker #2|)
docker volume create web-data
docker run -d --name web -v web-data:/usr/share/nginx/html nginx:1.27

# 2) HIRIEOIRE (TAEFE)
mkdir -p /tmp/html && echo '<hl>From Host</hl>' > /tmp/html/index.html
docker run -d --name web -v /tmp/html:/usr/share/nginx/html:ro nginx:1.27

# :ro = read-only OIRE

# 3) tmpfs (HZ2[O0IRE, WEX|THHIL)
docker run -d --name app --tmpfs /run --tmpfs /tmp myapp

# 4) =25 e

docker volume 1s
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5.258

=&,

docker volume inspect web-data
docker volume rm web-data

docker volume prune # O|AI2 23 Azt Ay

S8 0N @ —-UHE/IA3E

# 1) bridge (7|2) - ZEO|H H2[+ LT S

docker network create app-net

docker run -d --name db --network app-net postgres:16

docker run -d --name web --network app-net -p 8080:80 nginx:1.27

# web OA db E SAEHOE H: "db:5432°

# 2) host - SAEHEY3IINE (Hs 2[Z, ZE|X)
docker run -d --network host nginx:1.27 # SAEGOH I=E

# 3) none - HEQIZA QIS (A zZ)

docker run -it --network none alpine ip a # loft

# HESZ HAM
docker network 1s
docker network inspect app-net

22 ollX| ® — docker compose

# docker-compose.yml
version: '3.9'

services:
db:
image: postgres:16
environment:

POSTGRES PASSWORD: secret

POSTGRES DB: appdb
volumes:

- pgdata:/var/lib/postgresql/data
healthcheck:

test: ["CMD-SHELL", "pg isready -U postgres"]

interval: 5s

timeout: 3s

retries: 5

web:

image: nginx:1.27
ports:

- "8080:80"
depends _on:

db:

condition: service healthy

restart: unless-stopped
logging:

driver: json-file
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options:
max-size: "10m"
max-file: "5"
volumes:
pgdata:
docker compose up -d # iz E A|Xf
docker compose ps # AEl
docker compose logs -f web # 23
docker compose exec web bash # exec
docker compose restart db
docker compose down # ™X| + ZH 0| &H| (2E2 HS)
docker compose down -v # SETIX| AHF|
oo
Eod @ — 2F mjje

# AN

docker run -d --name web
--health-interval=10s

nginx:1.27

--health-cmd='curl -f http://localhost/ || exit 1'
--health-timeout=3s --health-retries=3

docker inspect --format='{{.State.Health.Status}}' web

# THAIZ A
docker run
docker run
docker run

# Kt A|st
docker run

# 23|
docker run
max-file=5

-d

M EQIE

1. o|O|X] vs ZiE|O|{ vs EE
* -p 8080:80° = SAE 8080 —

2.

-d --cpus=2 --memory=512m

-d --restart=always nginx:1.27 # 2R TAIE
-d --restart=unless-stopped nginx # 5 S| H <
-d --restart=on-failure:5 nginx # HIj Al 5%

--pids-1imit=100 nginx:1.27

--log-driver=json-file --log-opt max-size=10m --log-opt

nginx:1.27

25

=

_
o

o
ZiEflo[ 80

HI

3. bridge HIE$30i| A Z4E|0|L4 0| F0] 2 DNS

4. " docker compose’ Z 2F X IS}

5. A3 + XYA| =

MO X7} A|Q
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Cannot connect to the Docker daemon — sudo systemctl start docker
permission denied /var/run/docker.sock = usermod -aG docker $USERZ X219l
HTEZE —>ss -tlnp | grep :8080CIE TEMA BE

C|A3 & — docker system df +docker system prune -af

ZiE|o|LH0f| 1) ot =l — docker exec LAl docker run -it ... bash
o
e

O|0JX| E2 0™ — nginx:1.27 (Rl :latest 2F AL X)
multi-stage build £ 0|0|X| 27| 4

*.dockerignore® 2 23t It ||

HX|IAER|: Harbor- ECR: GHCR (AL BIX|AE 2| HE)
K8s M CH|2 compose — 2& Y20 &
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==
=&,

HE_ 4% N

04_docker-compose.yml

# M&#3 @ — db(postgres) + web(nginx) %2 2% miE

# - db Zthealthy 7t%|7| Ho|l=web O] EEX| 43 (depends on.condition)
# - EOMOZ C|AT ZF WX (json-file =2t0|H + max-size : max-file)

# - MAIZ ™ unless-stopped (Y EZE; £Sstop A EXAMIIS)

services:
db:
image: postgres:16-alpine
environment:

POSTGRES PASSWORD: secret

POSTGRES DB: appdb
volumes:

- pgdata:/var/lib/postgresql/data
healthcheck:

test: ["CMD-SHELL", "pg isready -U postgres"]

interval: 5s

timeout: 3s

retries: 5
restart: unless-stopped
logging:
driver: json-file
options:

max-size: "10m"
max-file: "5"

web:
image: nginx:1.27
ports:
- "8085:80"
depends on:
db:
condition: service healthy
restart: unless-stopped
logging:
driver: json-file
options:
max-size: "10m"
max-file: "5"

volumes:
pgdata:
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HANDS-ON LAB

2E #4
Linux A|AH! BL|IE{Z! =t (CPU-HR2
g|-C|AT-HESZ -T2 MA)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs
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NPt

o 12t To] M X3 HHEII?) ZITHSE NS

e CPU/HZZ|/CJAT /HESYI /Z2NA /IIY 5 F DL|EE T3 3 HO|
e htop freedf @ &2 =3 —ps lsof ss/netstat iostat vmstat pidstat
o “stress-ng’ H} AIREZ 2ot UM oA IHEH HHA £ = Ho 2E
o RIIALCIHY =7 FH

ol7|=X 114 (Topology)

System resource monitoring topology
ONE Ubuntu Server VM
Internal View of Ubuntu Server VM

htop (CPU/Mem Panel) free -h (Memory Snapshot) |

Windows Host Host-Only Adapter Ubuntu Server VM
(IP: 192.168.56.1) (vboxnet0) (IP: 192.168.56.10)

stress-ng —-cpu 2
Running (Load Generator)

Internet Access

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,

© 2026 GenAl Labs - ZA} 8431 (CEO/CTO) - 2



GenAl Labs - IT QIZ2t OtF|BIXN MA| | A& #4 — Linux A|AE ZLIE(Z Z8} (CPU- |22 -L|AF - L|E

9/F . T2HA)

E+
9 7|12 (LHE) Zst
CPU/Mem QIE{HE| = top “htop” (Z2{-E2|- LE)
CPU AAE vmstat 1 pidstat -u 1(PID %)
22| free -h smem slabtop
ClAa 82 df -h du -sh *ncdu
ClA= 1/0 iostat -xz 1 iotop pidstat -d 1
HE3 HZA ss -tnp netstat -tnp (#HH)
HES3 i iftop nethogs (PID &)
o2 hA ps aux pgrep pstree
ozl opel lsof lsof -i :PORT lsof -p PID

1.

18

AlLt2|2 (2F30 &)

# 1) = AKX (712 2ol 22 =7S)
sudo apt update

sudo apt install -y htop sysstat iotop iftop nethogs ncdu lsof \
stress-ng strace tcpdump

# 2) tmux 4-pane QF SA| 2HE AHE
tmux new -s monitor
# Ctrl-b % (7I2 28), Ctrl-b "

(MZ 2%

# Ztpane: htop / vmstat 1 / iostat -xz 1 / iftop

7|12 of|H| — 5 = ZL|E{A ot Hoj
CPU — “htop" (7}& XtF M= £71)
htop
# F2 — M3 (PerCPU bars-Ez2|2E)
# F3 — IDI2MAZHM (0|2)
# F4 — ZE
# F5 — Eg2| (F2-X4 2tA)
# F6 — N™I|HF (CPU%-MEM%: TIME+ 5)
# F9 — AO2dE (KILL-TERM )
#t - EZEZ
#H — AR AZHESH
# K - AL A= s2
#/ - M
#u - AEXEH
Mz
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e PR/NI—RM&2/Nice (ES+E LH)
o S—MEf(RAH-SEE-DCIAICYT|-Z EH])

e VIRT/RES/SHR — 7t&t/4/35 HIE2| (AN H|22| = RES)
e (PU%/MEM% — 5X vs =7t

2. H|22] — *free'

free -h

# total used free shared buff/cache available
# Mem: 7.8Gi 1.2Gi 4.5Gi 12Mi 2.1Gi 6.3Gi
# Swap: 2.0Gi 0B 2.0Gi

7| E: available Pt 2™ EICt (page cache b0 ZIxt 71 2F).

3.ClA3 8% — "df + du’

df -h # OF2RE H A8

df -i # inode A2 (file ZH$ZZ A|)
du -sh /var/log # ClEEZ| &A

du -sh /var/* 2>/dev/null | sort -h # 2

ncdu /var # QIE{HE|E C|AT BN

4.ClA31/0 — "iostat™ + “iotop’

iostat -xz 1 # C|HIO|AHM r/s w/s await Sutil
# %util 100% 7I7MRHI/0 HE
# await > 50ms ™ S¢H 2

sudo iotop # PIDE I0 AL (HAZH

A

5.HE3 HA — “ss” (" netstat” £L)

ss -tnp # TCP & + TZNA
ss -tunlp # TCP+UDP 2|Ad (-1)
Ss -s # Q9%

ss -t state established # MEHE EE

ss -t state time-wait '( dport = :80 or sport = :80 )'

# TN ES
netstat -tnp # Y
netstat -tunlp # Y

6. HEYI tHHE — "iftop” / “nethogs’

sudo iftop -i eth® # QEmHo[A Ezfu
sudo nethogs # PID & E2fTl (O{H T2 NATISA7?)
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9/F . T2HA)

7.Z2MNA — "ps’ IjE B2

ps aux # TN (BSD AERY)

ps -ef # FAH| (Unix AERY)

ps -p PID -o pid,ppid,user,%cpu,%mem,rss,vsz,stat,start,time, command
ps -eo pid,user,%mem,rss,command --sort=-%mem | head # HI22| Top
ps -eo pid,user,%cpu,command --sort=-%cpu | head # CPU Top

# TENA EE|
pstree -p
pstree -p $(pgrep -d, nginx)

# AM
pgrep -a nginx # O|ECZPID + cmd
pgrep -U lab # AMEXE

pidof nginx

8. g2l m — “Isof  (2F ClHZe| o)

sudo lsof -i :80 # 80HH ZE =JF MLt

sudo lsof -i TCP:443 # TCP 443 ZEHZA

sudo lsof -i -P -n # ZENW HZ (EZE XH-DNS QHZ0])

sudo lsof -p $(pgrep nginx | head -1) # PID 7| OjY ME

sudo lsof | grep deleted # MAEH=0 TEMATED Q= oHY (C[A3 QHH|E
sudo lsof -u lab # AEX7LA o

sudo lsof /var/log/syslog # O] IHY S0t MLt

ALI2|Q: CPU B3I 5% 5> SAM 5% —» 10X —» SA1 10 X bH=
O|Z EHAM htop O] O{EA| HS5H=X%| 2H&.
E

# stress-ng ot M8 AIZE

cat > /tmp/cpu_wave.sh <<'EOF'
#!/bin/bash

# CPU Its 238t —5/5, 10/10, 20/20 IHE &S
set -e

declare -a PATTERN=(5 5 10 10 20 20 30 30)

while true; do
for dur in "${PATTERN[@]}"; do
# M2 index (0, 2, 4, 6) = EStA[Zt, 24&= F4
if (( $(($(date +%s) % 2)) == 0 )); then
true # Gtk ®/Z MG
fi
done
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# HAX IR Hop-5A M

for i in 0 2 4 6; do
load dur=${PATTERN[i]}
rest dur=${PATTERN[i+1]}

echo " g3t ${load dur}=x"
stress-ng --cpu $(nproc) --timeout ${load dur}s --metrics-brief
echo " JAl${rest_dur}x"
sleep ${rest dur}
done
done

EOF
chmod +x /tmp/cpu wave.sh

# dd
/tmp/cpu_wave.sh
E EOIZ0M SA| 2HE

# Terminal 1
/tmp/cpu_wave.sh

# Terminal 2 (XE= tmux pane)
htop # CPU J2HZ7t mpEX 3 9| /0fzd
# CPU% ZZO0| 100-0-100 Et=st= A =tol

# Terminal 3
vmstat 1 # us Z™ (AF2XICPU) AAEZ 2L

# Terminal 4
pidstat -u 1 # PIDE CPU 7t 9Lt (stress-ng 2¢Q)

H| 2] 25} — 22 ofE

# 1GB HIZ2E5XXMF = oA, HtF
while true; do

echo " 1GB H|Z2g|5 %"
stress-ng --vm 1 --vm-bytes 1G --vm-keep --timeout 5s
echo " A5 X"
sleep 5

done

# oE

watch -n 0.5 'free -h' # 0.5X M=Z0E

1/0 K5t

# ClAZT MT| H3}t
stress-ng --hdd 2 --hdd-bytes 500M --timeout 10s &
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# oE

iostat -xz 1 # %util 100% 2¢

iotop # stress-ng-hdd ZZANA 2|
I3 o+ SH AR (18)

# 4= SA 2t (CPU 4 + memory 1GB + I0 2 + network 1) 30 %
stress-ng --cpu 4 --vm 1 --vm-bytes 1G --hdd 2 --sock 1 --timeout 30s --metrics-
brief

S8 WH @ — To] Mt 2ff =2{?; 53 ZICHRE

# Step 1: EEHF (1-5-158)
uptime
# load average: 4.20, 2.10, 0.80 « 5& HEE IS

# Step 2: CPU +=7} 9L}
top -bnl | head -20
# L=

ps -eo pid,user,%cpu,command --sort=-%cpu | head

# Step 3: M2 AEf
free -h
ps -eo pid,user,%mem, rss,command --sort=-%mem | head

# Step 4: C|AI XEA?
df -h
df -i # inode =

# Step 5: I/0 wait =27t
vmstat 1 5
# wa ZE> 20 O|HLC|AIT/0 BES

# Step 6: F7tC|A3 HLt
sudo iotop -ao -d 5 # 5X (10 x 2HEh

# Step 7: HEQZAHAZ EZ?

SS -s

ss -tn state established | wc -1

ss -tn state time-wait | wc -1 # TIME WAIT EZ2 Z:2[0|HEE

o[

# Step 8: OfH ZEMAISA?
sudo nethogs -t -d 5

# Step 9: OE IUS F ULt
sudo lsof -p $(pgrep -d, -f your-app) | head -30
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9/F . T2HA)

(CPU-OZE]- /AT - HE

o e

22 of|H @ — XIFE M= 1-liner IiE

# M2 A2 5
ps aux --sort=-%mem | awk 'NR<=6{print $2, $4, $11}'

# CPU A%I5
ps -eo pid,%cpu,command --sort=-%cpu | head -6

# TH| TZMA AT
ps aux | awk '$8 ~ /Z/ {print}'

# D AEH (uninterruptible — I/0 CH7|) ZZMA
ps aux | awk '$8 ~ /D/ {print}'

# 80H XE LUt ELt
sudo ss -tlnp '( sport = :80 )'
sudo lsof -i TCP:80 -sTCP:LISTEN

# SHCIZE2(oM 7HE 2 10 7H o
du -ah /var/log | sort -rh | head -10

# ANABIHElS =X CPU A|ZE

To T T

ps -eo pid,user,time,command --sort=-time | head -10

# 12 S0t Jt& Egfml 8ko| £ IP (nginx access log)
sudo awk '{print $1}' /var/log/nginx/access.log | \
sort | uniq -c | sort -rn | head -10

# AZHCHE E2fT (A2 EH)

sudo awk '{print $4}' /var/log/nginx/access.log | \
cut -c2-15 | sort | unigq -c | tail

2HH ZolE

“htop™ 2| CPU OB 7} stress-ng 25+ IHE It Hats| L K|
“vmstat’ 2| “wa’ Z™O0| /0 Bt Al k|2 (CPU £ =H ClAT 7))
“free® 2| "available’ vs free X}0| — buff/cache = ZA| 3|3 7ts
“ss” 7t " netstat” HC} 10 HY #HE — netstat & deprecated

“lsof -p PID" 7t 2 C|HZ o] B — I - Azl 2lo|Ee2| ZF &2

A RiL= 2%

htop: command not found —>apt install htop

iotop: requires sudo— sudo iotop
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e iostat: command not found = apt install sysstat

e vmstat 2l wa &4 0— ClAT Ho} S (HY)

e free9 used 7t 0} 2! — buff/cache X8, available E= A HE

e ps aux | grep nginx | grep -v grep—>pgrep -a nginx ot &=
e TIME_WAITSXOZE IE BXE - net.ipvd.tcp tw reuse = 1 (sysctl)

(=)
I%:'

iU

D

o DL|E{Z 4 = SA| 3HH: tmux 4-pane + (htop / vmstat / iostat / iftop)

o EOIEXM: htopOtt7| E2|+F6 HE

e BIABM1EZ:tail -f /var/log/syslog | grep --line-buffered ERROR

e X5XWFA:sar -u512(5X12H=18)

e Cron BL|E: pidstat -u -p ALL 60 1> 12 T

o ‘“stress-ng’ CCt: - -matrix 4 (M HA) --cache 2 (FHAl B3) --io 4 --switch 2 (A
E|AE AQ|XK|)

rot
rE

— 27 Hx|

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 9



GenAl Labs - IT QIZ2} OFF|BIX| MA| | &2 #4 — Linux A|AE| BLIE{2 Z&F(CPU- B2 2] - /AT - L £
9|3 - TZHA)

BE 43I

04_oneliners.txt

# lab04 XIF=ME=1-liner 28

# A ES

JCHZ SARBHA Zdch 2A1R .

#— DZNAHH

ps aux --sort=-%mem | awk 'NR<=6{print $2, $4, $11}' # HZ2[ Top 5

ps -eo pid,%cpu,command --sort=-%cpu | head -6 # CPU Top 5

ps -eo pid,user,time,command --sort=-time | head -10 # $X CPU Top 10
ps -eo pid,user,%mem,rss,command --sort=-%mem | head # 22| (RSS)

ps aux | awk '$8 ~ /Z/ {print}" # EH|

ps aux | awk '$8 ~ /D/ {print}' # 1/0 Ch7|
(uninterruptible)

#— ZE.A3

sudo ss -tlnp # LISTEN HME
sudo ss -tlnp '( sport = :80 )' # :80 7t =Lt
sudo ss -tn state established | wc -1 # ESTABLISHED Zi#
sudo ss -tn state time-wait | wc -1 # TIME WAIT 2
sudo ss -t state established '( dport = :443 or sport = :443 )"

sudo lsof -i TCP:80 -sTCP:LISTEN # 80 LISTEN

sudo lsof -i -P -n # DENW HZ (DNS o=
o[)

# — m.C|AT

sudo du -ah /var/log | sort -rh | head -10
sudo du -shx /* 2>/dev/null | sort -hr | head -10

df -h
df -i

sudo lsof | grep deleted
sudo lsof -p $(pgrep nginx | head -1)
sudo lsof /var/log/syslog

# 20 Top 10

# root 9| 2 Cl|EzZ
# OIREEAEE

# inode A2

# A Tl oy
# PID 7t ot M2
# O| It It MLt

# — o2
free -h
watch -d -n 1 'free -h' # YN+ HF LA=X

© 2026 GenAl Labs - ZHAt 2431 (CEO/CTO) - 10



GenAl Labs - IT QIZa} OFF |EIX| AH| | A2 #4 — Linux A|AE ZLIEIZ! Z8F (CPU-H22] - L]AF - LfE
95 . TZHA)

cat /proc/meminfo | head -10

sudo dmidecode --type 17 | grep -E "Size|Speed" # DIMM &2

# — CPU-load

uptime

top -bnl -c | head -15 # HiX| 19

vmstat 1 5 # 1%Xx 53

sar -u 5 12 #5x12% =18
pidstat -u 1 # PID ECPU AAE
pidstat -d 1 # PID ECIAZTI/0 AMAE
# — E2|-gM

pstree -p

pstree -p $(pgrep -d, nginx)

pgrep -a nginx # 0|2 - PID + cmd
pgrep -U lab # MEXHE

pidof nginx

# — LCIA3TI/0

iostat -xz 1 # ClHIO|AEH
sudo iotop -ao -d 5 # X (10 % zHEh
# — UES3 Eafzl

sudo iftop -i etho
sudo nethogs

# — 20 2A

tail -f /var/log/syslog | grep --line-buffered ERROR

sudo awk '{print $1}' /var/log/nginx/access.log | sort | uniq -c | sort -rn | head
-10

sudo awk '{print $4}' /var/log/nginx/access.log | cut -c2-15 | sort | uniq -c |
tail

© 2026 GenAl Labs - ZHAF 243 (CEO/CTO) - 11
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HANDS-ON LAB

A& #5
SSH 27l7| 215 (RSA vs ed25519,
Windows - Linux)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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Al
= H

>

=
=

12

o JI7|ABCE H|UHS Q= SSH YL 7%

e RSAvsed25519 7| EtQ] H|uw (HO|- £ - HOt- T2HY)

e  Windows vs Linux 7| X% & £ X}0| (OpenSSH for Windows - WSL - Git Bash - PuTTY)
e ssh-agent 2 7| I|AZ 0| X X5 22|

e ~/.ssh/config 2 TAE HAl + Jump Host I{E

e SSH=2Y HQOt3HA (PermitRootLogin-PasswordAuthentication 117()

OI7|EllX 71 (Topology)

VirtualBox 7.0 outer chrome B @ &
File Merface View Quark Help

Lab #5 topology

HOST LAPTOP ONE UBUNTU SERVER VM

ssh-copy-id lab@192.168.56.10 T8] ./ ssh/authorized keys

~/.ssh/

id_ed25519 | appended |

i | public key
_(anate K Appending Public Key i F
id_ed25519.pub i _E
T " (id_ed25519.pub) i

(Public Key)
Ubuntu Server VM

‘ (lab-vm-01)
-' i NiC
Host Laptop . ]@

ssh lab@192.168.56.10 VirtualBox Host-Only Adapter
IP: 192.168.56.10

[
Connects WITHOUT PASSWORD
(uses key-based auth)

BORSo EEEGE vslcor |

o EZZXIE HE[off T2 AEfZ of2ff &S FIHSHS,

© 2026 GenAl Labs - ZHAF 243 (CEO/CTO) - 2



GenAl Labs - IT T2} OP|EIN HA| | & #5 — SSH &77] 21Z (RSA vs ed25519, Windows - Linux)

B

e VirtualBox + Ubuntu Server 22.04 (target)

e HostZ% SSH 22t0|YE (OpenSSH - PUTTY - Windows Terminal)
e ssh-keygen ssh-copy-id ssh-agent ssh-add

7|12 of|H| — RSA vs ed25519 7| MM

7| Ete) Hl B

s RSA 2048 RSA 4096 **ed25519** (A%

e RSA (B 2l=Ed) RSA EdDSA (Etl=M)

7| 20| 2048 bit 4096 bit 256 bit

Hot e ~112 bit ~140 bit ~128 bit (RSA3072 &
S)

Md &5 = 2l (1~3s) 0 < S

ME £ L& 0 =2 i S

7| ot 37| ~1.7 KB ~3.4 KB ~400 B

CXPy 2 E SSH 2E SSH OpenSSH 6.5+ (2014)

HE ALE X 2| AN SEHS A0 Hok (=2 2t MA 2E A

RSA 4096 7| MM
ssh-keygen -t rsa -b 4096 -C "lab@example.com"

# TEILE,;

# Enter file in which to save the key (~/.ssh/id rsa): [Enter]
# Enter passphrase: [Z2{stH|ZHT HZEH]

# Enter same passphrase again:

# EH Y

# ~/.ssh/id rsa « H2 7| (ZE 600 %)

# ~/.ssh/id rsa.pub « 27| (2= 644)

ed25519 7| HM (AF)
ssh-keygen -t ed25519 -C "lab@example.com"
# EH MY
# ~/.ssh/id _ed25519 < H|I3H
# ~/.ssh/id ed25519.pub « 374

# O] Z2SLKDF iterations (XMEH)

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT Q1T OFF BN HA| | A& #5 — SSH 3747 215 (RSA vs ed25519, Windows - Linux)

ssh-keygen -t ed25519 -a 100 -C "lab@example.com"
# -a 100 - bcrypt KDF 100 2I2E (HEREZXA X3t 1)

MAME| 3| Btol

[

o
# HISH 7| (B 3] X)
cat ~/.ssh/id ed25519

#o----- BEGIN OPENSSH PRIVATE KEY-----
# b3BlbnNzaClrzXktdjEAAAAACMFlczI1NiljdHIAAAAGYmNyeXBO. . .
#----- END OPENSSH PRIVATE KEY-----

# 37| (MHo| SEE A)
cat ~/.ssh/id ed25519.pub
# ssh-ed25519 AAAAC3NzaCll1ZDIINTESAAAAIM... lab@example.com

# 7| fingerprint
ssh-keygen -1f ~/.ssh/id ed25519.pub
# 256 SHA256:xxx... lab@example.com (ED25519)

Windows vs Linux 7| X|& =2

Linux / macOS

e =

7| C|2lE{2) ~/.ssh/ (0ll: /home/lab/.ssh/)

H| 274 7| ~/.ssh/id ed25519 (2E 600)

37H 7| ~/.ssh/id ed25519.pub (2E 644)
authorized_keys ~/.ssh/authorized keys (AMH &, 600)
known_hosts ~/.ssh/known_hosts (X} M)
config ~/.ssh/config (EAE HA, 600)

# o (CHREE2| SSH Amj el)

chmod 700 ~/.ssh

chmod 600 ~/.ssh/id ed25519
chmod 644 ~/.ssh/id ed25519.pub
chmod 600 ~/.ssh/authorized keys
chmod 600 ~/.ssh/config

Windows — OpenSSH for Windows (Windows 10+)

a5 3=

7| C|alE{2| C:\Users\<A8Xt>\.ssh\

H|Z7H 7| C:\Users\<AtEXt>\.ssh\id_ed25519

271 7| C:\Users\<At&Xt>\.ssh\id ed25519.pub
known_hosts C:\Users\<At2Xt>\ . ssh\known hosts
config C:\Users\<At&Zt>\.ssh\config

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT Q1T OFF BN HA| | A& #5 — SSH 3747 215 (RSA vs ed25519, Windows - Linux)

# PowerShell — Windows 7|2 OpenSSH Z2i0|¢HE
ssh-keygen -t ed25519 -C "lab@example.com"
# 7|= %USERPROFILE%\.ssh\ O X{Zt&

Windows — Git Bash
Git Bash 2| ssh-keygen 2 Linux 2 S2stA| S&sHX[2t 7| E:

e MINGW FE: C:\Users\<At2Zt>\.ssh\ (Windows OpenSSH 2 Z2 9| X|)
e Eh C:\Program Files\Git\usr\bin\ssh.exe 7} OpenSSH for Windows 2} CtZ H}0|L{2|

Windows — WSL (Ubuntu)

# WSL QoA — ZIMt Linux &t

ls ~/.ssh/

# WSL LHE ZBZ: /home/<AtEXt>/.ssh/

# Windows O|lA EH: \\ws1$\Ubuntu\home\<At2X}t>\.ssh\

# Windows OpenSSH 7| SRstz{H M=2l 23

rm -rf ~/.ssh
n -s /mnt/c/Users/$WIN USER/.ssh ~/.ssh

Windows — PuTTY (2x X% .ppk)

as B =

PuTTY 7| (.ppk) ALEX X (B E C:\Users\<At2Xt>\Documents\
keys\)
Hot =31 PuTTYgen (.pub < .ppk)

# OpenSSH - PuTTY

PuTTYgen - "Conversions" Ml — "Import key" - OpenSSH H|Z7{ 7| M& — "Save private
key" - .ppk XM%

# PuTTY - OpenSSH
PuTTYgen - "Conversions" - "Export OpenSSH key"

712 olxl — 374 7|2 Mol S=

utH 1: " ssh-copy-id” (712 ?_E)

# Host Ol —H|ZHS AH 13| 2= 7| &
ssh-copy-id -i ~/.ssh/1d_ed25519.pub 1ab@192.168.56.10

# O|=2& H|LUHS QI0| SSH 7ts
ssh 1ab@192.168.56.10

HiH 2: 25 (Windows OpenSSH = ssh-copy-id 912

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 5



GenAl Labs - IT Q1 X2} Of7|BIN MA| | &5 #5 — SSH 77| 21 (RSA vs ed25519, Windows - Linux)

# PowerShell 0flAf

type $env:USERPROFILE\.ssh\id ed25519.pub | ssh 1ab@192.168.56.10 "mkdir -p ~/.ssh
&& cat >> ~/.ssh/authorized keys && chmod 700 ~/.ssh && chmod 600
~/.ssh/authorized keys"

-

2 3: Mol ZF 2027 (BMC 2&U Jtsd ER)

# MHOIIA
mkdir -p ~/.ssh && chmod 700 ~/.ssh
nano ~/.ssh/authorized keys

# 377t E EME 20E7| - NE
chmod 600 ~/.ssh/authorized keys

28 0I8| @ — ssh-agent 2 I|A D0 X X}F 22|

# Linux/mac0S

eval "$(ssh-agent -s)" # agent A|Z (PID =)

ssh-add ~/.ssh/id ed25519 # IAZR0|= 13 2H > HZ2| S5
ssh-add -1 # SEHIISE

ssh-add -L # 37| &4

ssh-add -D # REI| HAH

# .bashrc / .zshrc O 7} (XIS A|=H)
if [ -z "$SSH AUTH SOCK" 1; then
eval "$(ssh-agent -s)" >/dev/null
ssh-add ~/.ssh/id ed25519 2>/dev/null
fi

# Windows OpenSSH

Get-Service ssh-agent

Set-Service ssh-agent -StartupType Automatic
Start-Service ssh-agent

ssh-add C:\Users\$env:USERNAME\.ssh\id ed25519

2 6ldl @ — " ~/.ssh/config’ SAE HAl

" ssh-config

~/.ssh/config (Linux) EE= C:\Users\<AIEZX}
>\.ssh\config (Windows)

Host lab
HostName 192.168.56.10

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6



GenAl Labs - IT T2} OP|EIN HA| | & #5 — SSH &77] 21Z (RSA vs ed25519, Windows - Linux)

User lab
IdentityFile ~/.ssh/id_ed25519
Port 22
Host prod
HostName api.prod.example.com
User deploy
IdentityFile ~/.ssh/id_prod_ed25519
Port 2222
ServerAlivelnterval 60

ServerAliveCountMax 3

ssh lab #=ssh -i ~/.ssh/id_ed25519 -p 22 lab@192.168.56.10

ssh prod # HEAE

## 22 o|& @ — Jump Host (Bastion)

" “ssh-config

# Bastion SAE

Host bastion
HostName bastion.example.com
User jump
IdentityFile ~/.ssh/id ed25519

# WEY MH —bastion AR
Host inner-db
HostName 10.0.10.5
User db-admin
IdentityFile ~/.ssh/id ed25519

ProxyJump bastion # < syl

ssh inner-db # $tEZ bastion - inner-db

S8 0|8 @ — SSH 2F &2t (MH = sshd_config)

sudo nano /etc/ssh/sshd_config

# HZHD 2AF 17| (7] ASLUHE)
PasswordAuthentication no
ChallengeResponseAuthentication no

# root 21921 2X|

© 2026 GenAl Labs - ZHAt 2% (CEQ/CTO) - 7



GenAl Labs - IT T2} OP|EIN HA| | & #5 — SSH &77] 21Z (RSA vs ed25519, Windows - Linux)

PermitRootLogin no

# SSH 7| QIE50H5&
PubkeyAuthentication yes

# Y HUHD ZX|
PermitEmptyPasswords no

# TE HZA (EHQtby obscurity, FAHE 2 XHolE 214
Port 22 # RIS HE 2222 EE22XX

# A SAl B AT
MaxAuthTries 3
MaxSessions 10

25 EtoI2
ClientAliveInterval 300
ClientAliveCountMax 2

# AFEX20|EZ|AE

AllowUsers lab deploy

# TEIE

AllowGroups sshusers

sudo sshd -t # A8 4T (2E =)
sudo systemctl restart sshd

g ofxl ® — 7| E& Ci= e

# 7| 22|: AMOIEE / &HEE

~/.ssh/id lab ed25519 # M58

~/.ssh/id github ed25519 # GitHub

~/.ssh/id prod ed25519 # 29

~/.ssh/id personal rsa # JH2l2 (RSA, I7{Al)

# config Ol = AEH OfHE
Host github.com
IdentityFile ~/.ssh/id github ed25519

Host *.prod.example.com
IdentityFile ~/.ssh/id prod ed25519

2Hd ZolE

| -
1.ed25519 0| RSA HCt B E HOM 28 (£ -7| 37| Hot) — A= ed25519 ¢t
2. ~[.ssh/” 3700 /7] 600 O] SSH A1H2| 90% &¢I
3.3 712 MHE — H|Z7H 7|= " AE B X

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8



GenAl Labs - IT Q1Z2t O} |BIN MA| | & #5 — SSH &7H7] 21Z (RSA vs ed25519, Windows - Linux)

4. " ssh-agent” +~/.ssh/config 2 OfH ZM OF

e
5. * PasswordAuthentication no” + 7| Q130 = & 22X CHQl 999% Xtk

ApE Qb= 2F

® Permissions are too open— chmod 600 ~/.ssh/id ed25519

e Agent admitted failure to sign using the key —> ssh-add ~/.ssh/id ed25519

e ssh: connect to host ... port 22: Connection refused — At sshd C}2 EE&= @5t
”
|

e Permission denied (publickey) — ~/.ssh/authorized keys BE&= 1 #otH

e Host key verification failed = ssh-keygen -R ZAE (known_hosts 741*._')

e WindowsOf|A| id ed25519: Permissions are too open— 222 - &4 -
ARtk ot

e WSL < Windows 7| & Al #et 2L X| - WSL QtollA chmod 600 CHA|

(=)
2%

o M 7l=ed25519 — RSA = 2| HA| zeHM ot

o F|WA: -/ ssh/ EM Ao} B (1Password - Bitwarden - StER0] 7|)
tElI0] 7]: YubiKey 5 — FIDO2 + ed25519-sk (-t ed25519-sk)

e CAQABM:CHHZ=SSHCAZ 7| ot MH, otz /3|4 22|

o ZA}L: /var/log/auth.log E£ journalctl -u sshd 2321 7|&

e WAF-Bastion 20| £11 2& SSH == ZX|

°
[«]]
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GenAl Labs - ITQIT2} O8I HA| | &= #5 — SSH 37H7] 21F (RSA vs ed25519, Windows - Linux)

HE_ 4% N

02_ssh_config

# === lab block ===
# A&E#5 @ — H& + ProxyJump IHE!
# AM2: ssh lab / ssh prod / ssh inner-db
Host lab
HostName 192.168.56.10
User lab
IdentityFile ~/.ssh/id ed25519
Port 22
Host prod

HostName api.prod.example.com

User deploy

IdentityFile ~/.ssh/id prod ed25519
Port 2222

ServerAliveInterval 60
ServerAliveCountMax 3

# Bastion (DMZ)

Host bastion
HostName bastion.example.com
User jump
IdentityFile ~/.ssh/id ed25519

# {2 —bastion AR o= T
Host inner-db
HostName 10.0.10.5
User db-admin
IdentityFile ~/.ssh/id ed25519
ProxyJump bastion

03_sshd_hardening.conf

H*
n>

& #5 @ — sshd drop-in StEY
|X]: /etc/ssh/sshd config.d/99-1lab-hardening.conf
M&2l: drop-in O] EMELI =H| EEE|0 HOHMI| MG

HH
4o

#
40

# 7| Q150 5|8 — H|LHS 2T3Q1 AP (2 2AHE Q! 99% AtEh)
PasswordAuthentication no
ChallengeResponseAuthentication no
PubkeyAuthentication yes

PermitEmptyPasswords no

© 2026 GenAl Labs - ZHAt 2431 (CEO/CTO) - 10



GenAl Labs - IT Q12 OV |8 HA| | A= #5 — SSH &7 21Z (RSA vs ed25519, Windows - Linux)

# root X¥™ 230l 2X| (RY EF)
PermitRootLogin no

# 2Z A/ MM HBt
MaxAuthTries 3
MaxSessions 10

# RF MMEIQJOIR —5&8x 23|= 1I0EZF S=
ClientAliveInterval 300
ClientAliveCountMax 2

# AISX2lO|EE|AE (R Al FA X = AE)

# AllowUsers lab deploy
# AllowGroups sshusers

© 2026 GenAl Labs - ZHAt Ei+% (CEO/CTO) - 11
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(curl-dig-ping-traceroute)

HANDS-ON LAB

&S #6
HTTP:DNS-HIE{|3 1 X} C|HZ
(curl-dig-ping-traceroute)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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Al A
=5 =

12

. 2UO|9ESIXCIHY TRZ Y —4F T 3 Hoj| "t
Crest @4 — T8It -y AL, -L 2CHOJE XX, X HME

e curlLlf Al
e digLC

[kt record type (A-AAAA-MX-NS- TXT - CNAME - SOA)
9|

e ping 2 A (ICMP 8t/ L& ALO|E ICMP %}

e traceroute’ 7} 25 E 9t M0|= 0|Q (E7H 2tRE - &t5HH0| ICMP/UDP KL

e LCHOh:mtr-tcptraceroute-paris-traceroute

e AHM:curl www.naver.com—> 302 — HTTPS 2|C}0|2|EQ| o|O|

Of7|ElX| -2 (Topology)

VirtualBox 7.0

resolver

VirtualBox VM
(Ubuntu)

NAT Gateway

NAT NIC Host Only
(10.0.2.15) Adapter

HTTP REQUEST (GET)

. TCP HANDSHAKE
SSH Control Connection
TLS HANDSHAKE
SSH Control Connection HTTP RESPONSE (200 OK)

Host Laptop {"origin": "16.0.2.15"}
(Management)

P EZEZXE Oj2|of 32 MEfZ ofeff HE S FIYBICL.
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GenAl Labs - IT A Z2t OF7|BIN BA| | &Z#6 — HTTP-DNS-HIERF 1 Af C/H{2
(curl-dig-ping - traceroute)

Lo
e curl (HTTP 22I0|HE, 7|2 L&)
e dig (DNS =3, dnsutils I§7|X|)
e ping (ICMP, 7|2 LiH)

e traceroute (UDP/ICMP &2, traceroute I§7|X])
o mtr (My Traceroute, E2fT + &4 &)

+
e nslookup (7*4 DNS, 22t )

rigt

3 EH|

Mo

sudo apt update
sudo apt install -y curl dnsutils iputils-ping traceroute mtr-tiny tcpdump

120X — "curl’ SM8EE

1.8at 27| — " -1 (71E A= &)

curl -I https://www.google.com/

# HTTP/2 200

# date: Sat, 31 May 2026 14:22:08 GMT

# content-type: text/html; charset=IS0-8859-1
# ...

QAR| ML AtEf I HHA| ST - M B3 2,

2 HiC2t 87| — 7|2 &

curl https://api.github.com/
# {"current user url":"https://api.github.com/user","..."}

3. 8liE] + BEE) B — *-i°

curl -i https://www.google.com/

# HTTP/2 200 - &
# date:

# (H418)

# <!DOCTYPE html> « HIC
# ...

4. MM EH — v (CIHZ 129))

curl -v https://www.google.com/

Trying 142.250.196.36:443...

* Connected to www.google.com (142.250.196.36) port 443
ALPN: server accepted h2

SSL connection using TLSv1.3 / TLS AES 256 GCM SHA384
Server certificate:

*

EE IR R
* *

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT A Z2t OF7|BIN BA| | &Z#6 — HTTP-DNS-HIERF 1 Af C/H{2
(curl-dig-ping - traceroute)

H*

subject: CN=www.google.com

start date: May 6 11:11:39 2026 GMT
expire date: Jul 29 11:11:38 2026 GMT
GET / HTTP/2

Host: www.google.com

User-Agent: curl/7.81.0

HTTP/2 200
date:

A ANV V V V ¥ % %

HOH oH HH R R R

2} prefix 2| 2|0]:

* —curl HIEPHE (DNS-TCP-TLS- 2B A)
>— &M 8|H (request)
<— 24 38H (response)

5. 2|CtolHE XX _

# E|CHO[HME BA| (7]2)

curl -I http://www.naver.com

# HTTP/1.1 301 Moved Permanently
# Location: https://www.naver.com/

# (HC| W2k2bx| o=

# 2|CHO[ME =X
curl -IL http://www.naver.com

# HTTP/1.1 301 Moved Permanently < 18w

# Location: https://www.naver.com/

&

# HTTP/2 200 « 2 (HTTPS 2 0|8 &)
# server: NWS

#

“-L" 9] o|O]: Location &l 2}t XtS GET. I 0= 72| Tt - L AL #E.

6. HME XH — *-X°

7

curl -X POST https://httpbin.org/post -d 'name=lab&id=1"
curl -X PUT https://httpbin.org/put -d 'value=10'

curl -X DELETE https://httpbin.org/delete

He &7 — " H

# JSON API

curl -X POST https://httpbin.org/post \
-H "Content-Type: application/json" \
-H "Authorization: Bearer YOUR TOKEN" \
-d '{"name":"lab","id":1}'

# User-Agent $I&
curl -A "Mozilla/5.0" https://example.com

© 2026 GenAl Labs - ZAL 8t4=31 (CEQ/CTO)
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GenAl Labs - IT QIZ2} OFF|”IN HA| | &Z #6 — HTTP-DNS-HER/=Z 1 A L/H2Z
(curl-dig-ping-traceroute)

# 37|
curl -b "session=abcl23" https://example.com

8. MAME—"-0"/ -0
curl -o page.html https://example.com/
curl -0 https://example.com/file.tar.gz # Y2 IAYH I
curl -0J https://example.com/download.cgi # Content-Disposition ArE

9. AIZESH —-w'

curl -o /dev/null -s -w "DNS: %{time namelookup}\nConnect: %{time connect}\nTTFB:
%{time starttransfer}\nTotal: %{time total}\n" https://www.google.com/

# DNS: 0.025

# Connect: 0.045

# TTFB: 0.180

# Total: 0.200

10. 215 A -SSL M — " --cert-status” -k’
# K7HNE QIS M 2A|

curl -k https://192.168.56.10/

# ABSMOtzA St EZ
curl -vI https://www.google.com/ 2>&1 | grep -E "expire|subject:"

# ASM M =7
openssl s client -connect www.google.com:443 -showcerts < /dev/null 2>&1 | grep -E
"(subject=|issuer=|Verify)"

AX — ° curl www.naver.com™ 302 2|0

curl -v www.naver.com
# 1) DNS Z=3|: www.naver.com - 223.130.200.219

# 2) TCP 80 (HTTP) HZ
# 3) GET / HTTP/1.1

# 4) 8%: HTTP/1.1 302 Found « S=301
# Location: https://www.naver.com/

9 HTTPS £ 0| SA|7|L}?

o HWEHTTP = ZZXHMITM) 7t — ISP- S & 2to|mto| =X
e HTTPSE=TLS 2 ¢33+ MH 2B

o HOFHZE (HSTS) Q2 HALHTTP = AL2HE

o ZHMATI(Google) 7HtH

2|CIo[ME ZE BR:

Ic ojoj HMERE
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GenAl Labs - IT Q1Z2} OF7[El A A A

301 Moved Permanently GET o= et ots

302 Found (Moved Temporarily) GET o2 He Its

303 See Other StAGET 22

307 Temporary Redirect HAME BE (POST—POST)
308 Permanent Redirect HAME 2=

712 of|xdl — " dig® DNS =3

AZZE (IPv4) — 7|2

dig www.google.com
# ;; ANSWER SECTION:
# www.google. com. 300

# W
dig +short www.google.com
# 142.250.196.36

Ct¥st record type
dig www.google.com AAAA
dig google.com MX
dig google.com NS

dig google.com TXT
dig google.com SOA

dig _dmarc.google.com TXT
dig mail.google.com CNAME
dig google.com ANY

IN A 142.250.196.36

IPv6

O AMH

LI Me

EHIAE (SPF-DKIM)
Start of Authority
DMARC X

3y

2% (252 9 —RFC 8482)

H oW O H O H WK OB H K

EX DNS MH X|H — " @server’

dig @8.8.8.8 google.com
dig @1.1.1.1 google.com

# Google DNS
# Cloudflare

dig @168.126.63.1 google.com # KT DNS (%=)
dig @192.168.1.1 mycompany.local # AfLHDNS

st (IP > SAED)

==
dig -x 142.250.196.36
# P

TR 142.196.250.142.in-addr.arpa. - www.google.com

Trace — SESE XIZ2XI2

dig +trace www.google.com

# . (root) -» com NS - google.com

# OIC|IM BAH JA=X| TIT RE

© 2026 GenAl Labs - ZAL 8t4=31 (CEQ/CTO)
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GenAl Labs - IT A Z2t OF7|BIN BA| | &Z#6 — HTTP-DNS-HIERF 1 Af C/H{2
(curl-dig-ping - traceroute)

7|12 of|H| — * ping’

ping -c 4 google.com # 4'HoE

ping -i 0.5 google.com # 0.5 7t (HEA|)

ping -s 1400 google.com # 1400 byte T3l (MTU HIAE)
ping -W 1 google.com # 1 X ElRIOtR

ping -f google.com # flood (root?gh)

# IPv6

ping6 google.com
ping 0| ¢t k£|= 0| 4 7IX|:
1. ZTAECR — ZIMZE HE
2. W3IHO| ICMP XFgh — AWS - & ALO|E = ICMP echo reply &
3.HESI F= A — St 2tE 25|
4. DNS X1 — SAEH Z0|7} ot &l (dig 2 &Ql)
# CHAE Tic
dig google.com # DNS Z0| 0K?

ping -c 2 8.8.8.8 IP 2 X (DNS 22)
ping -c 2 google.com # SAE™OZ

H*

7|2 oM — " traceroute” & $HA|

7|2 AL
traceroute google.com
# 1 gateway 1.2 ms
# 2 10.20.30.1 15.4 ms
# 3 x kK « Z7t0| ICMP/UDP X}t
# 4 some-router 42.1 ms
# 5 k% *x %
# ...
# 12 142.250.196.36 105 ms

A traceroute 7t RF & ot M0o|= 0|1
1. UDP 7|8} (Linux 7| &)
o ZEZt2IRE{C| YotHO| UDP Cf AHE
o+ *o| iR B0} T2}
2. ICMP TTL Exceeded 2&E0]| 2|&
o 2}RE{7 ICMP & XtH|2 T1HL} rate-limit
3. ECWHA .ECMP

© 2026 GenAl Labs - ZAt 2431 (CEQ/CTO) - 7



GenAl Labs - IT Q1Z2} OF7|BlX HA| | &z #6 — HTTP-DNS-HE|= 1 Xf C/H{Z
(curl-dig-ping-traceroute)

. 22 SHXQIG| WAOICHCHE F2 > BN ¢S

Lot — “mtr’ (My Traceroute, 2% 1 £¢9l)

mtr google.com # CIE{ME[E (& A|ZF loss/avg/best/worst)
mtr -r -c 100 google.com # 100 H Wi 20N (2 dump)

mtr -T google.com # TCP ZE (&siH g|m| 1)

mtr -P 443 -T google.com # TCP 443 22 (HTTPS ZZ FH)

Lot @ — " tcptraceroute” (TCP EE)

sudo apt install -y tcptraceroute
sudo tcptraceroute google.com 443

# 80, 443, 22 L2 YU TER XX _ s E0tg

—

re

Ciot @ — " paris-traceroute” (ECMP &

sudo apt install -y paris-traceroute
paris-traceroute google.com

# ECMPOIME Z2 ZZ =X (flow ID 1IH)

4)

S8 of|x| — 24 CHZ ALE|L

ALI2|R 1: TALO|EZ} QHIHR

# Step 1: DNS EH|QI7t
dig api.example.com
# SE Q™ - DNS Mt =2l (/etc/resolv.conf)

# Step 2: SAELREIIS?
ping -c 2 api.example.com
# Aol gole wE HEYS

# Step 3: TCP XE Y II57?

nc -zv api.example.com 443

# L=

curl -v --connect-timeout 5 https://api.example.com/
# AIH —> MH & sshd/nginx ChH2, E= ot

# Step 4: HTTP SHE =O&?
curl -IL https://api.example.com/healthz
# 200 - OK, 5xx - MH Z&EH, 4xx - 205-URL =X

# Step 5: QASMTt=?
curl -vI https://api.example.com/ 2>&1 | grep "expire date"

# Step 6: ZAZOCIAN EX|?
mtr -r -c 50 api.example.com

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8



GenAl Labs - IT A Z2t OF7|BIN BA| | &Z#6 — HTTP-DNS-HIERF 1 Af C/H{2
(curl-dig-ping - traceroute)

AlL}2|@ 2: TDNS = E|=0| AlO|EJ} oHIHR |

dig +short api.example.com # 10.20.30.40
ping -c 2 10.20.30.40 # IPE XX —arg
mtr -r -c 30 10.20.30.40 # Ol= 2FRE K| 7H=X]

# CHE DNS MHO|lM O %A SEBHLE
dig ©@8.8.8.8 api.example.com
dig @1.1.1.1 api.example.com

# SECI2™ — DNS JHA| 28| EE= GeoDNS

ALtz 3: T2jCto[HE £

curl -ILv https://example.com/ 2>&1 | grep -E "(HTTP|Location)"
# HTTP/1.1 301 - Location: https://example.com/login

# HTTP/2 302 - Location: https://example.com/

# HTTP/2 302 - Location: https://example.com/login

# ... w=- egem
2 EOIE
1. “curl-IL" st EZ 2|Clo|HE M9l + S A= CHHY
2.%* v £ * > <** prefix 7t CIHZAL| A2z}
3. "dig +short™ + EX DNS AH{ (@8.8.8.8)Z DNS 7HA| Az
4. ping A1{ + AIO|E C}2 — ICMP XITt 7Hs A a4 o A
5. traceroute CHM “mtr -T' — 20l M O AlZ|
AFoL= 27
e curl: (6) Could not resolve host — DNS &H| (dig 2 &t9l)

e curl: (28) Operation timed out — 8% X|H (--connect-timeout - -max-time)
5) SSL connect error — TLS QI3 A / AlZt 57|} (NTP)
e dig: connection refused — DNS A{t{ C}2 HC= Xpch

e ping: socket: Operation not permitted — root #$t L= setuid (sudo / setcap)

(6

e curl: (7) Failed to connect = TCP =& 27} (&3t - L)
(2
(3

e curl:

e traceroute: Cannot allocate memory — root Het
o TIME_WAIT £ — Z2l0|HE £F £ = keep-alive OJAIE

(=)
2%

“curl-w" A|ZHE3} (DNS- Connect: TTFB- Total) = 0{= EHA| L2IX|

© 2026 GenAl Labs - ZA} 85431 (CEO/CTO) - 9



GenAl Labs - IT QIZ2} OFF|”IN HA| | &Z #6 — HTTP-DNS-HER/=Z 1 A L/H2Z
(curl-dig-ping-traceroute)

e DNSHA| H|R7]: sudo systemd-resolve --flush-caches (Linux)
e MTIR2YHEZ:mtr -r -c 100 -T -P 443 target > EHIME

e HAR X: E22t2X DevTools = Network — Save HAR — Ul C|HZ
e curl+jq:curl -s api.url | jq '.data[]' JSON I}

e HTTPie #&: http https://api.url — curl CHOH, =3 Ay

. k29 IR — AT AN 2218

© 2026 GenAl Labs - ZHAt 2431 (CEO/CTO) - 10



GenAl Labs - IT QIZ2} OFF|”IN HA| | &Z #6 — HTTP-DNS-HER/=Z 1 A L/H2Z
(curl-dig-ping-traceroute)

HE_ 4% N

01_curl_options.txt

# 1lab06 curl SMIE ZS

#— 7=

curl -I URL # S|lC{2t (HEAD)

curl -i URL # ¢8| + HiC|

curl -v URL # AM| (DNS/TCP/TLS/QIEM)
curl -L URL # E|CIOME X

curl -IL URL # 9= =g (FHERE

curl -s URL # silent (FHESZ)

curl -k URL # K7EMTE ABM A (2F 2X)
curl --connect-timeout 5 --max-time 10 URL # EfQlo}2

# — HME + O|O|E

curl -X POST URL -d
curl -X POST URL -H "Content-Type: application/json"
curl -X PUT URL -d

'a=1&b=2"

'value=10"'

curl -X DELETE URL
curl --data-urlencode "g=hello world" URL

# form
-d '{...}' # JSON

# URL encode

# EllE

curl -H "Authorization: Bearer TOKEN" URL

curl -H "X-Forwarded-For: 1.2.3.4" URL

curl -A "Mozilla/5.0" URL # User-Agent
curl -e "https://referer.com" URL # Referer
curl -b "session=abc123" URL # Cookie HLH7|
curl -c cookies.txt URL # SE 7| M=
curl -b cookies.txt URL # XNTE I AE
# — NE

curl -o page.html URL

curl -0 https://x.com/file.tar.gz
curl -0J https://x.com/download.cgi

© 2026 GenAl Labs - ZAL 8431 (CEQ/CTO)
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GenAl Labs - IT A Z2t OF7|BIN BA| | &Z#6 — HTTP-DNS-HIERF 1 Af C/H{2
(curl-dig-ping - traceroute)

# — ANZEH (-w)
curl -o /dev/null -s -w \

"DNS=%{time namelookup}s Connect=%{time connect}s TLS=%{time appconnect}s TTFB=%
{time_starttransfer}s Total=%{time total}s\n" URL

# — QBN

curl -vI URL 2>&1 | grep -E "expire|subject:"

openssl s client -connect HOST:443 -showcerts < /dev/null 2>&1 | grep -E
"(subject=|issuer=|Verify)"

curl --cacert /path/ca.pem URL # WS CA

curl --cert client.pem --key client.key URL # ZZI0|HE QIZA (mTLS)

# —— HTTP/2 / HTTP/3

curl --http2 URL

curl --http3 URL # curl 7.66+ + nghttp3
# — RIAF

curl -ILs URL | grep -E "~(HTTP|Location)" # Z|CIO[ZE X|QI st =M
curl -s URL | jq '.datal]' # JSON It
while sleep 5; do curl -s -o /dev/null -w "%{http code} %{time total}\n" URL; done

# YAk 2O

03_dig_examples.txt

# lab06 dig IEl 2S

# — BTE EMQYE

dig DOMAIN A # IPv4

dig DOMAIN AAAA # IPV6

dig DOMAIN MX # MY M

dig DOMAIN NS # U MH

dig DOMAIN TXT # SPF / DKIM / HZ EZ
dig DOMAIN SOA # Start of Authority
dig DOMAIN CNAME # EH

dig DOMAIN CAA # QIBM Yz Hst

dig DOMAIN SRV # MH[A R|X| (SIP/XMPP)
dig dmarc.DOMAIN TXT # DMARC HX

dig spf.DOMAIN TXT # SPF XiA|g|

# s WAPN A ]

dig +short DOMAIN # SEL
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GenAl Labs - IT Q1Z2} OF7|BlX HA| | &z #6 — HTTP-DNS-HE|= 1 Xf C/H{Z
(curl-dig-ping-traceroute)

ANSWER 444
FESTLD-BH Ak

dig +noall +answer DOMAIN ok
S over TCP)
£

dig +trace DOMAIN

H B B H#

dig +tcp DOMAIN TCP ZH| (DN

dig +dnssec DOMAIN DNSSEC AMH m3t

# — EXDNS MH (@)

dig @8.8.8.8 DOMAIN # Google Public DNS
dig @1.1.1.1 DOMAIN # Cloudflare

dig @.9.9.9 DOMAIN # Quad9o (Hoh)

dig @168.126.63.1 DOMAIN # KT

dig @203.248.252.2 DOMAIN # LG U+

dig @164.124.101.2 DOMAIN # SKB

dig @192.168.1.1 DOMAIN # AL DNS

# — ous/ om

dig -x 8.8.8.8 # IP - SAEWH (PTR)
dig -f hosts.txt # THUOM ZOel =5 U
# — SEHAR/ A2

dig DOMAIN | grep "Query time"
dig DOMAIN SOA | awk '/SOA/ {print $7}' # Al2I¥ (HE=H)

+
Ho
=

m

—

# FMAI H[27] (Ubuntu systemd-resolved)
sudo resolvectl flush-caches
sudo systemd-resolve --flush-caches

# nslookup (74, Z=ME)
nslookup DOMAIN
nslookup DOMAIN 8.8.8.8

# host (ZICHSHE)

host DOMAIN
host -t MX DOMAIN
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GenAl Labs - IT Q12 O |BIK HA| | A& #7 — e -HE Z 8/ (tar-gzip - xz - zstd - scp - rsync)

HANDS-ON LAB
AS #HT

AN XKD
ol Fg Ft

(tar-gzip-xz-zstd:scp-rsync)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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GenAl Labs - IT @12} OF7 |l X A A

Al
=H

>

=
=

12

o o= .0l710|H.: tar / gzip / bzip2 /xz [ zstd — Zt Y=E - £ -CPU H| W
o B2 o AAMY ME: scp/sftp / rsync — AX FAS MLt
H-dry

o rsync M IjE: 2 M4 . 0|22 AN 573} SS run-exclude
o 2 A e Zui]. ZH . KI5 . ZE|0|M - HS
o AN CIHEHZ| >targz—> A HE - LS oM - 25 H oH

ol7|=X 114 (Topology)

BACKUP LAB

VirtualBox 7.0 (background chrome)
(a) tar czf backup.tar.gz /data

(h) rsync -avz --delete /data/
1ab@10.10.0.20: /backup

Internal Network

lab-vm-src (intnet-backup) lab-vm-bak
10.10.0.10 _ 10.10.0.20

(b) xsync -avz --delete /data/
m 1ab@10.10.0.20: /backup

Host-Only Adapter Host-Only Adapter

Host-Only Network
(192.168.56.x)

Host SSH access
NO internet access

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,
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GenAl Labs - IT 2l

A X
Wl ML Z

2t OF7 BN BA| | &5 #7 —

[k,

gf (tar-gzip -xz-zstd - scp - rsync)

L
e tar—OFI0|E (&= X, F7|2H)
e gzipgunzip zcat —EZE S
e bzip2xzzstd—1YR (YHE 1,8 )
e scp— Secure Copy (SSH ¢l tha =A})
e sftp— Secure FTP (SSH ¢l &te)
e rsync— 3R +YX+37I8 (XY

7|12 of|™] — tar 6 THE

O 1: J21 (2= glol)
tar cf data.tar /var/log
# c = create, f = file (CHAMDIY X|H)

I 2: gzip =
tar czf data.tar.gz /var/log
= gzip

I{E 3: bzip2 4% (O ZHX|9H o 2l)
tar cjf data.tar.bz2 /var/log

# j = bzip2

IHE 4: xz Q5 (712 ZHX| O 7R =2
tar cJf data.tar.xz /var/log

#J =

OHE 5: zstd 2% (XA — HIEHAME H2)

tar --use-compress-program=zstd -cf data.tar.zst /var/log

# E=

zstd -TO < data.tar > data.tar.zst

o= 6: S|

# HE[AHE

tar xf data.tar # A3 2= 2K (gzip/bz2/xz)

tar xzf data.tar.gz # TAl
tar xjf data.tar.bz2
tar xJf data.tar.xz

0

tar xf data.tar -C /target/ # £
tar tf data.tar.gz # SELHED
tar tvf data.tar.gz # MM EE (

© 2026 GenAl Labs -
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GenAl Labs - IT Q12 O |BIK HA| | A& #7 — e -HE Z 8/ (tar-gzip - xz - zstd - scp - rsync)

Ot E . &% H|1 (1GB log 7I1F)

e g=E &= AIZH S| AlZE CPU 30§
gl (tar) 1.00x 0.5s 0.5s 1
gzip (-6 7|&2) 0.35x 12s 4s 1
bzip2 0.28x 60s 20s 1
xz (-6 7|&) 0.22x 90s 8s 1
zstd (-3 7|2) 0.32x 6s 2s LS
zstd -19 --long | o 24x 60s 2s CHS
HE

o HIE WA - 75td FEE= gzip

o ZI7FHCF - y; = 75td -19

o TEM - gzip (HCIMLEET)

7|2 of|"l| — scp Tt =A}

28 83

scp file.txt 1ab@192.168.56.10:/tmp/

scp -r mydir/ 1ab@192.168.56.10:/tmp/ # CIAEZ] (-r)
scp -P 2222 file.txt labghost:/tmp/ # ZE HA
scp -i ~/.ssh/id ed25519 file.txt lab@host:/tmp/ # 7|X|H

27 - 2y

scp lab@192.168.56.10:/tmp/file.txt ./
scp labghost:/var/log/syslog ~/Downloads/

#ZAH — 21 (host AR)

scp lab@hostl:/tmp/file.txt lab@host2:/tmp/
scp -3 lab@hostl:/tmp/file.txt lab@host2:/tmp/ # -3: 2EZEF

o TEX(OHH A L)

o ZTAEEADES

o CHEZFCIAEZ| Al =2

o BI|IHXNSRE CHA|

o --exclude Z2 EH SIS
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GenAl Labs - IT Q12 O |BIK HA| | A& #7 — e -HE Z 8/ (tar-gzip - xz - zstd - scp - rsync)

712 olld| — " rsync” 7 7HX| oHEd

el 1: 22 - 24

rsync -av /src/ /backup/
# -a = archive (-rlptgoD: MFA+A=S=ZII+HT+AIZH+IFE+AFA+EX|THY )
# -v = verbose

E8: /src/ (Z2HA U*S) vs /src (B1S) X1O]
e /src/— A LHEE EAL — /backup/filel /backup/file2
e /src— src AHHIE EAL— /backup/src/filel /backup/src/file2

OHEd 2: 22 — A (SSH)
rsync -avz /src/ 1ab@192.168.56.10:/backup/

# -z = SSH 91945 HE (HHZ Hop)

# ZE / 7| XH
rsync -avz -e "ssh -p 2222 -i ~/.ssh/id ed25519" /src/ lab@host:/backup/

OjE 3: ¢ A - 24
rsync -avz lab@host:/var/log/ ./logs/
IHEd 4;: ZE20t ME (rsync 2| S

# RN DEHs

rsync -av /src/ /backup/

S inf; s

]]'_l.ol
rsync -av /src/

Aot (X5 — rsync 7|2 SZ)
/backup/

DHEd 5: 0]212 (--delete: YE0] Sl THL HHRAOIME AHR)
rsync -av --delete /src/ /backup/

# OtM 2F: --delete-after (THE SALZ0f AHA])
rsync -av --delete-after /src/ /backup/

I{E 6: dry-run (--dry-run / -n: £Si0| M&EX]| 02| £ol)

rsync -avn /src/ /backup/
# AN HMEX — HE OF IHY S=0H =

oHEd 7: M| (" --exclude” / " --exclude-from”)
rsync -av --exclude='*.,log' --exclude='cache/' /src/ /backup/
# O A mA=2

cat > /tmp/exclude.list <<EOF
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GenAl Labs - IT QX2 OPZ|EIN HA | & #7 — 92 - F& Z8] (tar-gzip -xz-zstd - scp - rsync)

*.1log

*.tmp

cache/

node _modules/

.git/

EOF

rsync -av --exclude-from=/tmp/exclude.list /src/ /backup/

#!/bin/bash

DATE=$ (date +%Y%m%d)
SRC=/var/lib/myapp

DST=/backup
TARGET=1ab@backup-host:/backup

# 1) 2=
tar czf /tmp/myapp ${DATE}.tar.gz -C ${SRC} .

#2) FAENIH
sha256sum /tmp/myapp ${DATE}.tar.gz > /tmp/myapp_ ${DATE}.tar.gz.sha256

# 3) ¥A TS
rsync -avz /tmp/myapp_ ${DATE}.tar.gz* ${TARGET}/

# 4) 2Z YA oY He|
rm -f /tmp/myapp ${DATE}.tar.gz*

#5) 70| A AK| (¥A)
ssh lab@backup-host "find /backup -name 'myapp *.tar.gz' -mtime +7 -delete"

S& W (rsync + hardlink)

#!/bin/bash
DATE=$(date +%Y%m%d_ S%H%M)
PREV=$(1ls -1dt /backup/snapshot.* 2>/dev/null | head -1)

# M AR — ol HARX| 42 M2 hardlink (ClA3 Hof)
rsync -av --delete \

${PREV:+--link-dest=${PREV}} \

/src/ /backup/snapshot.${DATE}/

# 30 Y O ARHAR AK|
find /backup -maxdepth 1 -name 'snapshot.*' -mtime +30 -exec rm -rf {} +

HA: --link-dest 2 O A4 Z2 MY SEEZI T — 100GB Y 30 2 X|7t 105GB = .
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GenAl Labs - IT Q12 O |BIK HA| | A& #7 — e -HE Z 8/ (tar-gzip - xz - zstd - scp - rsync)

# O LY = e
DATE=$ (date +%Y%m%d)
[ "$(date +%u)" -eq 7 ] && tar czf /backup/full ${DATE}.tar.gz /src/

# O XS (Xt S o|= HYF)

LAST FULL=$(ls -1t /backup/full *.tar.gz | head -1)

LAST FULL DATE=$(stat -c %y "$LAST FULL" | cut -d' ' -f1)

tar czf /backup/diff ${DATE}.tar.gz \
--newer="$LAST FULL DATE" /src/

S8 olNl @ — 47 AlLt2|: ClHEzZ] - 3H - AT

SRC=/var/www
TMP_TGZ=/tmp/www_$(date +%s).tar.gz
REMOTE=1ab@192.168.56.20:/backup/

# 1) EEA L=+ N3N
tar czf $TMP_TGZ -C $SRC . && \
sha256sum $TMP_TGZ > $TMP_TGZ.sha256

# 2) |4 ™S (dry-run OZ 0|2| 2ol)
rsync -avzn $TMP_TGZ* $REMOTE  # O|2| 27|
rsync -avz $TMP_TGZ* $REMOTE # X M&

# 3) HHNM REE HS

ssh ${REMOTE%:*} "cd ${REMOTE#*:} && sha256sum -c $(basename $TMP TGZ).sha256"
# OK = FAILED =3

# 4) AHM E7|
ssh ${REMOTE%:*} "mkdir -p /restore && tar xzf ${REMOTE#*:}$(basename $TMP TGZ) -C
/restore/"

#5) 2Z A oL HE|
rm -f $TMP TGZ*

22 o|H @ — rsync JHE - £ F|0f

# THE A
rsync -avz --progress /src/ /backup/

# LIAZ MS (KB/s) — 2T SF0MLHE BT B

rsync -avz --bwlimit=10000 /src/ remote:/backup/  # 10MB/s H|¢t

# REHE A (BHKZ 0[07])
rsync -avz --partial --partial-dir=.rsync-partial /src/ remote:/backup/

# LI8YHE: =X (00| YHE MA2 -7z = A WE)

rsync -av --progress /backup/big.tar.gz remote:/dst/

© 2026 GenAl Labs - ZHAt 2% (CEQ/CTO) - 7



GenAl Labs - IT QIZ2} OFF (B HA| | &5 #7 — #e-HZ B

(tar-gzip -xz-zstd-scp - rsync)

28 of|"| @ — rsync HI2 2= (SSH 810])

# NH = /etc/rsyncd.conf
[backup]
path = /backup
read only = no
auth users = lab
secrets file = /etc/rsyncd.secrets
hosts allow = 192.168.56.0/24

# AZE
sudo rsync --daemon

# S20[AHE
rsync -avz /src/ rsync://lab@server/backup/
# E= (X B)

rsync -avz /src/ server::backup/

N Ol 2 E? — SSH Qi= ol 2HF, NAS, ZE|O|L el 7|22 SSH 2E &

22 0|8 ® — tar + ssh ¢ = (UA| 8 A)

# 22— AHOE A=SIHM HIZ TS (D23 YAl IH 210])

0z

tar czf - /var/www | ssh lab@host "cat > /backup/www_$(date +%s).tar.gz"

# W4 - 2HE HY|
ssh labghost "tar czf - /var/www" > www.tar.gz

# A=+ ASBH+ M2 (gpg)

tar czf - /var/www | gpg --symmetric --cipher-algo AES256 | \

ssh lab@host "cat > /backup/www.tar.gz.gpg"

22 ollx| ® — H|xH: scp vs sftp vs rsync

g
Jo
0
[}

P sftp

rsync

SE NS

A= 7|2 oL " -Progress

B TA| = ENS --partial
ek (AE{HE[H)

e SSH-level SSH-level -7 EEE SSH-level
At Azt g BE SN “a XS
--exclude

--delete

=K Ehat 2} QIE{E| EpMY 29 57|35

Udk &l oF I CH = scp, C|2E{2| - B2 = rsync.

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8




GenAl Labs - IT @12} OF7 |l X A A

1.

3.°

B ZOIE

“tarczf' [ T xf — = X5 24X (2FE 129)
2. rsync 8| E2A| — /src/ (22| LHE) vs /src (RHA)

-n" (dry-run) — X H& M gtEA| Eeol

4, " --link-dest” — C|A3 Hof ZH aie

ApE L= 2F

tar: Removing leading /— QtH SZt (’%EH”'E — AMTHEZ). 2 A] /K| 2ol
rsync: command not found on remote — &0 rsync AX| (apt install rsync)
Permission denied — 7| 215 -sudo #%t- SELinux

CIAS E —>df -h &0l tar &Y & E2|H tar.gz &4

ARE ot E0|F — 00| Y=E IHY (jpg-.mp4) — gzip F2|0|

rsync OiH A HE — A|ZH0| HAZ0f O £ JAZ (NTP S7(=t &)

(=
2o &
s A AIEUEE flock 22 5 A WX
A AS2 FZUOY — MO A E[=AHRZED AN LIH E

3-2-1 E:3 =AM, 2CHE OA|, 1 2| &

GFS 2H|0|M (Grandfather-Father-Son): & /3 /& tH¢

rsync+cron:0 2 * * * rsync -avz --delete /src/ remote:/backup/
Restic / Borg: 2F& #Y &5 M (=2 S=HAH X+3)

&% 2N2|E: zstd 7 71 7™ 3 (gzip CHA| TA F)

© 2026 GenAl Labs - ZHAF 2f23 (CEO/CTO) - 9



GenAl Labs - IT QI X2} OF7|BIN MA| | &g #7 — Q- H& Z8f (tar-gzip-xz-zstd - scp - rsync)

HE 47 I

05_rsync_exclude.list

rsync X2 7% — rsync --exclude-from=configs/05 rsync exclude.list
2 W0 M =3| H|2|5t= IHE
.log

.tmp

.Swp

.cache

cache/

node modules/

.git/

__pycache /

*.pyc

.DS Store

Thumbs . db

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 10



GenAl Labs - IT Q1Z2} OFF[EIM HA| | A& #8— LIERF J= FIEF
(ping - traceroute - mtr-tracepath)

HANDS-ON LAB

M&#8
HE?3 3= ZIt

(ping-traceroute - mtr-tracepath)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 1



GenAl Labs - IT Q1Z2} OF7[El A A A

AlA B X
= | ™

e |ICMP/UDP/TCP 7|8t H= ZITH =31 H[W

e ‘mtr TSHEEZ 2 HTA

o TCPRE £ (438 23))

e MTUEMH MPLS 2Hl AS HE =X

O7|ElX 71 (Topology)

Lab #8: mtr/traceroute/ping topology — ONE Ubuntu VM with NAT NIC

VirtualBox Host-Only Adapter

SSH
(on Host-Only)

Hop 7:
8.8.8.8
Google

QQQOQQQ

Hop 1: Hop 2: Hop 3: Hop 4: Hop 5: Hop 6: Hop 7:

Hop 2: Hop 3:

Connection
Ubuntu VM 1SPY

(Lab #8)

SSH NAT Engine

|
1
|
|
1
|
|
1
I
|
|
|
1
|

Session | S
.c)

I
Host-Only NIC NAT NIC Port
Management 192168.56.10 10.0.2.15 | Forwarding

0.02.2 Backbone  Router Provider

mtr/traceroute/ping panel

Hop  Los:
1oe.

ICMP vs UDP traceroute difference

IC ends echo requests (Type 8), routers reply with
Time Exceeded (Type 11, Code 0)

UDPT oute: sends to a high, unlikely port (e.g., >33434), routers
reply with Destination Unreachable - Port Unrechable (Type 3, Code 3)

I
I
I
1
I
I
I
1
|
I
1
|
1
1
|
I
:
Host I | gateway ISP1 ISP2 Internet  Regional Cloud Google
t 1
|
I
I
I
I
I
I
I
I
I
I
I
I

o EEZZXIE HHEjof T2 MEfZ of2f A& S XIgBiY,

© 2026 GenAl Labs - ZHAF 243 (CEO/CTO) - 2



GenAl Labs - IT Q1Z2} OFF[EIM HA| | A& #8— LIERF J= FIEF
(ping - traceroute - mtr- tracepath)

L
e pingping6 (ICMP echo)
e traceroute (UDP7|&, ICMP/TCP &M)
e mtr (My Traceroute, &A|Zt 7))
e tracepath (MTU EFA)
e tcptraceroute (TCP EE)

7|2 ol
sudo apt install -y mtr-tiny tcptraceroute traceroute
# ping
ping -c 4 google.com # 4H
ping -i 0.2 -c 20 google.com #0.2x7t4, 20
ping -s 1472 -M do google.com # MTU 1500 HIAE (1472+28=1500)
ping6 google.com # IPv6
# traceroute (UDP 7[&)
traceroute google.com
traceroute -I google.com # ICMP ZE

traceroute -T -p 443 google.com # TCP 443

# mtr QIE{AEE
mtr google.com
# d: display mode E=2, n: DNS E=Z, c: cycle count

# mtr 21N

mtr -r -c 100 google.com # 100 H SA 20N
mtr -r -c 50 -T -P 443 google.com # TCP 443, 50
mtr -r -c 50 -b google.com # IP+SAEH 20|

28 of|x| ® — MTU EtM

# {210 2 ALO| =0l M 27|H PMTU 2H| 2|2

ping -s 1472 -M do -c 3 google.com # 1500 (430|H 0K)

ping -s 1500 -M do -c 3 google.com # 1528 (DF bit, MTU 1500 Z=ztH AIj)
tracepath google.com # XS PMTU EfA

S2 0N @ —-ASHS-BGP Z=2
# AS WS HA|

mtr --aslookup google.com
# AS15169 (Google), AS3356 (Lumen),

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT QI O}F BN HA| | A& #8 — LERT Z= HIEF
(ping - traceroute - mtr-tracepath)

# whois 2 IP 4 30l
whois 142.250.196.36 | grep -E "~(0rgName|country)"

8 OJH| ® — 2% BN XS WA

# /etc/cron.hourly/network-mtr.sh

#!/bin/bash

DATE=$(date +%Y%sm%d_ S%H%M)

mtr -r -c 50 -T -P 443 api.example.com > /var/log/mtr ${DATE}.txt

mtr -r -c 50 -T -P 443 db.example.com >> /var/log/mtr ${DATE}.txt

# Slack 2% (loss > 5%)

LOSS=$(mtr -r -c 30 api.example.com | awk 'END{print $3}' | tr -d '%')
[ "${LOSS%.*}" -gt 5 ] & curl -X POST -d "text=Network loss: ${LOSS}%"
$SLACK HOOK

2H ZolE

[

1. *mtr-r-c 100 -T -P 443"

2,7 ok x**ElQI2 HE Aot —

=

2 HEZ (TCP-100 3| - 211 M)
Tt 2 ot = US

3. Loss % vs Drop % — mtr £ sljA]

4. PMTU &2H|= ping 0| 22 T2 2 OK, 2 71 A

5.ASHZ = 0 2| M - SAARIX| =X

ApE QL= 2F

e Operation not permitted — setcap cap net raw+p $(which mtr)
o SEhopO|* * *— WS L= TCP ZE(-T) A=

o AZHEHO| BH™e > NTP 7%} (timedatectl status)

o I ‘mtr-T —UDP/ICMPEEPH* stH SoE T
X

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT QIZ2t Ot |BIN BA| | A= #8 — HER=Z F= HE

(ping - traceroute - mtr- tracepath)

BE 43I

01_mtr_patterns.txt

# 1ab08 mtr HME 22

# —— CQIEHE|IE

sudo mtr -n TARGET # IP 2HHA| (DNS off)
sudo mtr TARGET # DNS on

sudo mtr -b TARGET # IP + SAEHYZ
sudo mtr --aslookup TARGET # AS HZ HA|

# — HIMBC (-r)

sudo mtr -r -c 100 -n TARGET # 1002 Wt HIN
sudo mtr -r -c 50 -T -P 443 -n TARGET # 2 EZ (TCP 443)
sudo mtr -r -c 30 -I -n TARGET # ICMP EEEHIIN
sudo mtr -r -c 30 -u TARGET # UDP ZEC (7|2)
sudo mtr -j -c 30 TARGET # JSON £3 (2N2Z2|8)
#— WA M

sudo mtr --psize 1400 TARGET # THZI AFO|= 1400
sudo mtr --interval 0.5 TARGET # 0.5%7H (=)
sudo mtr --first-ttl 5 TARGET # 5 hop FE
sudo mtr --max-ttl 20 TARGET # %t 20 hop

24 1-liner
2AME0t XZ (0HX|2 hop)
aff

sudo mtr

# RTT "ok (OEX|2f hop)

-c 30 -T -P 443 TARGET | awk 'END{print $3}'

sudo mtr -r -c 30 -T -P 443 TARGET | awk 'END{print $6}'

# JSON 22 gtot jq Xz

sudo mtr -j -c 10 TARGET | jq '.report.hubs[-1]

# — H|@: traceroute

traceroute -n TARGET
sudo traceroute -I TARGET
sudo traceroute -T -p 443 TARGET

sudo tcptraceroute TARGET 443
tracepath TARGET

# UDP 7|2

# ICMP

# TCP SYN

# TCP, &eis |1
E

# XS PMTU EhAM

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 5
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GenAl Labs - ITQIZE2} OFF|BIM BA| | A& #8 — HER/F Z= FIE
(ping - traceroute - mtr- tracepath)

#— PR

ping -c 4 TARGET

ping -M do -s 1472 TARGET # PMTU 1500 =9l
ping6 -c 4 TARGET # IPv6

ip route # 2tREHO|IZ2

ip route get TARGET # O{= QIE{T|O| AR L}JIL}
ip neigh # ARP / NDP E|O|2

# — 21&-SUID

# mtr 7t setuid Si0| HHEES cap £
sudo setcap cap_net raw+p $(which mtr)

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6



GenAl Labs - IT Q1T OFF BN HA| | &5 #9 — A|AEI X2l 4 = ZA] 21E (htop - vmstat -iostat - sar)

HANDS-ON LAB

A& #9
AMAE X 4 = SA| 2HE
(htop - vmstat-iostat- sar)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO

© 2026 GenAl Labs - ZHAF BE4:#1 (CEO/CTO) - 1



GenAl Labs - IT @12} OF7 |l X A A

Al
=H

>

=
=

12

htop (2/E{#E|E) + vmstat (CPU/MEM A|A|Q) + jostat (C|A3) + sar (AAIE +5)
tmux 4-pane 22 SA| &
S5} 94 + 4 77} OfEA| BHSBHER] Alzhe: BHE

2F 1A 24 = F&

O7|ElX 71 (Topology)

Lab #9: 4-Tool Observation Topology — ONE Ubuntu VM with tmux split

VirtualBox 7.0 chrome

htop: reveal dimension: vmstat 1: reveal dimension: _ Internet
Immediate Process Load System-Wide Wait & Timeseries

Observation VM NAT-Network-1

vmstat 1 \ _ S NAT Network

vNIC1
NAT-Network-1

External stress-ng

iostat -xz 1 sar-u-ri Host

1 Host-Only - Host
Network

Host-Only-vBoxNet0
Host Mac/PC

iostat -xz 1 reveal sar-u-r1 reveal
reveal dimension: reveal dimension:
Per-Device |/0 Performance Historical Trends & Average

© 2026 GenAl Labs - ZA} 8431 (CEO/CTO) - 2



GenAl Labs - IT Q1T OFF BN HA| | &5 #9 — A|AEI X2l 4 = ZA] 21E (htop - vmstat -iostat - sar)

B

e htopvmstat iostat sarpidstatdstat
e stress-ng (5o} &)

e tmux (4-pane)

7|2 of| x|
sudo apt install -y htop sysstat stress-ng dstat tmux

# tmux 4-pane
tmux new -s mon

# Ctrl-b % (7I2 2)
# Ctrl-b " (M2 E2¢E
# Pane 1: htop

# Pane 2: vmstat 1
# Pane 3: iostat -xz 1
4

# Pane 4: free -h && sleep 1 (E=watch -n 1 free)

g0+ 2

# 30X CPU 100% 430{+ HZ2| 512MB
stress-ng --cpu 4 --vm 1 --vm-bytes 512M --timeout 30s --metrics-brief

22 08§ ) — vmstat 2 sl|=

procs ----------- memory---------- --- swap-- ----- io---- -system-- ------ cpu-----

r b swpd free buff cache si so bi bo in Ccs us sy id wa st

0 0 0 4194304 102400 1048576 0 0 0 0 120 200 5 390 2 0
o =&AL (CPUEE Iz >T0| )

o b=H|XtEtCH7| (D ALEH, C|AZ 1/O CH7)

e si/so=2Agin/out (HIZ2] 85 A3, 00]0{0f)

e bi/bo=E% in/out (C|2321/0)

o (cs=ZIEHIAE AQ|X| (A|:||-o||:q A AAlOHO|H Ol)kl)

o, T d

e us/sy/id/wa/st =user/system/idle/io-wait/steal

S8 0|8 @ — iostat ZE sl

Device r/s w/s rkB/s wkB/'s rrqm/s wrgm/s Srrqm Swrqm r await
w_await aqu-sz rareq-sz wareq-sz svctm Sutil
sda 100 250 1200 3000 2 5 2.0 2.0 12.0 8.5

3.5 12.0 12.0 3.000 95.0

e r/sw/s=ZXE0OPS

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT Q1T OFF BN HA| | &5 #9 — A|AEI X2l 4 = ZA] 21E (htop - vmstat -iostat - sar)

HDD 10ms/ SSD 1ms 7|&)

e await=Ha SEA|IZt ms(
3 X3} (I|/OHE)

e “%util' 100%=C|A

28 o|l"| ® — sar A|AIE

# WIBIRC =X (sysstat I7|X|7t X5)
sudo systemctl enable --now sysstat

# 52" 2470 (=2 AMlZH)

sar -u 300 24 # CPU
sar -r 300 24 # Hz22
sar -b 300 24 # C|A3

sar -n DEV 300 24 # UHEQ3A

# oMl 7|5
sar -f /var/log/sysstat/sa$(date -d yesterday +%d)

# 15K CPU YBF
for i in {1..7}; do sar -u -f /var/log/sysstat/sa$(date -d "$i days ago" +%d);
done

£ 0|8 @ — dstat (ZE Z ¢t $}H)

sudo apt install -y dstat
dstat -tcmdn # AlZt-CPU-O|Z22[-C|AZT -NW
dstat --top-cpu --top-mem --top-io # Top LZAMA Z0|

2 ZolE

2352t Al “vmstat’ 2] “r® 7t < “htop” 2 CPU% St
2. “iostat” 2| " %util® 100% O|H 2 o= =2
3. "sar’ W2t2C £H0| Atz 240 A
4. " swap sifso” 7} 0 OfL|™H H|=Z2| 2 (Agkl/of
5.dstat 2 ot 3tHO| 25 — UH O] X[

+o

)

A QL= 2F

e iostat: command not found — apt install sysstat
e sarO|BI =3 — sudo systemctl enable --now sysstat ($&7| &M}
o htop 2 M ot HQl — TERM=xterm-256color

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT QIZ2} OFF|BIX MA| | &S #9 — A|AE X2l 4 2 SA] 2t (htop - vmstat - jostat - sar)

(=)
2o E
o 4% A HES x3} (asciinema) ol At AlZ HS

e pidstat -d 2 0{= PID 7} C|A3 HE=X]|
e Prometheus + node_exporter 2 7| 24 (lab19)

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 5



GenAl Labs - IT QIZ2} OFF|BIN MA| | &Z #10 — Wireshark + tcpdump THZ! 24

HANDS-ON LAB

&5 #10

Wireshark + tcpdump ojj3l &M

IT QIZ2} OFF [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

AEtd - CEO/CTO
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GenAl Labs - IT @12} OF7 |l X A A

AlA b |
=25 55
e TCP 3-way handshake IfiZ! CtQ| 2H&

e tcpdump (CLI) + Wireshark (GUI) H3l At

e Capture filter (BPF) vs Display filter (Wireshark) 7+2 Xt0]| O|sf
o AFM=UHIH -SAE.-EUX[-ZHX|-ZE-Z2EZ-OE U

. PYUEIEM 1K =7 K

ol7|=X 114 (Topology)

VirtualBox 7.0

Lab #10 Wireshark TCP

Ubuntu VM Server

D $ curl http://192.168.56.10/
-— -
R -
Host Laptop W'rEShark - vboxnet0 » —C)
Windows/macOS Packet Capture S Y Network b i - NAT Network
VirtualBox 7.0 vboxnet0 VirtualBox Host-Only (10.0.2.0/24)
Host-Only Interface Network (vboxnet0)

Ubuntu Linux VM

HTTP Web Server (nginx)
‘ IP Address: 192.168.56.10
Packet 1: SYN [SYN] [SYN]=Synchronize | Port: 80 (HTTP)

Packet 2: SYN-ACK [SYN, ACK] e el

Packet 3: ACK [ACK] ;

Packet 4: HTTP GET [PSH, ACK] HTTP GET

Packet 5: Response [ACK] HTTP Response

Packet 6: HTTP OK [PSH, ACK] HTTP/1.1 200 OK

o0 Wireshark [vboxnet0]

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,

© 2026 GenAl Labs - ZA} 8431 (CEO/CTO) - 2



GenAl Labs - IT Q12 O8I HA| | &= #10 — Wireshark + tcpdump IHZ! 24

L

tcpdump (CLI - 2E Unix 7|2 LHZ - BPF 32)

Wireshark (GUI - wireshark.org/download.html - BPF + Display filter)
tshark (Wireshark CLI HH™ - SSH £&tH0M R 8)

curl / ping (E2HT Q)

AlLi2|e (225 &)
# 1) =7 &K

sudo apt install -y wireshark tshark tcpdump
sudo usermod -aG wireshark $USER # HEH A
# M2 EH
# 2) QIEMHO[A =l

=

ip -br link # M NIC 22
tcpdump -D # tcpdump QIE{HO|A HS
tshark -D # tshark = 5¢

# 3) 7IE 7|2 A — ZE QEMOo|A, 100 IHA
sudo tcpdump -i any -c 100

# 4) MUAZ ME (Wireshark UIOIM 7| IsH)

sudo tcpdump -i any -w /tmp/cap.pcap "tcp port 80" -c 200
# (CHE HollM EeiT 2hd)

curl -v http://example.com/

ping -c 4 google.com

# 5) Wireshark GUI £ €7|
wireshark /tmp/cap.pcap &

# 6) tshark CLI 2 24 (SSH &)

tshark -r /tmp/cap.pcap -Y "tcp.flags.syn==1 && tcp.flags.ack==0"
tshark -r /tmp/cap.pcap -q -z conv,tcp # TCP CH3 S4

tshark -r /tmp/cap.pcap -q -z io,stat,1l # XS IHZ £

s M — Capture filter (BPF) vs Display filter (Wireshark)

= Capture filter (BPF) Display filter (Wireshark)
A2 tcpdump - Wireshark "Capture | Wireshark Azt ZIE{ H} - tshark
options" -Y
HE MNH X & (7{'4 BPF) KN = HA|
= host, src, dst, and, or, not ip.addr, &&,
=1 S (71'2 EE) &l (C|AZz o] ZE)

© 2026 GenAl Labs - ZHAt Et4=%¥ (CEOQ/CTO) -
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GenAl Labs - IT 2l

2t OF7|BlN MA| | A& #10 — Wireshark + tecpdump ZfZ! 24

ey By the - HM 0123 Bl 28 -2X2| Jts
HH| ML} CHEZF WA Al O|2| HE WA 2 Al
— =
A= M= EHE — SFZ AE Hw
1. EMdsAED
# Capture filter (tcpdump)
sudo tcpdump -i any 'host 192.168.1.10'
# Display filter (Wireshark)
ip.addr == 192.168.1.10
2, EEX| 9/ EXX| O
# Capture filter
sudo tcpdump -i any 'src host 192.168.1.10' # ELX|ot
sudo tcpdump -i any 'dst host 192.168.1.10' # S0t
# Display filter
ip.src == 192.168.1.10 # EX|ot
ip.dst == 192.168.1.10 # SHX|g
3.ZEH¥
# Capture filter
sudo tcpdump -i any 'port 80 # 4S80
sudo tcpdump -i any 'src port 80' # EYX| ZEQ
sudo tcpdump -i any 'dst port 443’ # SHX| ZEQ
sudo tcpdump -i any 'portrange 1000-2000' # H2|
# Display filter
tcp.port == 80 # TCP 80 (&e)
tcp.srcport == 80 # TCP EY ZED
tcp.dstport == 443 # TCP SH ZED
udp.port == 53 # UDP 53 (DNS)
4, T2EZH
# Capture filter
sudo tcpdump -i any 'tcp' # TCPEt
sudo tcpdump -i any ‘'udp' # UDP Tt
sudo tcpdump -i any 'icmp' # ICMP (ping)
sudo tcpdump -i any ‘'arp' # ARP
sudo tcpdump -i any 'tcp port 80' # TCP + ZEZY
# Display filter
© 2026 GenAl Labs - ZAt 2431 (CEQ/CTO) - 4




GenAl Labs - IT Q12 OFF|BIX HA| | &Z #10 — Wireshark + tcpdump IZ! 24

tcp # TCPEt

udp # UDP gt

icmp # ICMP

arp # ARP

http # HTTP (CIZEE —0HR RE)
dns # DNS (C|ZEE)

tls # TLS

5.Ck= X7 (and/or/not)

# Capture filter

sudo tcpdump -i any 'host 10.0.0.1 and port 22'
sudo tcpdump -i any 'host 10.0.0.1 or host 10.0.0.2'
sudo tcpdump -i any 'tcp and not port 22'

# Display filter

ip.addr == 10.0.0.1 && tcp.port == 22
ip.addr == 10.0.0.1 || ip.addr == 10.0.0.2
tcp & ! (tcp.port == 22)

6. TCP Z2|1 — Wireshark 7} = xo 2 mist

# Capture filter (0{2{8 —H|EDIAZ)
sudo tcpdump -i any 'tcp[tcpflags] & tcp-syn != 0' # SYN =gt
sudo tcpdump -i any 'tcp[tcpflags] & (tcp-rst|tcp-fin) != 0' # RST or FIN

# Display filter (#18)

tcp.flags.syn == # SYN
tcp.flags.syn == 1 && tcp.flags.ack == 0 # HSYN (3-way Al%)
tcp.flags.ack == # ACK

tcp. flags.reset == # RST (HIHMZEZF)
tcp. flags.fin == # FIN (B4 38)

7.282 —HTTP/DNS/TLS
# Capture filter (ZEJ|&gH)

sudo tcpdump -i any 'tcp port 80 or tcp port 443'
sudo tcpdump -i any 'udp port 53'

# Display filter (HO|2ZEC|IZY)

http.request.method == "POST" # POST 2XF
http.request.uri contains "/login" # URL ZE
http.host == "example.com"

dns.qgry.name == "google.com"

dns.flags.response == 1 # DNS SHTt
tls.handshake.type == 1 # TLS Client Hello

8. HIZA FIEH — 2 129

© 2026 GenAl Labs - ZAt 2#h4=%1 (CEO/CTO) - 5
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# Display filter (Wireshark H&

tcp.analysis.retransmission # NS

tcp.analysis.duplicate ack # ZEACK (2 MT)
tcp.analysis.zero window # Zero Window (4 HIE)
tcp.analysis.out of order # &M 02

tcp.window size < 1000 # A=< ZorE

icmp.type == 3 # ICMP Destination Unreachable

2 HOIE (5 F)

1. 3-way: SYN = SYN-ACK — ACK IHZ! #1-#2-#3 &4 &2l
2.Seq-Ack tH= — Seq 0 — Ack 1 (ISN, Initial Sequence Number)
3. Window Size — 2 = U= HIY (S% H|0] A|ZHH)

4. Flow Graph — Statistics - Flow Graph AlZte AlZtet

5. MFM& & — tcp.analysis. retransmission $t &2 FICt

ApE QL= 2F

o MK HSt— sudo usermod -aG wireshark $USER+ X210l

o IH3I 071 — QUE{T|O|A &2l (tcpdump -D, -i any AHR)

e HTTPSHO|ZE St EQl - TLS 7| 2R (SSLKEYLOGFILE=/tmp/sslkeys.log curl ... ¥
Wireshark 0| A Preferences — Protocols — TLS — (Pre)-Master-Secret log filename X| &)

» Display filter 2t Capture filter 22 CtE — host 1.2.3.4 (BPF)vsip.addr == 1.2.3.4
(display)

e tcpdump B UM A|CIATE— -W 5 -G 60 (60 X571 2|H)

e tshark CLIOA -v (display filter) vs - f (capture filter) 4 U2

(=)
2o &

o LCHEZF WX 3|H: sudo tcpdump -i any -w cap %Y%msd %H%M.pcap -G 300 -W 12
‘port 443' (52 3F, 1 A|ZHEE

o ZHMM:-Cc 100 -W 10 (100MB X 10 I} = 1GB)

o AZHARHD ™ML ittt (HCHAIZ OlO|2 2 )

e &9k -s 96 (snaplen 96B — M A| HO| 2= O Hh2 C|A 3 Hof)
e promiscuous 117|: -p (X}7| Ee{ziat)

© 2026 GenAl Labs - ZHAF 2t43 (CEO/CTO) - 6



GenAl Labs - IT @12} OF7 |l X A A

%|= Z 1} 3lH (Reference)

AL ofZ A HQ O Z O AE[= CHAIZ /U O/ A/

Wireshark - Capture: vboxnet0
File Edit View Go Capture Analyze Statistics Telephony Tools Help

ADAdCO mBNE ReE>EFTLE Q&aqH
184 tcp fiags.ack ==0

Source Destination Protocol Length Info

192.168.56.1 192.168.56.10 SYN] Seq=0 Win=64240 Len=0 MS5=1460 WS=128 SACK_PERM
1192.168.56.10 ~ 192.168. 5¢ TCP 74 [SYN, ACK) Seq=8 Ack=1 Win=64246 Len=0 MSS=146@ SACK_PERM WS=128
192.168.56.1 192.168.56.10 66 [ACK] Seg=1 Ack=1 Win=64240 Len=@

192.168.56.1 192.168.56.10 213 GET / HTTP/1.1

192.168.56.1 192.168.56.10 66 [ACK] Seq=148 Ack=1 Win=64240 Len=0

192,168.56.10 192,168.56.1 458 HTTP/1.1 280 OK (text/html)

192.168.56.1 192.168.56.10 66 [ACK] Seg=1 Ack=393 Win=64240 Len=0

192.168.56.10 192.168.56.1 66 [FIN, ACK] Seq=393 Ack=1 Win=64248 Len=0

> Frame 1: 74 bytes on wlre (592 hlt;), 74 bytes captured (592 bits) on interface vl
> Ethernet II, Src: Orarl : : 27 : Oracle_60:00:80 (08:
5 Internet Protacol Ve 4 ll] 5 8.56.10
- Transmission Control Protorol Src Port 54321, Dst Port: 88, Seq: 0, Len: @

Source Port: 1

Destination Port: 8@

m index: 0]

Sequen:e Number: @ (relative seguence number)

[Next Sequence Number 1 (relative sequence number)]

Acknowledgrent Number: @ (relative ack number)

43betcs (10)

Reurved Nor set
nc

Eangenmanmdau Reduced (CKR): Not set

se
: Not set

ified
verified

inter:
1 (20 bytes), Maximum segment size, Sack permnitted, Timestamps, No-Operation (NOP), Window scale

00 00 01 88 00 27 60 GO 00 88 09 45 00
2b 40 00 40 e6 cD a8 38 01 c0 a8
31 00 50 00 00 00 00 @0 00 ad 62

a 2b 00 00 02 b4 64 02 83 0a 08 00
00 60 00 01 03 @3 07

Packets: 247 | Displayed: 8 (3.29) Profile: Default

© 2026 GenAl Labs - ZHAF 2t43 (CEQ/CTO) - 7



GenAl Labs - IT QIO O8I HA| | &= #10 — Wireshark + tcpdump If

21 24

HE_ 4% N

01_bpf_examples.txt

# labl0 Capture Filter (BPF) GIA| 2

# AM2X: tcpdump - Wireshark “"Capture Options" 3tH - tshark -f

# HEAMNH: NS (HE0M 2HE > WE, HOZELCIZY =71)

# — SAE/ EFEX|-FHI|

host 192.168.1.10

src host 192.168.1.10

dst host 192.168.1.10

host 192.168.1.10 and host 10.0.0.5
not host 192.168.1.10

# — HESQ=

net 192.168.1.0/24
src net 10.0.0.0/8
dst net 172.16.0.0/12

# — IZE

port 80

src port 80

dst port 443
portrange 1000-2000
port 80 or port 443

# — IDREE

tcp

udp

icmp

arp

ip6 # IPv6

ether proto 0x88cc # LLDP & raw EtherType
# — xg

tcp port 80

udp port 53

host 10.0.0.1 and port 22
host 10.0.0.1 or host 10.0.0.2
tcp and not port 22

© 2026 GenAl Labs - ZHAt Bl (CEO/CTO)
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GenAl Labs - IT Q12 OFF|BIX HA| | &Z #10 — Wireshark + tcpdump IZ! 24

"(tcp port 80 or tcp port 443) and host www.example.com'

# — Z21 (HEOAZ — 0f2R)

"tcp[tepflags] & tcp-syn != 0 # SYN ZZ
"tcp[tcpflags] & (tcp-syn|tcp-ack) == tcp-syn' # R SYN (ACK 1)
"tep[tepflags] & (tcp-rst|tcp-fin) != 0' # RST or FIN

# —— ICMP EIg

"icmp[icmptype] == icmp-echo' # ping 238
"icmp[icmptype] == icmp-echoreply’ # ping 8%
"icmp[icmptype] == icmp-unreach' # destination unreachable
# —— THZ AtO| X

greater 1500 # 1500 B %ot

less 100 # 100 B O|gt

# —— VLAN / MPLS

vlan

vlan 100

mpls

# — XFM= 29 IiH

'tcp port 80 or tcp port 443! # ¢ Eaful

‘udp port 53' # DNS

'tcp port 22 and host 10.0.0.5' # S8 MH SSH
"host www.example.com and port 443" # HTTPS E7% AIO|E
'not (host 10.0.0.1 and port 22)' # LHSSH

02_display_filter_examples.txt

H*

lab10 Display Filter (Wireshark) OA| 22
AM2A: Wireshark AfctZE{H} - tshark -Y
M2 AE: UM = HEAC (HO|2Z2EC|ZY 7t — http / dns / tls / kerberos)

H*

# — SAE/ IP
ip.addr == 192.168.1.10

ip.src == 192.168.1.10

ip.dst == 192.168.1.10

ip.addr == 192.168.1.10 || ip.addr == 10.0.0.5
!'(ip.addr == 192.168.1.10)

ip.src in {192.168.1.10, 192.168.1.20, 192.168.1.30}

# — UEYI/ M=y

ip.addr == 192.168.1.0/24

© 2026 GenAl Labs - ZA} 85431 (CEO/CTO) - 9



GenAl Labs - IT Q12 OFF|BIX HA| | &Z #10 — Wireshark + tcpdump IZ! 24

ip.src == 10.0.0.0/8

# — ZE

tcp.port == 80

tcp.srcport == 80
tcp.dstport == 443

udp.port == 53

tcp.port in {80, 443, 8080}

# — IZZEZ (HO/ZEC|2Y)
tcp

udp

icmp

arp

http

http2

dns

tls

ssh

smb / smb2
kerberos
quic

ntp

mqtt

# — TCP Zzia

# SYN
& tcp.flags.ack == 0 # X SYN (3-way AlZ)
& tep.flags.ack == 1 # SYN-ACK

tcp.flags.syn ==
tcp.flags.syn ==
tcp.flags.syn ==
tcp.flags.ack ==
tcp. flags.fin == S
tcp.flags.reset == # RST (H|™AH
tcp.flags.push ==

&
&

N

=
H*
Ll
—
=
o

)
OpA
!

# —— TCP HIEM/ A

tcp.analysis.retransmission # XS
tcp.analysis.fast retransmission # HEIHHS
tcp.analysis.duplicate ack # &= ACK
tcp.analysis.zero window # Zero Window
tcp.analysis.window full # XIS
tcp.analysis.out of order # =M o
tcp.analysis.lost segment # MOIHE &4
tcp.analysis.keep alive

tcp.window size < 1000

tcp.time delta > 1 # 1Xolgmzl zt4

© 2026 GenAl Labs - ZHAt 2431 (CEO/CTO) - 10



GenAl Labs - IT Q12 OFF|BIX HA| | &Z #10 — Wireshark + tcpdump IZ! 24

# —— HTTP

http.request # QX0

http.response # SHEO
http.request.method == "POST"

http.request.method == "GET"

http.request.uri contains "/login"

http.request.uri matches "~/api/v[12]/"

http.host == "example.com"

http.user agent contains "curl"

http.response.code == 500

http.response.code >= 400

http.referer contains "google"

http.content type contains "json"

# —— DNS

dns.qry.name == "google.com"

dns.qgry.name contains "naver"

dns.qry.type == 1 # A (1=A, 28=AAAA, 15=MX, 16=TXT,
5=CNAME )

dns.qry.type == 28 # AAAA
dns.flags.response == 0 # Holot
dns.flags.response == 1 # SET
dns.flags.rcode != 0 # SE 2] (3=NXDOMAIN)
# — TLS

tls.handshake.type == 1 # Client Hello
tls.handshake.type == 2 # Server Hello
tls.handshake.type == 11 # Certificate
tls.record.version == 0x0303 # TLS 1.2
tls.handshake.extensions server name == "example.com"

# — ICMP

icmp # TH|

icmp.type == 0 # echo reply
icmp.type == 3 # destination unreachable
icmp.type == 8 # echo request (ping)
icmp.type == 11 # TTL exceeded (traceroute)
# — ARP

arp

arp.opcode == 1 # request

arp.opcode == 2 # reply

# —— H|u ALK}

frame.len > 1000 # 37|

frame.time delta > 1

ip.ttl < 10 # TTL =3

tcp.window size < 1000
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GenAl Labs - IT Q12 O8I HA| | &= #10 — Wireshark + tcpdump IHZ! 24

# — U5z

ip.addr == 10.0.0.1 && tcp.port == 22
ip.addr == 10.0.0.1 || ip.addr == 10.0.0.2
tcp & !'(tcp.port == 22)

http.request.method == "POST" && http.host == "example.com"
# — 2% 1-liner

# IP ESYN A= (EE A/ SYN flood EX|)
# tshark -r FILE -Y 'tcp.flags.syn==1 && tcp.flags.ack==0' -T fields -e ip.src
sort | uniq -c | sort -rn

# HTTP SH ZCHEX
# tshark -r FILE -q -z http,tree

# URI H3E
# tshark -r FILE -q -z http req,tree

# TCP CHel E HIO|E
# tshark -r FILE -q -z conv,tcp
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GenAl Labs - IT QIZ2tOF7 |4 8| | &2 #11 — HERZ &5 5T + 221 24 A F20/H (iperf3 +
tc)

HANDS-ON LAB

M #11
HE?3 45 S8 + XA - &2 A8

O|M (iperf3 + tc)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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Al A
=5 5

12

e iperf32 FSAEZIINGE . X|H-X|E =X
e “tcqdiscnetem’ O X|H - &M - TYHH A|E20|M
e TCP/UDPEZE,HEH AEZ JSON £

e 2IHF U HY+SESLAHT ALIEIR

O7|ElX 71 (Topology)

VirtualBox 7.0 - iperf3_Lab11

+ tc netem Bandwidth Simulation Topology

Ty Bandwidth: No netem
N N (Baseline)
Host-Only L

Network ) SSH Management

Host-Only NIC -

Description Host cloud Measured: ~940 Mbps
Runs: iperf3 -c 10.20.0.10 -t 30
Simulates: tc qdisc add dev eth1 root
Y ethi aih netem (Cdelay 50ms € loss 1%
10.20.0.10 /24 10.20.0.20 /24

Runs: iperf3 -s |

Internal Network: intnet-perf Bandwidth: netem 50ms, 1%
eth0 eth0 loss (Simulated)
192.168.56.10 /24 192.168.56.20 /24

lab-vm-svr lab-vm-cli
iperf3 Server, iperf3 Client + tc netem,

Ubuntu VM Ubuntu VM s

Measured: ~3.5 Mbps

Bk ([l (@ [=] virtud Bot

P EEZXIE 0{2fof T2 AEfE of2f &S KB,
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GenAl Labs - IT QIZ2t OFF|BIK HA| | A& #11 — HERT 5 Z& + XA - 24 AIZ2/0]H (iperf3 +
tc)

£
o iperf3 (At + Z2I0|HE 3t HO|LHE])
e tc(Traffic Control, iproute2 7|2 LHZE)

e netem (Network Emulator, kernel module)

7|12 o™l —vm 2 CH &tF

VM E8 Internal Network 2 SZ (10.20.0.10 = A{H{, 10.20.0.20 = E2}0|HE).
sudo apt install -y iperf3

# MH Z (10.20.0.10)
iperf3 -s # 5201 EE 2|AkY

# 22I0|HE £ (10.20.0.20)

iperf3 -c 10.20.0.10 # 10X TCP =3 (7]12)
iperf3 -c 10.20.0.10 -t 30 # 30X

iperf3 -c 10.20.0.10 -u -b 100M # UDP 100Mbps
iperf3 -c 10.20.0.10 -P 4 # 4 HE AEE
iperf3 -c 10.20.0.10 -R # uet (ClR2E £H)
iperf3 -c 10.20.0.10 --json > out.json # JSON =

22 0|8 ) — tc netem X|H A&

# 22l0|AUE ethl 0f 50ms X[H E7t
sudo tc qdisc add dev ethl root netem delay 50ms

# &%
iperf3 -c 10.20.0.10 -t 10

# 50ms X[ — TCP HYE X5 Z4 (Bandwidth-Delay Product)

# X|E =7t (x16ms)
sudo tc qdisc change dev ethl root netem delay 50ms 10ms distribution normal

# &4 1% F7t

sudo tc qdisc change dev ethl root netem delay 50ms loss 1%

# MEZE 25% Ft
sudo tc qdisc change dev ethl root netem delay 50ms reorder 25% 50%

# D= oA
sudo tc qdisc del dev ethl root

22 0|R @ — CHYE A3t (tbf)
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GenAl Labs - IT QIZ2t OFF|BIK HA| | A& #11 — HERT 5 Z& + XA - 24 AIZ2/0]H (iperf3 +
tc)

# 100Mbit M|t (Token Bucket Filter)
sudo tc qdisc add dev ethl root tbf rate 100mbit burst 32kbit latency 400ms

# 1Gbit 2 HZ
sudo tc qdisc change dev ethl root tbf rate 1lgbit burst 256kbit latency 200ms

# x|
sudo tc qdisc del dev ethl root

SE2HH G —-2HSLAZ

# AlL}ElQ' Mg < BEA(RTT 25ms, T3l &4 0.1%) SHEA
# 380l ACl=X A3

ol
=
~
o
9]

sudo tc qdisc add dev ethl root netem delay 25ms 5ms distribution normal loss 0.1%
iperf3 -c 10.20.0.10 -t 60 -i 5

# N2 22SLA (0: SHA1080p = 5Mbps ER) £Z ofF Bt
# AN 2 3|M (RTT-loss) X8 SLA Risk Tt
2 Zol
1. TCP CHHZE2 RTT X loss M 20| HHH|E| (Mathis S4)
2. iperf3 UDP 7} I3t 2| M 53 (TCP = €112| 50| )
3.°-P4" W2 T B2 3t 23
4. tc netem 2 7tA 3| ME Ho| A<t 20| R

e iperf3: error - unable to connect = Al & -s A% - B5tH (ufw allow 5201)

e tc: RTNETLINK answers: Operation not supported — modprobe sch netem
o ZTUUHCHE - ECMP ZE[ 2 = F4 (WiFi 1st hop X|H)

(=)
2%

o A& QLIE: cron +iperf3-t5 IJH/\I” + Grafana
e TCP-UDPEL}=ZH (UDP=2M?
o 2 oM WA (-t 5)— EeHE

— —

F

2 F°
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GenAl Labs - IT QIZ2t OFF|BIK HA| | A& #11 — HERT 5 Z& + XA - 24 AIZ2/0]H (iperf3 +
tc)

HE_ 4% N

01_iperf3_options.txt

# labll iperf3 SMES

# — Mt

iperf3 -s # 5201 2|Ad

iperf3 -s -p 5202 # ZTEHZ

iperf3 -s -D # O&E2E

iperf3 -s -B 10.20.0.10 # E™IP THHRRIE
iperf3 -s -] # JSON =%

# — ZE0|AE J|2

iperf3 -c SERVER # 10 XTCP 7|2

iperf3 -c SERVER -t 30 # 30X

iperf3 -c SERVER -t 60 -i 5 # 60, 5X0iCt2EE
iperf3 -c SERVER -p 5202 # ZE XA

# — HE / Qdtisr/ oftist

iperf3 -c SERVER -P 4 # 4 HHAEZ

iperf3 -c SERVER -R # Reverse (CIRZEZXH)
iperf3 -c SERVER --bidir # SN Ly

# —— UDP

iperf3 -c SERVER -u -b 100M # UDP 100 Mbps

iperf3 -c SERVER -u -b 1G # UDP 1 Gbps (2|MtA &)
iperf3 -c SERVER -u -b 0 # UDP ZX|sH (B2 £ Q=1at2)
# — RIS/ MSS / DSCP / Cubic

iperf3 -c SERVER -w 1M # TCP 212 AfO|=
iperf3 -c SERVER -M 1400 # MSS

iperf3 -c SERVER -S 0x10 # DSCP (low delay)
iperf3 -c SERVER --congestion bbr # BBR AtE

iperf3 -c SERVER --congestion cubic # Cubic (71&2)

# — -/ NI

iperf3 -c SERVER --json > out.json
iperf3 -c SERVER --logfile /var/log/iperf.log
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GenAl Labs - ITQITE OFF|BIX HA| | AZ #11 — HERZ 5 =& + XA - 24 A|F20[H (iperf3 +

tc)

# — jq X2 1-liner

# TCP X2[Z (Mbps)

jq '.end.sum_received.bits per second / le6' out.json

# MTS sl

jq '.end.sum_received.retransmits' out.json

# UDP 248
jq '.end.sum.lost percent' out.json

# UDP XIE{ (ms)
jq '.end.sum.jitter ms' out.json

# — 2Y ZLIE (cron)

# OHAIZE5 £ 5F + M| =22

# 0 * * *x *x iperf3 -c SERVER -t 5 --json | jg '.end.sum received.bits per second'

>> /var/log/iperf mbps.log

02_tc_netem_tbf.txt

# labll tc qdisc ME 2& (netem - tbf - htb)

QIE{m|o|A H
EX =& (sent / drop / overlimits)
AN (I2t0[E )

# [PV

tc qdisc show # A
tc qdisc show dev eth® #

tc -s gdisc show dev ethO #

tc -d qdisc show dev eth@ #

# — netem (Network Emulator)

# K&

sudo tc qdisc add dev eth® root netem delay 50
sudo tc qdisc add dev eth® root netem delay 50
sudo tc qdisc add dev eth® root netem delay 50
z

sudo tc qdisc add dev eth® root netem delay 50

# &4
sudo tc qdisc change dev eth® root netem loss
sudo tc qdisc change dev eth® root netem loss
= o

sudo tc qdisc change dev ethO® root netem loss
state model

sudo tc qdisc change dev eth® root netem loss
Gilbert-Elliott

# 35/ HE/ MEE

ms
ms 10ms
ms 10ms distribution normal

ms 10ms 25%
1%
random 1% 25%

state 1% 99% 100% 0%

gemodel 1% 10% 70% 0.1%

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6
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GenAl Labs - IT QIZ2t OFF |BIN MA| | A& #11 — HERI A& ZE + XA - 24 AE20|M (iperf3 +
tc)

sudo tc qdisc change dev eth® root netem duplicate 1%
sudo tc qdisc change dev ethO root netem corrupt 0.1%
sudo tc qdisc change dev ethO root netem reorder 25% 50%
# X%

sudo tc qdisc add dev eth@ root netem delay 25ms 5ms distribution normal loss 0.1%

# —— tbf (Token Bucket Filter) — CHYZE |t
sudo tc qdisc add dev eth0 root tbf rate 100mbit burst 32kbit latency 400ms

sudo tc qdisc change dev eth® root tbf rate 1lgbit burst 256kbit latency 200ms
sudo tc qdisc change dev eth® root tbf rate 10mbit burst 16kbit latency 200ms

# —— HTB (Hierarchical Token Bucket) — ZzHAH 24|
sudo tc qdisc add dev eth® root handle 1: htb default 12

sudo tc class add dev eth® parent 1: classid 1:1 htb rate 100mbit

sudo tc class add dev eth® parent 1:1 classid 1:11 htb rate 30mbit ceil 100mbit
sudo tc class add dev eth@ parent 1:1 classid 1:12 htb rate 70mbit ceil 100mbit
# ZE: 192.168.1.10 o Ezjm21:11 2

sudo tc filter add dev eth® protocol ip parent 1: prio 1 u32 match ip src
192.168.1.10 flowid 1:11

# — tbf + netem =% (MIYE + X[H)
sudo tc qdisc add dev eth0 root handle 1: tbf rate 100mbit burst 32kbit latency
400ms

sudo tc qdisc add dev eth® parent 1:1 handle 10: netem delay 25ms 5ms

sudo tc qdisc del dev eth0® root
sudo tc qdisc del dev eth® ingress

# — ingress (S0{2& Ez{iH)
sudo tc qdisc add dev eth® handle ffff: ingress

sudo tc filter add dev eth® parent ffff: u32 match ip protocol 1 Oxff police rate
Imbit burst 10k drop

# —— Kkernel module
sudo modprobe sch netem
sudo modprobe sch tbf
sudo modprobe sch htb
lsmod | grep sch_

oM 5| =20l (delay JITTER loss)
NMgeHMd  25ms 5ms 0.1%

M2<E3R  35ms 10ms 0.05%
Mge0|ME  130ms 20ms  0.2%
MEe038  200ms 30ms  0.3%

LTE ZHY  50ms 30ms 0.5%

MHT= 24  30ms 20ms 1%

H OB OH OB OB OH B

© 2026 GenAl Labs - ZAt 2431 (CEQ/CTO) - 7



GenAl Labs - IT QI X2t OFF|BIN MA| | A #11 — HEYT &5 ZFE + XA - 24 AE20]H (iperf3 +
tc)

# HXHZ= M 550ms 50ms 0.5%
# AtLH LAN Ims 0.5ms 0.001%
# WiFi (=% 20ms 15ms 1%

© 2026 GenAl Labs - ZHAL g9 (CEO/CTO) - 8



GenAl Labs - IT QX2 OV &N MA| | &Z #12 — HAProxy L7 LB (ACL - sticky - SSL
termination - stats)

HANDS-ON LAB

S #12
HAProxy L7 LB (ACL - sticky - SSL
termination - stats)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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GenAl Labs - IT Q1Z2} OF7[El A A A

)

d5 =4

e HAProxy 2.6+ 1 4/L7 2= M MH
o BANA +failover A|H

e ACLZ2t2E (URL-dlIE -7

o sticky session (cookie/IP)

e SSL termination +H{Ic W&

o statsUIRE EZ EE

Of7|ElX| 12 (Topology)

o0e VirtualBox 7.0 outer chrome

Lab #12 HAPiroxy Layer 7 Load Balancing

VirtualBox
Host-Only Adapter

Host Computer

Backend pool: 192.168.56.11
web-pool

! ‘ ‘lab-vm-be1’
: (Backend Server 1)
G (25 Inervi

VirtualBox
Client (host) Host-Only ‘lab-vm-Ib’

Adapter (Load Balancer) 192.168.56.12

‘lab-vm-be2’
% 5’ (Backend Server 2)
Host Computer

P EEZZXIE Hafoff T2 LEfZ of2ff &S ZIZHBH,

© 2026 GenAl Labs - ZHAF 243 (CEO/CTO) - 2



GenAl Labs - IT QX2 OV &N MA| | &Z #12 — HAProxy L7 LB (ACL - sticky - SSL
termination - stats)

B

e VM3ECH: (b (192.168.56.10) + bel (.11) + be2 (.12) — Host-Only Network
e HAProxy 2.6+
o HHAIE mock: Python http.server

7|12 ol — 7k th=st LB

# /etc/haproxy/haproxy.cfg
global
log /dev/log local®
maxconn 4096

defaults

log global

mode http

option httplog
option dontlognull
timeout connect 5s
timeout client 30s
timeout server 30s

frontend web in
bind *:80
default backend web pool

backend web pool
balance roundrobin
option httpchk GET /healthz
server bel 192.168.56.11:80 check inter 2s fall 3 rise 2
server be2 192.168.56.12:80 check inter 2s fall 3 rise 2

sudo systemctl restart haproxy
for i in {1..10}; do curl -s http://192.168.56.10/; done

# bel / be2 / bel / be2 ... =%

S8 OI8| ® — ACL 2t E

frontend web in
bind *:80
# ACL X<
acl is api path _beg /api/
acl is _admin path beg /admin/
acl is static path_end .css .js .png .jpg
acl from office src 10.10.0.0/16

# HHolE BtRE

use _backend api pool if is api
use backend admin pool if is admin from office
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termination - stats)

use backend static pool if is static
default backend web pool

backend api pool
server apil 10.20.0.30:8080 check
server api2 10.20.0.31:8080 check

backend admin pool
server admin 10.20.0.40:8080 check

backend static pool
server cdn 10.30.0.50:80 check

28 0f|"| @ — Sticky Session

# F7| 7|8t sticky

backend web pool
balance roundrobin
cookie SERVERID insert indirect nocache
server bel 192.168.56.11:80 check cookie bel
server be2 192.168.56.12:80 check cookie be2

# IP SiAl (7| X X=23)
backend web pool
balance source
hash-type consistent
server bel 192.168.56.11:80 check
server be2 192.168.56.12:80 check

22 0|84l ® — SSL termination

frontend web https
bind *:443 ssl crt /etc/haproxy/certs/api.pem alpn h2,http/1.1
redirect scheme https if !'{ ssl fc }
http-request set-header X-Forwarded-Proto https

default backend web pool

backend web pool
server bel 192.168.56.11:80 check
server be2 192.168.56.12:80 check

# ASM 2T (cert + key SHIUZ)

sudo cat api.lab.crt api.lab.key > /etc/haproxy/certs/api.pem
sudo chmod 600 /etc/haproxy/certs/api.pem

228 0f|x| @ — Stats Ul

listen stats
bind *:8404
mode http
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termination - stats)

stats enable

stats uri /

stats refresh 5s

stats auth admin:secret

stats admin if TRUE # HHAIC enable/disable 7ts

HElRKX: http://192.168.56.10:8404/ (admin/secret)

22 oMl ® — YAH3 + 1=K

backend web pool
option httpchk GET /healthz HTTP/1.1\r\nHost:\ api.lab
http-check expect status 200
server bel 192.168.56.11:80 weight 3 check inter 2s fall 3 rise 2
server be2 192.168.56.12:80 weight 1 check inter 2s fall 3 rise 2

server be3 192.168.56.13:80 backup check # SLCHEQHDE

2Hd ZolE

[

1. healthcheck + fall 3 rise 2> RF EZ (1H FS + 53 TAN)
2. ACL 2 path / header / src / method / § 2E % 7|8t 7ts

3. stats Ul 7} 2F A[2f219] 1 =%

4. balance’ £&: roundrobin-leastconn-source-uri-random

5. SSL termination 2 #HAIE= W2 — LHEO| A OF

A DiL= 2%

® haproxy[xxx]: ALERT: starting proxy ...: cannot bind socket = ZE

e 502 Bad Gateway = HMAIE RE= =Z (http-check S =tQl)
e 503 Service Unavailable = 3& LT =& (timeout server £2|7|)

e crt /path/api.pem cannot be opened — cert+key ¢t It 2 Zst
o
e

e EZCtreload: systemctl reload haproxy (restart Otel)
e 21:locald— /var/log/haproxy.log (rsyslog 8d TQ)
o BL|E{3: Prometheus haproxy_exporter

e Keepalived 2} 1|0f (lab13) — HAProxy XtA| SPOF XA
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termination - stats)

%|Z Z 1} 2™ (Reference)

= AS 2AE AN B ZOZ ML= CHAIEE /UL O Al

@ http://192.168.56.10:8404/ X + 5 = (] X
& C @ http://192.168.56.10:8404/ 2 % » 0O &
HAProxy 2.6 HTML Stats Ul HAProxy v2.6.12 - 2 day uptime - Refresh 5s
Frontend web_in Bytes
Status Sessions @ Cur | Max Total In \ Out Rate
web_in  [(NUR 1247 12 89 12,547  45.2MB 156 MB 12/s

Backend web_pool

Status | Last check Sess | Bytes In Out Rate 12/s
bel 192.168.56.11:80 |[UP'gFeen) Lastcheck2sago | 6,238 = 45.2 MB | 15.2 MB
be2 192.168.56.12:80 |[UPNgreen) 2s ago 6,251  27.4 MB | 15.6 MB

be3 192.168.56.13:80 RO\l Failed in last 2 checks
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GenAl Labs - IT QX2 OV &N MA| | &Z #12 — HAProxy L7 LB (ACL - sticky - SSL
termination - stats)

HE_ 4% N

01_haproxy_basic.cfg

## 7|2 LB — roundrobin + healthcheck + stats UI
global

daemon

maxconn 4096

log /dev/log local®

defaults
mode http
timeout connect 5s
timeout client 30s
timeout server 30s
option httplog

frontend lab fe
bind *:80
default backend lab be

backend lab be
balance roundrobin
option httpchk GET /health
http-check expect status 200
server bel 127.0.0.1:8001 check fall 3 rise 2
server be2 127.0.0.1:8002 check fall 3 rise 2

listen stats
bind *:8404
stats enable
stats uri /
stats refresh 5s

02_haproxy_acl_routing.cfg

## S8 ® —ACL 2t2E (path / src / extension 7|tF)
global

daemon

maxconn 4096
defaults

mode http

timeout connect 5s

timeout client 30s

timeout server 30s

option httplog

frontend web in
bind *:80

© 2026 GenAl Labs - ZHAt 2% (CEQ/CTO) - 7
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termination - stats)

# ACL X9

acl is api path beg /api/

acl is admin path_beg /admin/

acl is static path_end .css .js .png .jpg

acl from office src 127.0.0.0/8 192.168.0.0/16

# o= ateg

use backend api pool if is api

use backend admin pool if is admin from office
use backend static pool if is static

default backend web pool

backend api pool

server apil 127.0.0.1:8001 check
backend admin pool

server admin 127.0.0.1:8002 check
backend static pool

server cdn 127.0.0.1:8001 check
backend web pool

balance roundrobin

server bel 127.0.0.1:8001 check

server be2 127.0.0.1:8002 check

listen stats
bind *:8404
stats enable
stats uri /

03_haproxy_sticky.cfg

## S8 @ —Sticky Session (cookie = source IP SHAl)
global

daemon
defaults

mode http

timeout connect 5s

timeout client 30s

timeout server 30s

option httplog

frontend lab fe
bind *:80
default backend lab be

# (A) 37| 7|8t sticky — HAProxy 7tSERVERID F7| &¢
backend lab be
balance roundrobin
cookie SERVERID insert indirect nocache
server bel 127.0.0.1:8001 check cookie bel
server be2 127.0.0.1:8002 check cookie be2
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termination - stats)

# (B) source IP SHA| (CHA) — FI| R M2t
#backend lab_be

balance source

hash-type consistent

server bel 127.0.0.1:8001 check
server be2 127.0.0.1:8002 check

H OH W R

listen stats
bind *:8404
stats enable
stats uri /

04_haproxy_ssl.cfg

## 28 3 —SSL Termination + HTTP-HTTPS Z|CIO[AE
## AMH: /etc/haproxy/certs/api.pem Of cert + key Z% 2 (setup 04 ssl.sh 7} 44)
global
daemon
defaults
mode http
timeout connect 5s
timeout client 30s
timeout server 30s
option httplog

frontend web http
bind *:80
# HTTP = 2FHTTPS 2 ZHl redirect
http-request redirect scheme https code 301 unless { ssl fc }

frontend web https
bind *:443 ssl crt /etc/haproxy/certs/api.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https
default backend web pool

backend web pool
balance roundrobin
# SSL termination T HASEHE (WEI HKA|)
server bel 127.0.0.1:800
server be2 127.0.0 800

listen stats
bind *:8404
stats enable
stats uri /

05_haproxy_weight_backup.cfg

## 28 ® — 75X+ backup (ZAN I 23
global
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termination - stats)

daemon

defaults
mode http
timeout connect 5s
timeout client 30s
timeout server 30s
option httplog

frontend lab fe
bind *:80
default backend lab be

backend lab be
# ZStEl YAH I — Host IC HA
option httpchk GET /health HTTP/1.1\r\nHost:\ api.lab
http-check expect status 200

server bel 127.0.0.1:8001 weight 3 check inter 2s fall 3 rise 2 # 3Hf
server be2 127.0.0.1:8002 weight 1 check inter 2s fall 3 rise 2 # 1Hjf
server be3 127.0.0.1:8003 backup check inter 2s fall 3 rise 2 # SLCt=xOH

listen stats
bind *:8404
stats enable
stats uri /
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H

HANDS-ON LAB

S #13
Keepalived VRRPv3 Active-
Standby + VIP H|22H

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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A
s =N

e VRRPv3 (Virtual Router Redundancy Protocol) 2 Floating IP (VIP) 2]
e 2-node Active-Standby — Master Z2H 3 X L VIP 0| &

e HAProxy + Keepalived H0{Z LB SPOF XA

o HARH I +notify ATTUEZ HUH X535}

O7|ElX 71 (Topology)

Lab #13: Keepalived VRRPv3 HA Topology
Network

lab-vm-master | VRRPv3 Heartheats

NIC1

I‘ lab-vm-backup

192.168.56.11 sl | 105 168.56.12

. — cisco 2.1
— Advertisements (1s Interval) priority 90
Client Keepalived Keepalived

(Host Machine)

priority 100

VRRPv3 advertisements VIP shifts to BACKUP
sent every 1s S within 3s if MASTER fails

Accesses: 192.168.56.100
Virtual IP (VIP)
192.168.56.100

_ Host-Only Adapter Connection NAT/External Access VRRP Communication

Vitual Machine (Dashed Line) Connection (Solid Line) (Dual-Directional Arrow)

9 EEZX|Z 020l T2 MEf 2 off AE&S XYt
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H

L
e VM 2ECH: master (192.168.56.11) + backup (.12) — Host-Only
e VIP:192.168.56.100 (& AlO| [H{CH)
e Keepalived 2.2+

712 of| x|

sudo apt install -y keepalived

# master & /etc/keepalived/keepalived.conf
vrrp _instance VI 1 {

state MASTER

interface enp0s8

virtual router id 51

priority 100 # « Master = =/

advert_int 1 # 1% 74
authentication {

auth_type PASS

auth_pass labpass

}

virtual ipaddress {
192.168.56.100/24

}
}

# backup & —priority 2t CtEH|
vrrp_instance VI 1 {
state BACKUP
interface enp0s8
virtual router id 51
priority 90 # « Backup 2 &
advert int 1
authentication {
auth_type PASS
auth pass labpass

}

virtual ipaddress {
192.168.56.100/24

}
}

# YBCHAR
sudo systemctl enable --now keepalived

# master Ol VIP &0l
ip addr show enp0s8 | grep 192.168.56.100 # =g

# backup Of|A
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H

ip addr show enp0s8 | grep 192.168.56.100 # ¢t H

# AEONM VIPZ ping
ping 192.168.56.100 # 0K

# master kill - 3 = Qt0fl backup O| VIP 7tXZ
sudo systemctl stop keepalived # master
# backup OlM ip addr &l —vIP ¢

22 of|d| @ — track_script (MH|A S HIY2H)

vrrp_script chk nginx {

script "/usr/bin/pgrep nginx"

interval 2

fall 3

rise 2

weight -20 # nginx {CH priority -20
}

vrrp _instance VI 1 {
state MASTER

track script {
chk nginx
}
}

Fat: master VM 2 &0t QO nginx 7t §2™ backup 22 VIP 0| H.

S8 08| @ — notify AR E (HYH L)
vrrp_instance VI 1 {

notify master /etc/keepalived/notify master.sh
notify backup /etc/keepalived/notify backup.sh
notify fault /etc/keepalived/notify fault.sh

}

# /etc/keepalived/notify master.sh
#!/bin/bash

logger -t keepalived "- MASTER Hgt"

curl -X POST -d "Master: $(hostname)" https://hooks.slack.com/...
systemctl start haproxy

# notify backup.sh
#!/bin/bash

logger -t keepalived "- BACKUP Hg2t"
systemctl stop haproxy

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT QIZ2t OFF || MA| | &2 #13 — Keepalived VRRPv3 Active-Standby + VIP T 22
H

22 0f|"| @ — Unicast (HE|ZHAE X}ct 2HA)

vrrp_instance VI 1 {
state MASTER
interface enp0s8
virtual router id 51
priority 100
advert int 1

unicast src_ip 192.168.56.11
unicast peer {

192.168.56.12
}

virtual ipaddress {
192.168.56.100/24
}
¥

SR - LB AQK[= HE|FHAE K}EL — unicast 2= HE,

me

28 0f|x| @ — HAProxy + Keepalived H|0]

client - 192.168.56.100 (VIP, MHCHH)
0

192.168.56.11

1
Active LB (master) | keepalived + haproxy
|
I

¢ VRRP advert (1s)
1
|
|
I

Standby LB (backup)
192.168.56.12

keepalived + haproxy

o YXLBEF Z2HAProxy 2%
o Keepalived 7t VIP #2|, HAProxy 7| B{I= S At
e LB XtA| SPOF H|7H

A EOIE

e b

1. priority Xt0|7} = master/backup 27X (2 A 0|Z)
2.advert int 1+fall 3— 3% Qtoj| Mgt

3.VRRPv3 HE|FHAE =224.0.0.18 (&St K2k A] unicast AHE)
4. track_script + notify = AH|A CHe| HYH + 22 X535}

5. MAC AL ZH0] 0| S (VRRP virtual MAC)
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H

A RiL= 2%

o VIPYZ LY — Split-brain, HIEY 3 22| MA (advert 2t &)
e VIPQIEQ —auth pass @Al E= virtual router id EHE
o MY OLE — chk * AIZUE FZ I 20l (0=4A

o Z2I2E0M VRRP 2t & — HE|PHAE Xt unicast ZE AL
edd

e 3-node: VRRP = 2-node 7| YA I HRSHH Pacemaker (lab18)
e EAU:journalctl -u keepalived -f

e STONITH 2% — 2% &0} IE W Split-brain 2/ (notify 2 fence)
e AWS-GCP: ENI/Floating IP APl 2 Keepalived CHA|
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H

HE_ 4% N

01_keepalived_basic_backup.conf

## 7|2 —BACKUP TE (priority 100). MASTER =01 basic master.
vrrp_instance VI 1 {
state BACKUP
interface etho0
virtual router id 51
priority 100
advert int 1
authentication {
auth_type PASS
auth pass lab123
}
virtual ipaddress {
192.168.56.100/24
}

01_keepalived_basic_master.conf

## 7|2 —MASTER E (priority 150). BACKUP 202 I} &=,
vrrp instance VI 1 {
state MASTER
interface eth@
virtual router id 51
priority 150
advert int 1
authentication {
auth_type PASS
auth pass lab123
}
virtual ipaddress {
192.168.56.100/24

}

02_keepalived_track_script.conf

## S8 @® —track script: nginx FCWH priority -20 -» BACKUP 2ZVIP X}& O|H
vrrp_script chk nginx {
script "/usr/bin/pgrep nginx"

interval 2 # 2 Z0FCHAAL
fall 3 # 3H AMI{f= CI2 TH
rise 2 #2HHE = 27 0y
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H

weight -20 # CH2 Al priority -20
}

vrrp _instance VI 1 {
state MASTER
interface etho
virtual router id 51
priority 150
advert int 1
authentication { auth type PASS; auth pass labl23 }
virtual ipaddress { 192.168.56.100/24 }
track script {
chk nginx

}

03_keepalived_notify.conf

## 22 @ —notify A3ZE: state HZA Al E A2+ AMH[A O
## notify master/backup/fault A3IZEE= setup 03 notify.sh 7}4N

vrrp _instance VI 1 {
state MASTER
interface etho
virtual router id 51
priority 150
advert int 1
authentication { auth type PASS; auth pass labl23 }
virtual ipaddress { 192.168.56.100/24 }

notify master /etc/keepalived/notify master.sh
notify backup /etc/keepalived/notify backup.sh
notify fault /etc/keepalived/notify fault.sh

04_keepalived_unicast.conf

## 223 —Unicast ZE (22IR2C .22 AQX|=multicast XtEt)
## MASTER Z (BACKUP 2 src/peer T sl
vrrp_instance VI 1 {

state MASTER

interface enp0s8

virtual router id 51

priority 100

advert int 1

# multicast CHAlunicast — peer IP TA|
unicast src_ip 192.168.56.11
unicast peer {

192.168.56.12

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8



GenAl Labs - IT Q12 OFF|BIX HA| | &= #13 — Keepalived VRRPV3 Active-Standby + VIP HZ 2

H{
}
virtual ipaddress {
192.168.56.100/24
}
}

05_keepalived_haproxy_pair.conf

## 28 @ —HAProxy + Keepalived H0{ (LB SPOF H|#)
## HAProxy =2W priority -30 - BACKUP EZVIP O|H
vrrp_script chk haproxy {

script "/usr/bin/pgrep haproxy"

interval 2
fall 3
rise 2
weight -30

}

vrrp_instance VI 1 {
state MASTER
interface etho
virtual router id 51
priority 150
advert int 1
authentication { auth type PASS; auth pass labl23 }
virtual ipaddress { 192.168.56.100/24 }
track script {
chk_haproxy
}
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HANDS-ON LAB

o5 #14
PostgreSQL pgbench (TPC-B £5} +

ELI|
T O

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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A
s =N

e pgbench 2 TPS £H —» R = MEH (Before/After)

e shared bufferswork memeffective cache size &3
e TPC-BEZE ¥IZE +custom SQL

=

e Lock/Slow Query £4

O7|ElX 71 (Topology)

OR

Lab #14 PostgreSQL pgbench topology

o
0(). Ubuntu VM

PostgreSQL 15
pgbench 16 J A4-T60-S Listening on 127.0.0.1:5432

Host-Only Network

SSHon

pgbench client Initial shared_buffers: Tuned shared_buffers: Host-Only

(locally)
Executing TPC-B-like workload mix Network Connections & Management

Performance Metrics Panel

TPS (Transactions Per Secand) Counter System CPU Utilization System |0 Utilization

Pl EEZXE 0f2[off T2 YEf= offf 5= ZIY Bt
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L

PostgreSQL 16

pgbench (postgresql-contrib 0ff &)
pg_stat_statements (slow query)

7|2 ol
sudo apt install -y postgresql-16 postgresql-contrib-16

sudo -u postgres psql

CREATE DATABASE bench;

CREATE USER lab WITH PASSWORD 'lab';
GRANT ALL ON DATABASE bench TO lab;
\q

# pgbench %7|%} (scale=50 - °f750MB)
pgbench -i -s 50 -U lab bench

# TPS =3 (16 client, 4 thread, 60 %)
pgbench -c 16 -j 4 -T 60 -U lab bench
# tps = 1234.5 (excluding connections establishing)

22 of|H| ® — ' Before/After

# Before
pgbench -c 16 -j 4 -T 60 bench

# Ol: tps = 800

# /etc/postgresql/1l6/main/postgresql.conf 3

shared buffers = 2GB # O22| 25% (7|2 128MB)
effective cache size = 6GB # 0S FHA|l FEK|
work mem = 16MB # join/sort &

maintenance work mem = 512MB
checkpoint completion target = 0.9
wal buffers = 16MB

random page cost = 1.1 # SSDEHH (HDD 4.0)
max_worker processes = 8
max_parallel workers per gather = 4

sudo systemctl restart postgresql

# After
pgbench -c 16 -j 4 -T 60 bench

# O: tps = 1800 (2.2 HH T4
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28 of|d| @ — pg_stat_statements (slow query)

ALTER SYSTEM SET shared preload libraries = 'pg stat statements';
-- TAIEER

CREATE EXTENSION pg_stat statements;

-- ZhE R 10 0 #E

SELECT query, calls, mean exec time, max_exec time
FROM pg stat statements

ORDER BY mean exec time DESC LIMIT 10;

2L 0" ® — Custom workload

cat > /tmp/custom.sql <<EOF

\set aid random(1l, 100000 * :scale)

BEGIN;

UPDATE pgbench accounts SET abalance = abalance + 100 WHERE aid = :aid;
COMMIT;

EOF

pgbench -c 8 -j 2 -T 60 -f /tmp/custom.sql bench

26 ZolE

[ -

1. *shared_buffers® 25% — 7}& 2 &1}

2. vmstat SA| #& —wa (/0 U7|) EHE= A 2

3. CHECKPOINT F7|0f| TPS & — checkpoint completion target = 0.9
4. autovacuum 3% A| ZA| =2 Z

5.pg stat statements 2 = 2|7} “2IX| ot &

AF QL= 27
e peer authentication failed — /etc/postgresql/16/main/pg hba.conf peer = md5
e out of memory = work mem T 2 gt (AR X FH2|0H2 &)
e too many connections —max connections &= PgBouncer (H4MH &)

(=)
2o

e PgBouncer Z {4 £EX Kt
o 24 &Y AZHE: pgtune.leopard.in.ua A5 MM
e HJ|VACUUM ANALYZE
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o Yl pg basebackup + WAL archive
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BE 43I

02_postgresql_tuned.conf

A& #14 @ - postgresql.conf F4Y drop-in
2IXl: /etc/postgresql/16/main/conf.d/99-1ab-tuning.conf
7|Z: 4 GB RAM VM 7td. A 2tE2 pgtune.leopard.in.ua Z A& HE,

H R R

# === JO;|H*|:! 3’;:::

# 1) shared buffers — FH| RAM 2| 2k 25%
shared buffers = 1GB

# 2) effective cache size — 0S HO|X| 7HA| + shared buffers Z=EX| (RAM 2| 50~75%)
effective cache size = 2GB

# 3) work_mem — FZE- Al ZQIHIE2|., AFEXIxPZ|TE SHAEZ E+HOZ,
work mem = 16MB

=== RX|EL -HIAXQIE ===
maintenance work mem = 256MB
checkpoint completion target = 0.9
wal buffers = 16MB

# === SSD 2% ===
random page cost = 1.1
effective io concurrency = 200

# === YA ===

max_worker processes = 4
max_parallel workers per gather = 2
max_parallel workers = 4

03_pg_stat_statements.conf

# A& #14 @ — pg stat statements EM3tdrop-in

# 2|X|: /etc/postgresql/16/main/conf.d/95-pg stat statements.conf

shared preload libraries 'pg stat statements'

# FHSQL BF

pg stat statements.track = all # all | top | none
pg stat statements.max = 10000 # B distinct query #
track _io timing = on # 1/0 AZt= &H (2F EE)

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6



GenAl Labs - IT oI}t O |BIN A | &= #15— Docker + cAdvisor + cgroup A2 Z 2]

HANDS-ON LAB

A= #15

Docker + cAdvisor + cgroup A& A
=

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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GenAl Labs - IT @12} OF7 |l X A A

AlA B3 X]
=H |

e cAdvisor £ ZiH|0| Xt ZL|E Y

e --cpus --memory --pids-limit cgroup Xt
o ZiE|O|L{ OOM A|Z2|0|M

e Prometheus ¥3 H|O|E &4

O7|ElX 71 (Topology)

@ \VirtualBox7.0 2E EEY £1 = o] 2 1¥ 18:64

VirtualBox Manager Lab VM

Jooe Lab VM [Running]

INTERNET
(NAT)

NAT ADAPTER

CADVISOR STRESS-APP CONTAINER CPU USAGE MEM USAGE

CGroup: /docker/st... (STRESS-APP) (STRESS-APP)
3080 |
- ‘ VETH | .
CADVISORUI 8080 l vethody
http://192.168.56.10:8080 CADVISOR 172.17.0.3

: afi s MONITORING STRESS-NG - —

-cpus=0.5 —memory=256m
HOST-ONLY l — | DOCKERO

WORKSTATION ADAPTER CGROUP STATS ——= BRIDGE

COLLECTION
OLLECTIoN ‘ WEB-APP CONTAINER CPU USAGE MEM USAGE

CGroup: /docker/we (WEB-APP) (WEB-APP)

T 1 (VETH |
a veth2 | Ii

DOCKER ENGINE 172.17.0.4:80

-cpus=1.0 —memory=512m

E| e & & (3 (8] virtualBox

o EEZZXIE HHEjof T2 MEfZ of2f A& S XIgBiY,
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GenAl Labs - IT X2} OPZ|EIN HA| | &Z #15 — Docker + cAdvisor + cgroup A} Z2|

4
e Docker (lab03 0| A Ax|)

e cAdvisorgcr.io/cadvisor/cadvisor

712 ol =l

# cAdvisor =|R7|
docker run -d --name=cadvisor \
-p 8080:8080 \
-v /:/rootfs:ro \
-v /var/run:/var/run:ro \
-V /sys:/sys:ro \
-v /var/lib/docker/:/var/lib/docker:ro \
--privileged \
--device=/dev/kmsg \
gcr.io/cadvisor/cadvisor:v0.49.1

# He2t2X http://localhost: 8080

22 o|Hl @ — cgroup A&l H|st

# CPU 0.530{+ Mem 256MB Aot
docker run -d --name stressed \
--cpus=0.5 \
--memory=256m \
--memory-swap=256m \
--pids-1imit=100 \
polinux/stress \
stress --cpu 4 --vm 1 --vm-bytes 200M

# cgroup AX =l
cat /sys/fs/cgroup/system.slice/docker-*.scope/cpu.max
# 50000 100000 < 0.5 CPU (50000us / 100000us)

cat /sys/fs/cgroup/system.slice/docker-*.scope/memory.max
# 268435456 < 256MB

S2 08 @ — O0M A|E

# 1GB H|Z22| 24, H°t=2256MB -» 00M Killed
docker run -d --name oom-test \
--memory=256m \
polinux/stress \
stress --vm 1 --vm-bytes 1G

docker logs oom-test # Z2 HAIX|

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT Q1Z2} ob7|BIN MA| | && #15 — Docker + cAdvisor + cgroup A2 &2/

docker inspect oom-test --format='{{.State.O00MKilled}}" # true
dmesg | tail -20 # 7Z 00M killer 23

28 68| ® — Prometheus H&

# Prometheus =% cAdvisor HIEZ| &7
cat > /tmp/prometheus.yml <<EOF
global:

scrape_interval: 15s
scrape_configs:

- job name: 'cadvisor'

static configs:
- targets: ['cadvisor:8080']

EOF

docker run -d --name prom -p 9090:9090 \
-v /tmp/prometheus.yml:/etc/prometheus/prometheus.yml \
--network bridge \
prom/prometheus

# http://localhost:9090 - Status - Targets - cAdvisor UP

M TOIE

e

1. --cpus 0.5=CPU50% &% (CFS #E)

2. --memory 256m Z=3t Al OOM Killed (X}5)
3. cgroup v2 7t 7|2 (Ubuntu 22.04+)

4. cAdvisor Ul of| Z4E[O|L{E CPU/Mem 2

5. Prometheus + Grafana 2 7| A|AE

A ohL= 2R
e cAdvisor ZIE[0|L{ OOM = - -privileged F2
e cgroupvlvsv2 228 = stat -fc %T /sys/fs/cgroup/ 2 &l
e MacO|AM S& ¢te — LinuxVM 2R

El
=

of

(=)
s

e 2Y2 Prometheus + node_exporter + cAdvisor =g
o K8s&A2 cAdvisor 7|2 LZE (kubelet)

o MZ2| swappy Mt - -memory-swappiness=0

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT Q1Z2} ob7|BIN MA| | && #15 — Docker + cAdvisor + cgroup A2 &2/

%|Z Z 1} 2™ (Reference)

=2 AE 2T A 2 2O Z 04 E[= CHAIZ = /Ul OffA].

[ BN cAdvisor — Container Advisor X +

&« C @ http://192.168.56.10:8080/containers/ r e
cAdvisor — Container Advisor ("
stress-app web-app cadvisor
CPU usage 0.5 CPU limit CPU usage 25% CPU usage 5%
50% ====m=m=m——————————————————— 50% 10%
20% /\,\/\ 25% 5%
W
0% 0% 0%
Memory usage 245MB / 256MB Memory usage 180MB / 512MB Memory usage 50MB
e ———— L — .}
Network traffic 0 KB/s Network traffic 1.2KB/s
CPU usage —— stress-app —— web-app —— cadvisor
100%
75%
50%
25%
0%
15:40 15:45 15:30 1535 1510 15:25 15:30 1515 15:00 16:15 16:30

Auto-refresh 5s

© 2026 GenAl Labs - ZAt 2#h4=%1 (CEO/CTO) - 5



GenAl Labs - IT QI OFF|BIX HA| | &Z #16 — DA E BI814 (iptables + nftables + fail2ban +

nmap)
HANDS-ON LAB
25 #16
S AE WY (iptables + nftables +

fail2ban + nmap)

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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GenAl Labs - IT Q1Z2} OF7[El A A A

o iptables (M&X, 1] HF) — SI/33/38 2B0M X5 =X
» nftables (iptables %) — Ubuntu 22.04 7|2 backend

o fail2ban SSH £XHE Y AtE K&t

e nmap o= st 1t S

e 2% HZ inbound default-drop + $}0|E2|A E IHEH

ol7|=X 114 (Topology)

® e VirtualBox 7.0 outer chrome

DASHED HOST-ONLY

NAT
NETWORK

NAT NETWORK

nmap probes being nftables rules

R PR dropped/seen (drop default,
e allow SSH+HTTP)
192.168.56.10

fail2ban watching

HOST NIC SSH attempts VM NIC /var/log/auth.log

repeated ssh

1ab@192.168.56.10 banning IP for 10

wrong passwords minutes after 3
failures

SSH attempts being banned for SSH failures,

ATTACKER TARGET UBUNTU VM
(192.168.56.10)

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,
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GenAl Labs - IT QI OFF|BIX HA| | &Z #16 — DA E BI814 (iptables + nftables + fail2ban +

nmap)

B

e iptables (xtables) + iptables-save/iptables-restore

e nft(nftables CLI) + nftables.service
e fail2ban+ fail2ban-client
e nmap (B2FA} F)

e conntrack-ipset (HX)

7|12 olld| @ — iptables = + HH

iptables = 5 H|O|& X 5 HIQl 7L =:

Ho|2 2r ZF2 Hieol
filter 512/HE (7]2) INPUT - FORWARD - OUTPUT
nat FA H3 PREROUTING - POSTROUTING
mangle 8 HE PREROUTING - INPUT - FORWAR
D-OUTPUT-POSTROUTING
raw conntrack 23| PREROUTING - OUTPUT
security SELinux EA| INPUT - FORWARD - OUTPUT
SHA HH>

sudo apt install -y iptables iptables-persistent

# oA &

sudo iptables -L -v -n --line-numbers

sudo iptables -t nat -L -v -n

# 712 3N (R EE)
sudo iptables -P INPUT DROP
sudo iptables -P FORWARD DROP

sudo iptables -P OUTPUT ACCEPT

# SHAZ (HIEA| -P DROP FOf)

sudo iptables -A INPUT -i lo -j ACCEPT

sudo iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
sudo iptables -A INPUT -p tcp --dport 22 -s 192.168.56.0/24 -j ACCEPT
sudo iptables -A INPUT -p tcp -m multiport --dports 80,443 -j ACCEPT

sudo iptables -A INPUT -p icmp -j ACCEPT
sudo iptables -A INPUT -j LOG --log-prefix "DROP:

# A+ R =2

sudo iptables-save | sudo tee /etc/iptables/rules.v4
sudo ip6tables-save | sudo tee /etc/iptables/rules.v6

© 2026 GenAl Labs - ZHAt Et4=%¥ (CEOQ/CTO) -

" --log-level 4
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GenAl Labs - IT QIZ2t OFF |RIN MA| | A& #16 — SAE BI85 (iptables + nftables + fail2ban +
nmap)

iptables A}F M = O A

# X[ =HX]

sudo iptables -A INPUT -s 1.2.3.4 -j DROP

sudo iptables -A INPUT -s 192.168.0.0/16 -j ACCEPT
sudo iptables -A INPUT -d 10.0.0.1 -j ACCEPT

# TE I{E
sudo iptables -A INPUT -p tcp --dport 22 -j ACCEPT # B
sudo iptables -A INPUT -p tcp --dport 8000:9000 -j ACCEPT # He

sudo iptables -A INPUT -p tcp -m multiport --dports 80,443,8080 -j ACCEPT # ==

# AZ HH
sudo iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
sudo iptables -A INPUT -m conntrack --ctstate NEW -p tcp --dport 22 -j ACCEPT

# Rate limit (SSH £%43])

sudo iptables -A INPUT -p tcp --dport 22 -m hashlimit \\
--hashlimit-mode srcip --hashlimit-name ssh \\
--hashlimit 4/min --hashlimit-burst 4 -j ACCEPT

sudo iptables -A INPUT -p tcp --dport 22 -j DROP

iptables NAT (ZE Zg|g)

# 2AE 8080 - LHE 10.20.0.30:80

sudo iptables -t nat -A PREROUTING -p tcp --dport 8080 -j DNAT --to 10.20.0.30:80
sudo iptables -t nat -A POSTROUTING -j MASQUERADE

echo 1 | sudo tee /proc/sys/net/ipv4/ip forward

7|12 ol|§| @ — nftables (iptables &)

sudo apt install -y nftables

# /etc/nftables.conf
table inet filter {
chain input {
type filter hook input priority filter; policy drop;
iif lo accept
ct state established, related accept
ip protocol icmp accept
ip saddr 192.168.56.0/24 tcp dport 22 accept
tcp dport { 80, 443 } accept
}
chain forward {
type filter hook forward priority filter; policy drop;
}
chain output {
type filter hook output priority filter; policy accept;
}

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT QI OFF|BIX HA| | &Z #16 — DA E BI814 (iptables + nftables + fail2ban +
nmap)

# M8

sudo systemctl enable --now nftables
sudo nft -f /etc/nftables.conf

sudo nft list ruleset

iptables © nftables 2 oj

iptables nftables

iptables -L -v -n nft list ruleset

iptables -P INPUT DROP chain input { policy drop; }

iptables -A INPUT -p tcp --dport 22 -j add rule inet filter input tcp dport 22
ACCEPT accept

iptables -t nat -A PREROUTING -j DNAT add rule ip nat prerouting dnat to ...
iptables -F INPUT flush chain inet filter input
iptables-save > rules.v4 nft list ruleset > nft.rules
iptables-restore < rules.v4 nft -f nft.rules

LR

sudo apt install -y iptables-nftables-compat

# T E et
iptables-translate -A INPUT -p tcp --dport 22 -j ACCEPT
# - nft add rule ip filter INPUT tcp dport 22 counter accept

# A Hat

sudo iptables-save > /tmp/iptables.bak
sudo iptables-restore-translate -f /tmp/iptables.bak > /etc/nftables/migrated.nft

S o|"| @ — fail2ban (XIS X}IEH)
sudo apt install -y fail2ban

# /etc/fail2ban/jail.local

[DEFAULT]
bantime = 10m
findtime = 10m
maxretry = 3

banaction = iptables-multiport
# L= nftables-multiport (nftables A2 A[)

[sshd]

enabled = true

port = 22

logpath = %(sshd log)s
backend = systemd

sudo systemctl restart fail2ban
sudo fail2ban-client status
sudo fail2ban-client status sshd

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 5



GenAl Labs - IT QI OFF|BIX HA| | &Z #16 — DA E BI814 (iptables + nftables + fail2ban +
nmap)

# KHThIp =3 -22|

sudo fail2ban-client get sshd banip
sudo fail2ban-client set sshd unbanip 1.2.3.4
sudo fail2ban-client set sshd banip 1.2.3.4
XHE AE (SHR F)

for 1 in 1 2 3 4; do
sshpass -p WRONG ssh -o StrictHostKeyChecking=no lab@192.168.56.10
done

# 4HWoM HZ ot = (fail2ban AL

# Mt &
sudo fail2ban-client status sshd # Currently banned: 1
sudo iptables -L f2b-sshd -n # EH

S2 0™ @ —nmap &3

# SAXZH (RAE 0SOA)

nmap -sV 192.168.56.10 # MH|A+ HA

nmap -p 22,80,443 192.168.56.10 # EYZED

nmap -p- 192.168.56.10 # 65535 ZE (L&)
nmap -A 192.168.56.10 # 0S + A3EE

nmap -sS 192.168.56.10 # SYN scan (sudo ZR)
nmap -sU -p 53,123 192.168.56.10 # UDP

# Yol B0 A
nmap -sV --reason 192.168.56.10
# Ho{of g TEDH "open" - LIHX| "filtered"

22 oM @ — ipset (LHEF IP)

sudo apt install -y ipset
# XchIp T
sudo ipset create blacklist hash:ip

sudo ipset add blacklist 1.2.3.4
sudo ipset add blacklist 5.6.7.8

# iptables Ol St &
sudo iptables -A INPUT -m set --match-set blacklist src -j DROP

# g7t
sudo ipset save > /etc/ipset.conf

28 0|8 @ — conntrack C|HZ

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6



GenAl Labs - IT Q1Z2} OF7[El A A A

a ~ W N =

sudo apt install -y conntrack

sudo conntrack -L # TH|

sudo conntrack -L -p tcp --dport 22 # SSH gt
sudo conntrack -E # O[HIE AEZ]
sudo conntrack -S # S

# Elo|S Z0|H
sudo sysctl -w net.netfilter.nf conntrack max=2097152

A EOIE

bl

.iptables = 0{35| 2H2| 90% — W HFE

.nftables E¢ A& — inet (v4+v6) S M7 E ZH

"-P INPUT DROP™ H0f| SSH & HX| (Xt7] Xt

.fail2ban + iptables/nftables H|0{ = SSH E¢t &
N

rn

.nmap 2| “open” vs ‘filtered” 2 E 21t XA HS

A DiL= 27

EXNEFZSSHEZU —>BMC2&Z iptables -F/nft flush ruleset
iptables <> nftables &= —> update-alternatives --config iptables
fail2ban X}¢t ©F £l — panaction backend 2 AK| gzt x| 2ol
conntrack table full = nf conntrack max 37}

iptables-legacy vs iptables-nft @ E Xl0] = iptables --version &9l

2o &
2% E2 git + Ansible £ 22|
S2IRE SG/NACLO| SAE HIstH 9| — SA| MY

nft -j list ruleset JSON &% — ZL|HZ Xt53}
|ptables-legacy BE *X|vsiptables-nft 2E Met AH
ol M fail2ban 2| CrowdSec (24t IP reputation) ZE
H:'%': iptables -I (insert) 2Ct HA|M HsZ

© 2026 GenAl Labs - ZHAF 2t43 (CEQ/CTO) - 7



GenAl Labs - IT QI OFF|BIX HA| | &Z #16 — DA E BI814 (iptables + nftables + fail2ban +
nmap)

HE_ 4% N

01_nftables.conf

#!/usr/sbin/nft -f
# AS#16 O — 7|2 SAE &3 (nftables)
flush ruleset

table inet filter {
chain input {
type filter hook input priority filter; policy drop;

# established/related 3{& (0|0] WO{ZTI NM2 E1t)
ct state established, related accept

# loopback X 5E
iifname "lo" accept

# ICMP — rate limit (Ping flood 20{)
icmp type echo-request limit rate 5/second accept

# SSH-HTTP-HTTPS
tcp dport { 22, 80, 443 } accept

# drop El=mZl 21 (2 CHAE)
log prefix "[nft drop] " level info
}

chain forward {
type filter hook forward priority filter; policy drop;

}
chain output {

type filter hook output priority filter; policy accept;
}

02_fail2ban_jail.local

## 28 (1 — fail2ban: SSH FAHE AT XtS Kfch

[DEFAULT]

bantime = 10m # Kt | X[ A2t
findtime = 10m # O A7k otof|
maxretry = 3 # 3 MIj — Xpct

banaction = nftables-multiport
backend = systemd

[sshd]
enabled = true

© 2026 GenAl Labs - ZHAt 2% (CEO/CTO) - 8



GenAl Labs - IT QIZ2} O} |BI X MA| | &5 #16 — SAE 8215 (iptables + nftables + fail2ban +
nmap)

port = 22
filter = sshd
logpath = %(sshd log)s

© 2026 GenAl Labs - ZrAL gt9 (CEO/CTO) - 9



GenAl Labs - IT X2} Ob7|BIN AA| | &Z #17 — mdadm RAID-5 + C|A 3 ZOf Al

HANDS-ON LAB

Al #17

mdadm RAID-5 + C|A3 T Al E

ITel=2} o7 &l A

Hands-on Labs - 20 A|LI2|2

GenAl Labs

AEtd - CEO/CTO
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GenAl Labs - IT @12} OF7 |l X A A

Al A

Mg 2X

-

e mdadm = AT EQ|0 RAID 74

e RAID-5 (3 data + 1 parity) = 1 S| = 2S¢t

o [LC|A3 ZHO| Al + StA O] A| + rebuild
e RAID 5/6/10 0] 0|3}

Of7 | 18 (Topol

—

ogy)

VIRTUAL DISK CONTROLLER

Host-Only
(optional)

=
]

Network
(optional)

Virtual Disk
Controller

Ubuntu 22.04
LTS VM

mdadm --fail
/dev/md0
[dev/sdd

FAILED DISK:
fdev/sdd

10GB
2
)
10GB
10GB
10GB

mdadm
process
Crm—

Idev/sdb
[dev/sdc
dev/sdd

/dev/sdb
/dev/sdc

[dev/sdd
Idev/sde

/dev/sde

mdadm
--add
e )

10GB

REPLACEMENT SPARE:
/dev/sdf

P EEZXIE 0{2fof T2 AEfE of2f &S KB,

© 2026 GenAl Labs - ZA

t 4t434 (CEO/CTO)

48% Rebuild In Progress

2

FAILED DISK:
fdev/sdd

mdadm --fail
/dev/md@
/dev/sdd

1

Format:

exts

Filesystem

mounted at

mdo [raid
3 DATA + 1 PARITY

[proc/mdstat
REBUILD PROGRESS




GenAl Labs - IT QIO OFF|BIN HA| | &= #17 — mdadm RAID-5 + C|A T ZOff A|=F

B

e VM 1CHO|l 7t C|A3 57 (lab-vm-01 Of sdb~sdf 37})
e mdadm (Ubuntu 7|&)

7|2 of|H| — RAID-5 4-disk

# ClA3 =l
1sblk
# sdb sdc sdd sde sdf (2 10GB)

# RAID-5 ¥M (3 data + 1 parity)

sudo mdadm --create /dev/mdo \
--level=5 \
--raid-devices=4 \
/dev/sd[bcde]

# AEf =tol
cat /proc/mdstat
sudo mdadm --detail /dev/md0O

# X0 + OIRE

sudo mkfs.ext4 /dev/mdo

sudo mkdir -p /raid

sudo mount /dev/md0 /raid

df -h /raid # ~30GB (4 - 1 parity = 3 x 10GB)

# FFOLRE
sudo mdadm --detail --scan | sudo tee -a /etc/mdadm/mdadm.conf

sudo update-initramfs -u
echo "/dev/mdO /raid ext4 defaults 0 2" | sudo tee -a /etc/fstab

S8 ofIx| @ — C|A3 Fol A=

# A o5 M|
sudo dd if=/dev/urandom of=/raid/filel.bin bs=1M count=500

# C|A3 1o SACHD 74
sudo mdadm --fail /dev/md0 /dev/sdd

cat /proc/mdstat
# [_UUU] < 1¥HCOAIHE, CHE3HE SE S

# OO|Ef M2 A4 & (RAID-5 43)
1s -1h /raid/filel.bin # HM

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3



GenAl Labs - IT QIO OFF|BIN HA| | &= #17 — mdadm RAID-5 + C|A T ZOff A|=F

# H2 LA WA
sudo mdadm --remove /dev/md® /dev/sdd

S8 OIM| @ — ¥AH[0] =7} + rebuild

# M CIA3 F7t (= FAHOZ 0|2])
sudo mdadm --add /dev/md0® /dev/sdf

# rebuild ZIgt Atz
watch cat /proc/mdstat
# mdO : active raid5 sdf[4] sdb[0] sdc[1l] sde[3]

# 30464000 blocks ...
# [z======>............. ] recovery = 35.2% (3580000/10240000)
# U2

sudo mdadm --detail /dev/md0O
# State: clean

2808 ® —RAID S5 H|

A3 AN

6 (N-2)/N 2 th cieat
10 50% 1~N/2 o DB- 1

# RAID-10 (4 disk)
sudo mdadm --create /dev/mdl --level=10 --raid-devices=4 /dev/sd[bcde]
# RAID-6 (4 disk)
sudo mdadm --create /dev/md2 --level=6 --raid-devices=4 /dev/sd[bcde]

S8 oflxl @ — ZL|E{E

# mdadm monitor (O zl)
sudo nano /etc/mdadm/mdadm.conf
# MAILADDR ops@example.com

sudo systemctl enable --now mdmonitor.service

# =35 Hd (39 LA =el)

echo check | sudo tee /sys/block/md0/md/sync action
cat /proc/mdstat # TIH Abst

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4



GenAl Labs - IT Q1Z2} OF7|BIX HA| /| A& #17 — mdadm RAID-5 + C|A 3 ZOf Al

a b W N =

M TOIE

= b

. RAID-5 = 1 L /O£ F4& S% (degraded mode)

. --add = X}= rebuild A|Z

.rebuild 0| &£ 1 i 2™ O|0|E &4 (RAID-6 AFE 0| R)
LCAZ AV CEH I A2 A J|E

.mdadm 2 2ZE¢|{ RAID — H/W RAID 7}E vs S/W H| ER

ESTNER-E

mdadm: cannot open /dev/sdb— O|0| O}RE = CHE RAID
rebuild 01 =2! — echo 200000 > /proc/sys/dev/raid/speed limit min

BE&l £ RAID ¢t & — /etc/mdadm/mdadm. conf + update-initramfs

SMART 2L|E& (smartctl -a /dev/sdb)

© 2026 GenAl Labs - ZAt 2#h4=%1 (CEO/CTO) - 5
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HE_ 4% N

04_mdadm.conf
# M&E#17 @ — mdadm ZL|HZ 47X (append &)
# 9IXl: /etc/mdadm/mdadm.conf 20 append

# C|AI s AM He| (HM partitions A7)
DEVICE partitions

# LY 2N FA 29 37 W} 4+
MAILADDR ops@example.com
MAILFROM raid-monitor@$(hostname)

# D=0 A2 (MEH) — O|HY 20| MAEXHAIRE TE
# PROGRAM /usr/local/sbin/mdadm-event.sh

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 6
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HANDS-ON LAB

A5 #18

Pacemaker + Corosync 2-node 2
2{AE HA

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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Al A

A= 2B

=1 =1

Corosync: 22{AE HHA + HA|HE

Split-brain 2X| (quorum / STONITH)

Pacemaker: Xt 22| (A% - ZX| - HY2H)
2-node 22{AE 0| A Floating IP + AH|A HY2H

O7|ElX 71 (Topology)

§# VirtualBox 7.0 - Network Topolagy

Lab #18: Pacemaker + Corosync 2-node HA Cluster Topology

Host-Only
Internal/NAT

~1P>
¥ N

10.30.0.100

Physical VMs
Ubuntul enpos8

10.30.0.11

Host-Only
Internal/NAT

corosync.conf {
two_node: 1
no-quorum-policy=ignore

P EEZAIE Of2/of J2 YEf= ofef Hgs

© 2026 GenAl Labs -

STONITH

Dummy Device corosync.conf

two_node: 1
no-quorum-policy=ignore

Corosync

Physical VMs
Ubuntul

<>
enp0s8 §

10.30.0.12 B8

Internal Network
10.30.0.0/24

STONITH
Dummy Device

node2

Failover Demonstration

crm node standby node1 \

| Resource Migration to node2 (5s) \

ZALBf# (CEQ/CTO) - 2
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L
VM 2 i (10.30.0.11, 10.30.0.12) Internal Network

Pacemaker 2.1+ + Corosync 3+
Resource Agent: ocf:heartbeat:IPaddr2, systemd

712 ofld| — E2{AH 7=

# LZ VMO
sudo apt install -y pacemaker pcs corosync

# hacluster ALEXH|ZHS
sudo passwd hacluster

# LZO0|M pcsd AlE
sudo systemctl enable --now pcsd

# o%Z (nodel) OM QIZ + S2{AE MY
sudo pcs host auth nodel node2 -u hacluster -p PASS
sudo pcs cluster setup labcluster nodel node2 --start --enable

# 2E{AE MY
sudo pcs status
# Online: [ nodel node2 ]

22 oIx| ® — Floating IP X}

sudo pcs resource create vip ocf:heartbeat:IPaddr2 \
ip=10.30.0.100 \
cidr _netmask=24 \
op monitor interval=10s

sudo pcs status # vip 7t nodel A A &
# nodel standby - vipZtnode2 £0|F
sudo pcs node standby nodel

sudo pcs status # vip 7t node2

# CHA EY
sudo pcs node unstandby nodel

28 0|8 @ — systemd AMH|A HYL2H
# nginx & SYAE XRACE

sudo pcs resource create webserver systemd:nginx \
op monitor interval=10s timeout=30s

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 3
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# vip + webserver J7| (Z2 LE0|A S&)
sudo pcs constraint colocation add webserver with vip INFINITY

# AZE &M (vip A — webserver)
sudo pcs constraint order vip then webserver

2 0|8 @ — 2-node quorum 4H

2-node E2{AE = quorum O] 0{2{Z (1/2 =no quorum). 48 ER:

# /etc/corosync/corosync.conf

quorum {
provider: corosync_votequorum
two _node: 1 # 2-node ZE (AOMF2 otZo0| Xt kM Z)
wait for all: 1 # 7| MZFA| $E Ot 20Ok A Z}

}

S8 0|d| @ — STONITH (Split-brain Xx])

# C{0| STONITH (AM&2, Y2 IPMI/iL0 S T HA)

sudo pcs property set stonith-enabled=false # &&2H|2M

= o

rlo

# 2SS M HY (o : IPMI)
sudo pcs stonith create fence nodel fence ipmilan \
ipaddr=10.30.0.111 login=admin passwd=admin \
pcmk host list=nodel pcmk host check=static-list

S8 OlHl ® — Al =N - R}

# Xl O (vip + nginx &H|)
sudo pcs resource group add webgroup vip webserver

# S|X| M= (7}55H nodel)
sudo pcs constraint location vip prefers nodel=50

# X2l PLIE HIE
sudo pcs resource update webserver op monitor interval=5s

2 ol

[ -

1. pcs status = = =/AH H=0f|
2. Split-brain = &% Ct master — & o= D= =t — [H|0|E] &4

3. STONITH = &% &UACtD T H o1 2| FX
=

4. two node: 132™ quorum £

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4
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ol

. Keepalived (lab13)=2Ct S&sHX| 2t CHFst XH EFY X

AH BhLts 9

el

& AMI{ — pcs host auth CHA|
X

-

Xt A|ZH Ot =l — pes status failed actions + journalctl -u pacemaker
Split-brain = HE|3 22| A (corosync HE[FHAE)
STONITH H|Z Z1 - 2¥2 271 STONITH

(=)
2%

3-node H%E (B4 quorum)

22|l corosync ring 2 7li (0|53}

X HALZ2 crm resource --cleanup &
DRBD + Pacemaker = 3% AE2|X| gl= HA

© 2026 GenAl Labs - ZAt 2#h4=%1 (CEO/CTO) - 5
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%|= Z 1} 3lH (Reference)

2 MG 2Z A Y O Z Of4tE/= CHAIZE/UI 0fA].
root@nodel:~# pcs status
Cluster Summary:
Last updated: Sat Jun 1 14:20:00

Current DC: nodel (version pacemaker-2.1.4) -- partition with quorum
Nodes: 2 (configured)

Resources: 2 instances

Node List:

Online: [ nodel node2 ]
Active Resources:

(ocf:heartbeat:IPaddr2): Started nodel

(systemd:nginx): Started nodel
PCSD Status:

nodel: Online
node2: Online

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled
pcsd: active/enabled

© 2026 GenAl Labs - ZHA} 231 (CEO/CTO) - 6
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HE_ 4% N

04_corosync_two_node.conf

# M&#18 @ — corosync.conf 2 quorum =2 IH%|
# 9IXl: /etc/corosync/corosync.conf 9| 7|Z quorum { ... } EE20l2Z WA

quorum {
provider: corosync_votequorum

# 2-node EE — MO 2HZ0| quorum 1 2 Kb 7h4 2
two node: 1

# X7 HE|A| 22 C} MOJOF A|ZF (split-start HX|)
wait _for_all: 1

# last_man_standing: =E7}3lLIS HO{M T OFX|L7HA| 0Pt 20| quorum RX|

# last man_standing: 1
# last man standing window: 10000

© 2026 GenAl Labs - ZHAt 2% (CEQ/CTO) - 7
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HANDS-ON LAB

AlS #19
Prometheus + Grafana + Node
Exporter 2= A

IT U2} OF7 [ElX 24

Hands-on Labs - 20 A|LI2|2

GenAl Labs

dAr ko1 - CEO/CTO
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Al
=H

>

=
=

12

o Pull A HEZ| £& (Prometheus — exporter)

e Node Exporter: 0S HEZ! (CPU-Mem - Disk-NW)
e Grafana: CHA|EE A[Zt3}

e AlertManager: 7| Zof &l

e PromQL7|Z

ol7|=X 114 (Topology)

‘3 VirtualBox 7.0 - interface chrome v & X

Lab #19: Network Topology

EE lab-vm-mon I lab-vm-tgt
192.168.56.10 Two Ubuntu VM 192.168.56.11
Prometheus scrapes metrics (15s interval) |

Prometheus
:9090

:3000 :9100 Network

’
=
Grafana node_exporter E ﬂ Host-Only node_exporter
\
&

q . lab-vm-tgt
Grafana ‘Node Exporter Full' dashboard 192.168.56.11

CPU Mem Disk

Opens http://192.168.56.10:3000
AN

lab-vm-mon Host Browser
192.168.56.10

B 0Pr A0 E @0 vidualzs

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,
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.
2f

=
=

AT
(=]

B

VM 2 CH: mon (192.168.56.10) + tgt (192.168.56.11)
Prometheus 2.50+, Grafana 10+, node_exporter 1.7+

712 ol =l

# Target % (192.168.56.11) — node _exporter

wget https://github.com/prometheus/node exporter/releases/download/v1.7.0/

node exporter-1.7.0.linux-amd64.tar.gz
tar xzf node_exporter-*.tar.gz

sudo cp node exporter-*/node_exporter /usr/local/bin/

sudo useradd --no-create-home --shell /bin/false prometheus
sudo tee /etc/systemd/system/node exporter.service <<EOF

[Unit]

Description=Node Exporter
After=network.target

[Service]

User=prometheus
ExecStart=/usr/local/bin/node_exporter
[Install]

WantedBy=multi-user.target

EOF

sudo systemctl enable --now node exporter

# A5

curl http://192.168.56.11:9100/metrics | head

# Monitor & (192.168.56.10) — Prometheus

wget https://github.com/prometheus/prometheus/releases/download/v2.50.0/

prometheus-2.50.0.1linux-amd64.tar.gz
tar xzf prometheus-*.tar.gz

# /etc/prometheus/prometheus.yml
global:
scrape interval: 15s
scrape configs:
- job name: 'node’
static_configs:
- targets:
- '192.168.56.10:9100'
- '192.168.56.11:9100'

# AZE
./prometheus --config.file=prometheus.yml

# http://192.168.56.10:9090 - Status - Targets - UP

# Grafana

curl -s https://packages.grafana.com/gpg.key | sudo apt-key add -

© 2026 GenAl Labs - ZAL 8t4=31 (CEQ/CTO)
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sudo apt install -y grafana
sudo systemctl enable --now grafana-server
# http://192.168.56.10:3000 (admin/admin)

S oIHl @ — PromQL

# CPU AI2E (5 2 &)
100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}[5m])) * 100)

# HEZ| ALSE
(node_memory MemTotal bytes - node memory MemAvailable bytes) /
node memory MemTotal bytes * 100

# CIAT AIRE
(node filesystem size bytes - node filesystem avail bytes) /
node filesystem size bytes * 100

# HEQIRX (52 Hz Mbps)
rate(node network receive bytes total[5m]) * 8 / 1024 / 1024

22 0|H| @ — Grafana LHA|EE

Grafana - Dashboards - Import - 1860 (Node Exporter Full)
- Prometheus data source ME{— Import

CPU/Mem/Disk/NW 70+ T2 $t tHoj.

22 o|d| 3 — AlertManager

# prometheus.yml
rule files:
- /etc/prometheus/alerts.yml

# alerts.yml
groups:
- name: node
rules:
- alert: HighCPU

expr: 100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}
[5m])) * 100) > 85

for: 5m

annotations:

summary: "{{ $labels.instance }} CPU 85% Zxit5&"

- alert: InstanceDown
expr: up ==

© 2026 GenAl Labs - ZHAt 2% (CEOQ/CTO) - 4
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for: 2m
annotations:

summary: "{{ $labels.instance }} CI22&"

28 0f|"| @ — service_discovery (B& —» SH)

# OFY 7|8FSD
scrape_configs:
- job_name: 'node'
file sd configs:
- files: ['/etc/prometheus/targets/*.json']
refresh _interval: 30s

// /etc/prometheus/targets/node.json

[
{"targets": ["192.168.56.10:9100", "192.168.56.11:9100"],

"labels": {"env": "lab"}}

[ B

1. Pull vs Push (Push = statsd) — Prometheus = pull
2.scrape_interval 15s=2F &

3.PromQL “rate()” =7I2EE XY HIEZ

4. labels 7t 2F & - HE{Q| M4 (env, region, role)

5. Grafana 1860 CHA| 2 E = 95% #|0| A F4{H

ApE b= 2F

e Target DOWN — 22} (9100, 9090) E£= node_exporter 53
e PromQL £ H|0{QUS — label BH%E ({instance="X"})
e Grafana H|0|E{ @S — Data source URL http://prometheus:9090 (Docker & )

El
=

of

(=)
e

o ot

e 2RISPVC+E7| EH (Cortex-Thanos)
2 Slack/PagerDuty €13

e Service Discovery: K8s-Consul-AWS EC2 Xt&
o O EAM: AA302 (90 HE)

© 2026 GenAl Labs - ZAt 2#h4=%1 (CEO/CTO) - 5
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%|= Z 1} 3lH (Reference)

B AL Z A HQ 1O Z QA= E///(/_"EE/U/ OffA].

=25 = A=
I3 Node Exporter Full X + Y = X
Q # w » 0O &

« C A http://192.168.56.10:3000/d/node-exporter

49 88 Node Exporter Full v <

SWAP Used: Root FS Used: CPU Cores:

Sys Load (Sm avg): RAM Used

1.85 -7.8 GB 12.5G68/40GB 4

CPU Basic Memory Basic

Network Traffic Basic

Disk Space Used Basic

C' Auto-ref

© 2026 GenAl Labs - ZHA} 231 (CEO/CTO) - 6
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HE_ 4% N

01_node_exporter.service

[Unit]
Description=Node Exporter
After=network.target

[Service]

User=prometheus

Group=prometheus
ExecStart=/usr/local/bin/node exporter
Restart=always

RestartSec=3

[Install]
WantedBy=multi-user.target

01_prometheus.service

[Unit]
Description=Prometheus
After=network.target

[Service]

User=prometheus

Group=prometheus

ExecStart=/usr/local/bin/prometheus \
--config.file=/etc/prometheus/prometheus.yml \
--storage.tsdb.path=/var/lib/prometheus \
--web.console.templates=/etc/prometheus/consoles \
--web.console.libraries=/etc/prometheus/console libraries \
--web.enable-lifecycle

ExecReload=/bin/kill -HUP $MAINPID

Restart=always

RestartSec=3

[Install]
WantedBy=multi-user.target

01_prometheus.yml

# M&#19 @O — Prometheus 7|2 MF (TH H{Al)
global:

scrape_interval: 15s

evaluation interval: 15s

scrape _configs:

© 2026 GenAl Labs - ZHAt 2% (CEQ/CTO) - 7
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.
2f

=
=

AT
(=)

- job _name: 'prometheus'’
static_configs:
- targets: ['localhost:9090']

- job name: 'node'
static_configs:
- targets: ['localhost:9100']

02_grafana_dashboard_provider.yml

# H&#19 @ - Grafana dashboard provisioning

# /var/lib/grafana/dashboards/ Oz JSON £ At= import
apiVersion: 1

providers:

- name: lab
orgld: 1
folder: Lab
type: file
disableDeletion: false
updateIntervalSeconds: 30
allowUilUpdates: true
options:

path: /var/lib/grafana/dashboards

02_grafana_datasource.yml

# M&#19 @ - Grafana data source provisioning
apiVersion: 1

datasources:
- name: Prometheus
type: prometheus
access: proxy
url: http://localhost:9090
isDefault: true
editable: true

03_alertmanager.service

[Unit]
Description=Alertmanager
After=network.target

[Service]

User=prometheus

Group=prometheus

ExecStart=/usr/local/bin/alertmanager \
--config.file=/etc/alertmanager/alertmanager.yml \

© 2026 GenAl Labs - ZHAt Bl (CEO/CTO)
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.
2f

=
=

AT
(=)

--storage.path=/var/lib/alertmanager
Restart=always
RestartSec=3

[Install]
WantedBy=multi-user.target

03_alertmanager.yml

# A& #19 @ — Alertmanager 2tRE + MK
# 2 M&2webhook 1742t 2F receivers Of slack/email/pagerduty *7t.
global:
resolve timeout: 5m
route:
receiver: 'default'
group by: ['alertname', 'instance']
group wait: 10s
group_interval: 1m
repeat interval: 1h
receivers:

- name: 'default'
webhook configs:
- url: 'http://127.0.0.1:5001/"
send resolved: true

# I oAl (slack Z=7I)
# - name: 'slack-ops'
slack configs:

- api_url: 'https://hooks.slack.com/services/T000/BO0O/XXXX"

#

#

# channel: '#ops-alerts'
# send resolved: true

inhibit rules:
- source match:
severity: ‘'critical’
target match:
severity: 'warning'
equal: ['alertname', 'instance']

03_alerts.yml

# HE#19 @ - LYUE
groups:
- name: node
rules:
- alert: HighCPU

expr: 100 - (avg by (instance) (rate(node cpu seconds total{mode="idle"}

© 2026 GenAl Labs - ZHAt B3 (CEO/CTO) - 9
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[2m])) * 100) > 80
for: 1m
labels:
severity: warning
annotations:
summary: "{{ $labels.instance }} CPU 80% 1:& Xu}"

description: "SI AMEE: {{ $value | printf \"%.1f\" }}%"

- alert: InstanceDown
expr: up ==
for: 2m
labels:
severity: critical
annotations:

summary: "{{ $labels.instance }} Ct222"

- alert: HighMemory
expr: (node memory MemTotal bytes - node memory MemAvailable bytes) /
node memory MemTotal bytes * 100 > 85
for: 5m
labels:
severity: warning
annotations:

summary: "{{ $labels.instance }} MIZ22|85% Xut5&"

- alert: DiskFullSoon
expr: predict linear(node filesystem avail bytes{mountpoint="/"}[1h],
4*¥3600) < 0
for: 30m
labels:
severity: warning
annotations:

summary: "{{ $labels.instance }} / CIA3 4 A|Zt Qt0|| 7t E Of| A"

03_prometheus_with_alerts.yml

# A& #19 ® — Prometheus + Alertmanager ¥Z&
global:

scrape_interval: 15s

evaluation interval: 15s

alerting:
alertmanagers:
- static configs:
- targets: ['localhost:9093"']

rule files:
- /etc/prometheus/alerts.yml

scrape_configs:
- job name: 'prometheus'

© 2026 GenAl Labs - ZHAt 2431 (CEO/CTO) - 10
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static_configs:
- targets: ['localhost:9090']

- job name: 'node'
static configs:
- targets: ['localhost:9100']

- job name: ‘'alertmanager'
static configs:
- targets: ['localhost:9093']

04_prometheus_multitarget.yml

# A& #19 @ — file sd + relabel CH=ER
global:

scrape_interval: 15s

evaluation interval: 15s

alerting:
alertmanagers:
- static configs:
- targets: ['localhost:9093"']

rule files:
- /etc/prometheus/alerts.yml

scrape configs:
- job name: ‘'prometheus'’
static_configs:
- targets: ['localhost:9090']

- job _name: 'node'
file sd configs:
- files:

- '/etc/prometheus/targets/*.json'’

refresh interval: 30s
relabel configs:

# instance 2M#S "host:port" - "host"
- source labels: [ address ]
regex: '([":]+): !
target label: host
replacement: '${1}'
# env 2PH0| H|0| Y2H unknown 22
- source labels: [env]
regex: "'
target label: env
replacement: unknown

- job name: ‘'alertmanager'
static configs:
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TFEA]

— 10

- targets: ['localhost:9093']

04_targets_node.json
[

{
"targets": ["127.0.0.1:9100"],
"labels": {
"env": "lab",
"role": "monitor",
"region": "kr-cen-1"
}
}

]

© 2026 GenAl Labs - ZHAt Et%¥ (CEO/CTO) -
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HANDS-ON LAB

A5 #20
Wazuh SIEM-HIDS-EDR Sg 2|

ITel=2} o7 &l A

Hands-on Labs - 20 A|LI2|2

GenAl Labs

AEtd - CEO/CTO
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A
s =N

e Wazuh manager + agents 7%

e FIM (File Integrity Monitoring) It =X ZIX|

e SCA (Security Configuration Assessment) CIS #IX|O0}=3
e MITREATT&CK O{Z + &l

o X|oFM ZX| (CVE DH)

ol7|=X 114 (Topology)

Host Browser (https://192.168.56.10)

Host Computer

Wazuh-Dashboard L|arma

Wazuh Dashboard
Pon 443
Agent Count
Host-Only Network ™\
(vboxnet0)

Filebeat Wazuh- Wazuh

Indexer Dashboard Alens

Heatmap

lab-vm-mgr
(192.168.56.10)

File Integrity (FIM) File Integrity (FIM)
System Logs System Logs
Vulnerability Detections Vulnerability Detections
MITRE ATT&CK Rules MITRE ATT&CK Rules

lab-vm-ag1 lab-vm-ag2
(192.168.56.11) (192.168.56.12)

Pl EEZXE H2[of T2 HEfZ OF2f &S XYY,
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E3t 7t

o H -

%2

B

VM 3 CH: mgr (.10) + agl (.11) + ag2 (.12)
Wazuh 4.7 (manager + indexer + dashboard)

712 of|"| — manager %]

# manager (192.168.56.10)
curl -s0 https://packages.wazuh.com/4.7/wazuh-install.sh
sudo bash wazuh-install.sh --all-in-one

# o152 3 —HYHS 5
# https://192.168.56.10/ (admin/MAE HLHS)

# agent (192.168.56.11, .12)
curl -s0 https://packages.wazuh.com/4.7/wazuh-install.sh

sudo WAZUH MANAGER='192.168.56.10' bash wazuh-install.sh --wazuh-agent

sudo systemctl enable --now wazuh-agent
# manager Of|A] =l

sudo /var/ossec/bin/agent control -1
# ID: 001, Name: agl, IP: 192.168.56.11, Status: Active

0Hd®—FIM (It 224H

<!-- /var/ossec/etc/ossec.conf (agent &) -->
<syscheck>

<directories check all="yes" realtime="yes">/etc</directories>
<directories check all="yes" realtime="yes">/usr/bin</directories>

<directories check all="yes">/var/www/html</directories>
</syscheck>

sudo systemctl restart wazuh-agent
# HX EHAE

sudo echo "BAD" >> /etc/passwd

# Wazuh CHA|2E — Security events - File integrity changes
# 5 ofof 3t el

22 68 @ — SCA (CIS #Hix|ot3)

CHAI2E — Modules - Security configuration assessment
- Ubuntu 22.04 LTS Benchmark Ats A&
- Pass/Fail &59H H4&+ A0 TK|
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E3F 2HH)

28 of|d| @ — Active Response (XIS XtEt)

<!-- manager % ossec.conf -->

<active-response>
<command>firewall-drop</command>
<location>local</location>
<rules id>5712</rules id> <!l-- SSH brute force -->
<timeout>600</timeout>

</active-response>

SSH 22Xt tf ) ZHX| — X}S nftables drop 10 £.

22 0f|8| @ — Custom rule

<l-- /var/ossec/etc/rules/local rules.xml -->
<group name="local, custom, ">
<rule id="100001" level="10">
<if sid>5712</if sid>
<description>SSH brute force from $(srcip)</description>
<mitre>
<id>T1110</id> <!-- Brute Force -->
</mitre>
</rule>
</group>

2 0f|H| ® — Vulnerability detection

CHA|2E — Modules - Vulnerabilities
- NVD G|O|E{H|O|A S 7|5}

- AX|E m7[X] vs CVE OfE

-» Critical / High / Medium &%

2H ZolE

1. FIM realtime = inotify &8 SA| ZX|
2. MITRE ATT&CK O{Z0| 2 SOC | =

3. Active Response £ 22 Xt O S (217 4 E )
4

FIOF XHS N = 451X 220 B

-v-

5. Wazuh = OSSEC fork + $CH3} (CHA| 2 E - Q1EA])

A QL= 2F

e agent Disconnected = 15141515 X E X}t
o QAHUMLAIE->ZISME=C23 Y
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CHAIEE =&l —» JVM & B (/etc/wazuh-indexer/jvm.options)

Mo
of
iU

—
(]
[0 M

Q
0Q
0]

n H H* 22| (/var/ossec/etc/shared/)
QM H230~90 &
H (Threat Intel) &

SOP 2+ A4l (Runbook AH=3})

Hu

ie]
(ST

d0 Hr
o0 m Iz

ox T

>~
Rl
|
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%|= Z 1} 3lH (Reference)

=2 AE 2T A 2 2O Z 04 E[= CHAIZ = /Ul OffA].

Wazuh - Security events

wazuh. ~

Wazuh 4.7 Security Dashboard

Total alerts: ( Critical: Medium:

Alert evolution

MITRE ATTECK heatmap

Execution (T1059) Persistence (T1098) tion (T1068) Credential Access (T1110) ery (T1018)

Agent status Recent alerts

sshd: Multiple failures 1—Ri 712 — MITRE T1110
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BE 43I

03_ossec_syscheck.xml

<l-- A&#20 @ — agent & syscheck ZFJtC[AEZ] -->

<!-- AAZH(inotify) ZAl: HAZH5 X 0| alert -->

<directories check all="yes" realtime="yes">/var/www/html-lab</directories>
<directories check all="yes" realtime="yes">/tmp/lab-suspicious</directories>
<directories check all="yes">/etc/lab-fim-canary</directories>

<l-- BAZ AN T - ->
<ignore>/etc/mtab</ignore>
<ignore>/etc/hosts.deny</ignore>

<ignore type="sregex">.log$|.swp$</ignore>

04_local_rules.xml

<l-- A&#20 ® — Custom rules + MITRE ATT&CK OHE -->
<group name="local, custom, ">

<!-- SSH brute force OfMITRE T1110 OHE -->
<rule id="100001" level="10">
<if sid>5712</if sid>
<description>SSH brute force from $(srcip)</description>
<mitre>
<id>T1110</id>
</mitre>
</rule>

<!-- /etc/passwd HZ -->
<rule id="100002" level="12">
<if sid>550</if sid>
<match>/etc/passwd</match>
<description>Critical: /etc/passwd modified</description>
<mitre>
<id>T1098</id>
</mitre>
</rule>

<!-- web root ¥HZE (defacement 2&) -->
<rule id="100003" level="10">
<if sid>550,554</if sid>
<match>/var/www/html</match>
<description>Web defacement candidate: $(file) changed</description>
<mitre>
<id>T1491.001</id>
</mitre>
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</rule>

</group>

04_vulnerability_detector.xml

<!-- A& #20 @ — Vulnerability Detector (Wazuh 4.7) -->
<vulnerability-detector>
<enabled>yes</enabled>
<interval>5m</interval>
<min_full scan_interval>6h</min_ full scan interval>
<run_on_start>yes</run on start>

<!-- Ubuntu CVE feed -->
<provider name="canonical">
<enabled>yes</enabled>

<0s>jammy</o0s> <!--22.04 LTS -->

<os>focal</os> <l-- 20.04 LTS -->

<update interval>lh</update interval>
</provider>

<!-- NVD (REIHZ|X]) -->
<provider name="nvd">
<enabled>yes</enabled>
<update from year>2020</update from year>
<update interval>lh</update interval>
</provider>
</vulnerability-detector>
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