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IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

&5 1970 — #2//0/4 710/ = (2071 -> 1974

=70 - [B=17720 () — 22l AlZhL
o

- [AE] 47 ( ) — ALo] EE=

A ELEE Sg)

K Y A — TA Q2 ZE T3 - [ 57 (7~ /) — Day 2-Day 3 12 48 — 2%-NW-HA-LB-E29t 154 - [Atx] 371

[

=
(m]
(m

A

[E]— 771 - & T 1~2A[2E [£f10] — 374 - 2t S

1. VirtualBox VM + SSH 11. iperf3 + tc CHEZ/X|H /&4

2. Nginx Reverse Proxy 12. PostgreSQL pgbench + £

3. Docker run nginx + 222X 13. Docker + cAdvisor + cgroup

4. ~~htop/free/df~~ > #90|| &} (Xt ZLIE{Z 8F) [MEH] — 471 - AJL|O] E=H

5. ssh-keygen =7ii7| 215 17. mdadm RAID-5 + C|A 3 Eof-rebuild

6. curl + dig HTTP/DNS 18. Pacemaker + Corosync 2-node HA

7. tar/gzip/rsync %% 7|= 19. Prometheus + Grafana + Node Exporter

8. mtr/traceroute/ping + ss-tcpdump HE= Tt 20. Wazuh SIEM-HIDS-EDR

[AZE] — 571 - X = 3~4A|2t 4¢ 3hA AN IR 2E

9. Xl LL|E{™ 8F (htop-top-free-df-du-vmstat-iostat-sar-dstat) e VirtualBox 7.x - VMware Workstation Pro 17.x (72! =)
10. Wireshark TCP 3-way handshake e Ubuntu Server 24.04 LTS - Wireshark - GNS3 (t)
11. HAProxy L7 LB + Failover « AE: 16GB RAM ¥% - VM: 2 vCPU / 4GB / 40GB

12. Keepalived VRRPv3 HA VIP

13. nftables (+iptables =2}) + fail2ban + nmap
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #2 — Nginx Reverse Proxy — 21Z3-AlLI2[2

o Reverse Proxy SZ! 22| O|df
e Nginx 28 It ( proxy_pass -8 TE) 2
o HHOIC 1CH + Nginx 1CH XA FAHOZ L7 TEA] O|H

K3

e VirtualBox + Ubuntu Server 24.04 (& #10{|A 2= VM)
e Nginx ( apt install nginx )
e Python http.server (22= mock, 7|2 LHZ)
e curl (d3)
= AL2[@ (2 158)
# 1) Nginx Az + A&

sudo apt update && sudo apt install -y nginx
sudo systemctl status nginx # active (running) 29I

—

# 2) Wle o7 (T2 E0|E)
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

& #2 — Nginx Reverse Proxy — Z4]-olf&
Q A FOIE (5_._)

AL

1. proxy_pass http://127.0.0.1:3000 — Nginx7} 80 > HHAI= 300022 &<

2. Host 8l — Nginx7t 22 HostE SAlE0]| ME (CHE Q! Al EHA)

3. X-Real-IP [/ X-Forwarded-For — SIET} A% Z2f0/1E [P = UA|

4. nginx -t —reload ™ syntax 43 (Y 24 &2

5. access.log — 8080 S0{2 2= 28 7|5 (EAM.C|HZ)

22 (eZMo| stse 33)

e L7 TEA| = HTTP 3lIC{E H1 3}2&I5t= & (vs L4S IP-EE)

o HHOI= 10 > Of2{ CHE SZ I ( upstream =) AIHAEAH| 2EMBM Tt 2 (AE #12 HAProxy £ =)

o 24 Nginx AH9| 7|& 1fed 4= (proxy_pass-8ilE 35-access_log) &t

© 2ol (o 52)

o O HAIEE 127.0.0.1 O2FHIRIE? > IR 23 EZ XITH Nginx2h S5HA| (£t + &2 22)

e proxy_pass 2| £2iA| K27t URI rewritedl] & (0l: proxy_pass http://backend/ vs proxy_pass http://backend )
o 2Y0|M X3 OHLH= 502 Bad Gateway = 2HQll= CH2/EFRIOFR - access.log + error.log 20| EOf

o CIS &4& #12 HAProxy 2 &% AL upstream backend { server 127.0.0.1:3000; server 127.0.0.1:3001; } StEZLB
B XE o 2F

e nginx: [emerg] - nginx -t 2 syntax &l

o 502 > HHAI= AORRILt ( curl http://127.0.0.1:3000 )

e 403 - SELinux &= C|HER| ATt

e ports.conf E= - sudo ss -tlnp | grep :80

© 2026 HOLO|-MA (GenAl Labs) - ZHAL Eh434 5/61



IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Nginx Reverse Proxy — Expected Output

% sudo cat /etc/nginx/sites-available/lab-proxy $ curl -v http://192.168.56.10/ 2>&1 | head -20
server { Trying 192.168.56.10:80...
Lis Connected to 192.168.56.10 (192.168.56.10) port 80
server_name _; GET / HTTP/1.1
location / { Host: 192.168.56.10
pr s http://127.0.0.1:3000; User-Agent: curl/7.81.0
- r Host \$host; Mark bundle as not supporting multiuse
der X-Real-IP \$remote_addr;
ider X-Forwarded-For HTTP/1.1 200 OK
\$proxy_add_x_forwarded_for; Server: nginx/1.24.0 (Ubuntu)
proxy_set_header X-Forwarded-Proto \$scheme; Date: Sat, 31 May 2026 14:22:08 GMT
Content-Type: text/html
s_log /var/log/nginx/lab-proxy.access.log; Connection: keep-alive

/var/log/nginx/lab-proxy.error.log;
<!DOCTYPE html><html><body><h1>Backend OK</h1>

</body></html>

$ sudo tail -1 /var/log/nginx/lab-proxy.access.log - Ee
192.168.56.1 - - [31/May/2026:14:22:08 +0900] "GET / HTTP/1.1" 20071024 "-" "curl/7.81.0"

&5 #2 — Nginx Reverse Proxy



IT el2} of7|&llA MA| - Session 20 - &5 2& (Hands-on Labs - 20 A[LIE2|2)

&5 #1— VirtualBox VM BtZ11 SSH &% — 21Z-A|LIE[L2
=5

e VirtualBoxZ Zz|El Linux 83 TH=7|

o JFE 7]XQ! SSH £l H 2|57

o NAT vs Bridge vs Host-Only O{&E] O|sH

N

e VirtualBox 7.x (virtualbox.org/wiki/Downloads)
e Ubuntu Server 24.04 LTS ISO (releases.ubuntu.com)
e OpenSSH (Ubuntu 7|& &
= ALi2|R (2 153)
# 1) VirtualBox UIO|A VM AHAM
# Name: lab-vm-01 / Type: Linux / Ubuntu 64-bit
# Memory: 4096 MB / CPU: 2 / Disk: 40 GB VDI
# 2) Settings - Network

# Adapter 1: NAT (28 olEul)
# Adapter 2: Host-Only (vboxnetO, 192.168.56.0/24)

7161



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

AlE #1— VirtualBox VM B85 SSH &£ — 2AM.off A

O 2™ ERIE

1. NAT vs Host-Only — NAT= 2|2 2IE{Hl Host-Only= @AE VM ALY

N

. Adapter 2 (192.168.56.10) — 118 AtA IP2} SSH 2Hd

w

. sshd &E} — systemctl status ssh 7t active (running)

N

. R H% M fingerprint — ~/.ssh/known_hosts Of =7}

9

VBoxManage listvms — CLIZ= VM 22| 7t

o VM =ZAE 2|0f|M So7t= He|E ARE — YN =AE TFH
o SSH = &4 2¥9| 7|2 — & =5 59| TIH

e Host-Only O{HE| = M& BE — P IF + Q[ Kfch

& ZALSiM (2458

o HER3 {RHE] 45: NAT / NAT Network / Bridged / Host-Only / Internal — &<
e ~/.ssh/known_hosts HZ& A| > ssh-keygen -R 192.168.56.10

o CI2 A& #5 ssh-keygenQZ H|UHT X T 2zt

» VBoxManage = GUI §10| CI/CDOl|X VM X33} 7t

B AF Qs 2F

e Connection refused -> sshd O|&& or LE XIEH ( sudo ufw status )

e Host key verification failed - ssh-keygen -R <ip>

e 192.168.56.10 T2 X - Host-Only G{E{E{ 0|37t

o OFRATFVMO| 28l - Right-Ctrl 7|2 si{A|

© 2026 MIOLo|HA (GenAl Labs) - ZHAL Bf=od

NAT + Host-Only

xe BE
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IT Ql2} O}F|EllX MA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LIE2[2)

VirtualBox VM + SSH — Expected Output

host$ ssh 1ab@192.168.56.10 1:~$% sudo systemctl status ssh

+ The authenticity of host 192.168.56.10 ssh.service - OpenBSD Secure Shell server
(192.168.56.10) cant be established. Active:

+ ED25519 key fingerprint is SHA256:alb2c3... Main PID: 842 (sshd)

- Are you sure you want to continue Tasks: 1 (limit: 4554)
connectig (yes/no)? yes Memory: 5.1M

* Warning: Permanently added 192.168.56.10 CPU: 12ms
(ED25519) to the list of known hosts.

+ 1lab@192.168.56.10s password: ssss- :~$ ip addr show enp@s8

- Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 3: enp@s8: <BROADCAST,MULTICAST,UP,LOWER_UP>
5.15.0-101-generic x86_64) mtu 1500

+ Last login: Sat May 31 14:22:08 2026 inet 192.168.56.10/24 brd 192.168.56.255

)- :~$ uname -a scope global
L1nux lab-vm-01 5.15.0-101-generic #111-
Ubuntu SMP x86_64 GNU/Linux

Az #1— VirtualBox VM BH=1 SSH &=



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #3 — Docker 3t 52 8l AH| & RL7| — 21H-A|LIE[2
=x

e Docker ¢t EZ E AH =[27| (2= EX| 0X)

o ZiE[O|L] = Ha|El TZM|A I O[]

e IE O ( -p 80:80 ), HWHO2RE ( -d )

N

e Docker Engine (get.docker.com 23 ZE)

, O|& ( --name )

e O|0JX|: nginx (Docker Hub)
e curl (&43)

= ALj2|2 (2F 108)

# 1) Docker Az (& &)

curl -fsSL https://get.docker.com | sudo sh
sudo usermod -aG docker $USER

newgrp docker # = MZ19l

# 2) nginx ZEHO|H T =EE 27|
docker run -d --name web -p 80:80 nginx
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

S #3 — Docker 3t 5= g At & L7] — 24]-of &

1. -d —detach (#O2IRE) / gICH XOZIRE

2. -p 80:80 —IAE IXE : #H|O|| ZE

3. --name web — O|= HHO|A ID CHLI O|F AtE

4. o|o|X| XF= pull — X2 Docker HubOl|A CH2

5. docker exec -it — &O[Rl= ZH|O[H 2t = SSH-like £
Zz2

o ZEHO|H =182 == ZHE| ZEANA

o O|O|X| = "ARHAF ZHH|O|L] = "1 AMHAFO| Aol QIARAA
e 2 0SS2| 90%+= Docker ¢t ZE2 A|H 7}5 — a5 71

© 2ol (2 58)
e VMt Xt0]: VM = HE {4 (= GB) - ZEH|O|H = SAE {4 3§ (= MB)
o ZIE|0|L] &H2| = Linux namespace (PID-NET-MNT &) + cgroup (CPU-Mem A|&t)
o Docker Hub vs Private Registry (XIA| O|O|X| £33
o CI2 A& #15001M cgroup $Hx + cAdvisorZ 2| A4S
B X s 2F
e permission denied - docker & F7|+ newgrp docker
e port is already allocated - sudo ss -tlnp | grep :80 - 7|& nginx X

e Cannot connect to the Docker daemon - sudo systemctl start docker

e docker: command not found - AX| A3ZIE CIA|

© 2026 HOIO|ZA (GenAl Labs) - ZA} B4 11/61



IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

Docker run nginx — Expected Output

’ 5 & http:/flocalhost
locker run -d ——name web -p 80:80 nginx

- Unable to find image nginx:latest locally C O http:/flocalhost
- latest: Pulling from library/nginx
- 5af@@eab9784: Pull complete
- 5af@0eab9784: Pull complete

* Digest: sha256:bcSeacsearc581aeda3908b4b1707ebba If you see this page, the nginx web server is successfully installed
230de2f27d47767129a6a905¢c841470 and working.

- Status: Downloaded newer image for nginx:latest

.- 5f3a8blc4d2e7e9f0a 5f3a8blcddd2e7e9f@a213a2 For online documentation and support please refer to nginx.org.
b ” Commercial support is available at nginx.com.

Welcome to nginx!

$ docker ps Thank you for using nginx.
CONTAINER ID IMAGE STATUS PORTS

NAMES

5f3a8blc4d2e nginx Up 12s 0.0.0.0:80->80/tcp

web

$ curl -I http://localhost

HTTP/1.1 200 OK

Server: nginx/1.27.4

Content-Type: text/html

A& #3 — Docker 2F E= &l AM{H E[R7]



IT el2} of7|&llA MA| - Session 20 - &5 2& (Hands-on Labs - 20 A[LIE2|2)

type: content slide: 7 title: & #5 — ssh-keygen &717| 1 1+ [E=] - 2H8-A|LIE|L key: s20-016-lab-ssh-keygen-setup
A& #5 — ssh-keygen + ssh-copy-id H/ZH S i= SSH — 21F-AlLt2/
<@

@ ==

o H|H §l0] SSH — 0t + HO[ SA| =

o 3717| vs 7HRI7| HICHE =3} 03|
e ~/.ssh/config HAO=E RH &=

K3

e ssh-keygen, ssh-copy-id, ssh (openssh-client 7|&)
o AL H#19| VM 1ab@192.168.56.10 &L
m AlLI2|2 (2F10:2)

# 1) 7| % MM (ED25519 — &1 =21 Q9tA)
ssh-keygen -t ed25519 -C "lab@$(hostname)"
# 7|2 A=ZE ~/.ssh/id_ed25519 / DA Z20|R= MEH

© 2026 HOLO|MA (GenAl Labs) - ZHAL Et43 13/61



IT QI2} OF7[EllX AHA| - Session 20 - & 23 (Hands-on Labs - 20 A[LIZ|2)

& #5 — ssh-keygen + ssh-copy-id H/Z#S o= SSH — 24]-3A

O, BH XQIE

2. -N "" —IjAIO|X QIS (MEE/ 2
3. authorized_keys #3t =600 (2 2/ sshd &)

4. fingerprint — 2 & Al known_hosts S5

5. ~/.ssh/config — 2% SSH HAlIo| aip

z=

« PasswordAuthentication no = 2& SSH| &

o 3W7| = "MH0|| 11 =L & 5= U= A=2["

o JHQIZ| = "HrCl LI7IX| gb= Ea[" — 24 A MR T Z

© ZAb o (2 58

e ssh-copy-id L& scp + cat >> authorized_keys

o Q17| K= Al: ssh-keygen -y -f 2 3717| MZ==F authorized_keys A
o LtE 7| &2 ~/.ssh/config 2| Host® IdentityFile

e 2FA Z3}. sshd PAM + Google Authenticator

B AEoLtE 2R

e Permission denied (publickey) -> authorized_keys #$hAQX}

e Bad permissions - chmod 700 ~/.ssh && chmod 600 ~/.ssh/*

e Agent admitted failure to sign - ssh-add ~/.ssh/id_ed25519

e known_hosts &= = ssh-keygen -R <ip>

© 2026 HIOLO|MA (GenAl Labs) - ZHAF 2h43 14 /61



IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

SSH Public Key Authentication — Lab Flow

Generate key pair on client:

ssh—-keygen -t ed25519
Copy public key to server:
ssh—copy-id lab@server

~/.ssh/fid_ed25519  ~/.ssh/id_ed25518!pub ~[.ssh/authorized_keys
(PRIVATE — never share) (PUBLIC — copy to server)

Subsequent SSH:

ssh lab@server
(no password)

Why? Asymmetric crypto — server holds public key, client proves possession of private key via challenge-response

A& #5 — ssh-keygen + ssh-copy-id H|Z# = = SSH
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

& #6 — curl + dig — HTTP-DNS 1A} C|H{Z — 215 -A|LI2[2
kS

o HTTP MEiZESIE A=

e DNSHIZE (A/ AAAA /[ MX /NS /TXT / PTR) =2

o 2 ZIof 1K} C|HZ =1 2/5]7

X ET

e curl (8.x)

e dig (aptinstall dnsutils)

e HIJA: nslookup, host, openssl s_client

= ALl2|2 (2F158)

# = HTTP C|HZ ===

#1) 8 olet

curl -I https://example.com

# HTTP/2 200 - content-type: text/html ...

#2) HM (TLS - ASM - 2|CtO|HE)
curl -v https://example.com 2>&1 | head -30
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IT QI2} OF7[EllX AHA| - Session 20 - & 23 (Hands-on Labs - 20 A[LIZ|2)

M& #6 — curl + dig — HTTP-DNS 14} CJHZ! — 2A1.544

O, BH XQIE

1. HTTP #EHZE — 2xx OK / 3xx redirect / 4xx client / 5xx server

2. curl -v Q] » =CIHOHE > =QH < =8¢

3. dig ANSWER MIM — Alx| 2|2 2}

4. time_namelookup vs time_connect — DNSZ TCP 22| &3

5. +trace — 7 M|A| DNS 2/A| ==

Zz2

o EOH Xt XITt = curl -I + dig +short

o DNS= 2% &0l 30% &2l — TTL-ZHA[- I} A[ZF OfsH B

e curl -w 2 3H A HAE EH b=

© ZAHeHA (2 55)

o HTTP/2 ZE|EAY (curl --http2)

e TLS 1.3 HEAN|O|= O-RTT

e DNS over HTTPS (DoH) — dig @1.1.1.1 +https

o CIZ A& #10 WiresharkZ TCP-TLS IHZ! G| 24

B XE o 2F

e dig: command not found - apt install dnsutils

e curl: (6) Could not resolve host - DNS &Il ( cat /etc/resolv.conf)
e curl: (35) SSL connect error - TLS QA [ A2t 57|} (NTP)

e dig SE SERVFAIL > DNSSEC ZZ Alj

© 2026 HOLO[A (GenAl Labs) - ZHAL Bt 17761



IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

HTTP / DNS Debug Lab

TOP: DNS Resolution dig example.com +short
— 03.184.216.34

Debug Toolkit:
A record J

Client - [etc/resolv.conf —> DNS Resolver Authoritative NS — A record - dig
(8.8.8.80r1.1.1.1) 93.184.216.34 - nslookup

- host
- curl -v

BOTTOM: HTTP Request curl -1 https://example.com - curl -
—> HTTP/2 200 OK Seurl

TCP 443 — HTTP/1.1 . - openssl
GET/ s_client
TLS Handshake

= HTTP/2 200
- server: ECS
* content-type: text/html

A& #6 — curl + dig — HTTP-DNS 1Af C|H{Z



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

&5 #7 — tar-gzip-rsync — Y- ZF2-21F A} — 2tE-AILIE[2
B2

o tar + gzip 2= TA| Eie
e rsync --link-dest £ & 4 (ot=2l3 EE)

o ZlH YA (rsync over SSH)

K3

e tar, gzip (7|2 LHZE)
e prsync (apt install rsync)
e cron (H7|YH AAIE)
m| L2 (2 158)
# = tar + gzip XA HY ===
# 1) A #HA (=)
sudo tar czf /tmp/etc-backup.tar.gz /etc/
#2) HE = (Y= EAl 241)

tar tzf /tmp/etc-backup.tar.gz | head -10
tar tzf /tmp/etc-backup.tar.gz | wc -1

© 2026 HOLO|™MA (GenAl Labs) - ZHAL 2h454 19 /61



IT 212} ofF[&|X] M| - Session 20 - & 23 (Hands-on Labs - 20 ALtZ|2)

A& #7 — tar-gzip-rsync — 442}

1. czf | xzf [ tzf — c(reate) / e(x)tract / list, z(gzip), f(ile)
-avP — a ZESM EZE/ v verbose/ P ZTId#E+resume
--link-dest — O[HZE OfU2 SIEZ S > C|AST HYF

=

/etc/ vs [etc — &M RF7trsync 21t CHS

S AN

. du -sh —3IER3 =0t HOFIRE
z2

o tar = I{7|d / rsync = S713}

o —-link-dest o EZ 2% & T Y
o A2 -e ssh B ZFMOFFIISIH E
& LA elid (2 58)

e —-link-dest E2| = Apple Time Machine S &4
o —delete M = 20| gl= TIU2 HAHUMT ALK
e -z (rsync) = H& & &=, M MM R

o CI2 A& #1701 mdadm RAID-52 &4 CHAN X|Q| 7t &kt
B XF Qs 2F

e rsync: failed to set times - H¥HEBEZ= (sudo)

o SolA| Bt > CAEE| S8 ( /src > /dst/src/)
e —-link-dest HECHZHZD QI

o tar: Removing leading / - 2t S&H(EHCHFEZ > Alh)

© 2026 HOLO[A (GenAl Labs) - ZHAF B8

217 BAf — ALY
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Backup Toolkit — tar + rsync

tar + gzip - Full Archive

Compression ratio: 5x
tar czf backup.tar.gz /etc

[etc/ backup.tar.gz
(4.2MB) (812KB compressed) rsync remote:

rsync -avP /src/
] user@host:/dst/
rsync —link-dest - Incremental Backup

Day 1: Day 2:

/backup/2026-05-30/ /backup/2026-05-31/

full copy (4.2MB) only changed files (12KB) Unchanged files = hard-links
+ hard-links to unchanged - Zero duplicate storage

A& #7 — targzip-rsync — Hg)-Z&2-2



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #8 — mtr-traceroute-ping — LE3 F=E £ — 2HF-ALIE|2

2
=

e 0= hopO|M X|H/&A 2HliSH=71 AE
e ICMP TTL HZHL|E 23]|7|

. 24 L|EQ|3 XY 14} FITH

K T (HESYZ Tt F2)

e ping (7|2 EEA)

e traceroute (aptinstall traceroute - &)
e mtr (aptinstall mtr- X|& S4))

o ss (2Z-HE MEf — netstat =)

e tcpdump (MEH— DNZI A 1K =)

e HI4A! ip route, ss -tlnp

= AL2[@ (2 158)

# 1) ping 7|2 (EE4)

© 2026 HIOLO|A (GenAl Labs) - ZHAF Eh43 22 /61



IT QlZ2} OfF|El ] M7A| - Session 20 - & 22 (Hands-on Labs - 20 A|L}Z2|2)

A& #8 — mtr-traceroute-ping — LIES/3 F2 F£X — 241.64M

O, 2™ ZRIE
1. TTLHZLIE — 2271 14 ZAA|7| 12 00| ICMP Time Exceeded

1)

2. traceroute?| * * x — 2fE7} ICMP Xttt (SE ot &, St

rir
ot

3. mtr 78 &4E — tH &4 vs X[& 24 12

4. R hop2 AO|Eg|0] — ¢t HO[H QIEH[0|A ZX|

5. MTU 1500 — &¥t MTU 1480 = PPPoE, MTU 9000 = Jumbo
Zz2

o X|H.2Al0| 9IX| HE| = mtr 1£0|H 90%

o traceroute®| * = X}LtO| OfL|Z} ICMP SE O[gtet

e ip route get OF ZIREI AN HS

© 2ol (2 55

o H|CHA 2tRE: HUeF traceroute?t HEek A2 X

o 2ZIRE (AWS-GCP)= ICMP 79| Xttt > TCP traceroute
e MTU mismatchZ} "ping &, 2 HIO|Ef ¢t El" Z4t

o CI2 A& #11 iperf3+tc2 CHEZ/X|H AE

B AEoLtE 2R

e traceroute 25 * > ICMP Xt > -T -p 443 (TCP)

e mtr gt > sudo EEE setcap

o WiFi & hop X[ & > £ XtA| X

e ZNJ}OH CIE > ECMP HE| 2

© 2026 MIOLo|HA (GenAl Labs) - ZHAL Bf=od
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IT Ql2} O}F|EllX MA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LIE2[2)

Network Tracing — Expected Output

$ ping -c 4 8.8.
PING 8.8.8.8 (8.
64 bytes from

.8
.8.8) 56(84) bytes of data.
N8

+ 64 bytes from 8.8.
8%
.8.
i

8
8.8: icmp_seq=1 ttl=116 time=42.3 ms
8.8: icmp_seq=2 ttl=116 time=41.8 ms
+ 64 bytes from 8.8: icmp_seq=3 ttl=116 time=44.1 ms
+ 64 bytes from 8.8: icmp_seq=4 ttl=116 time=42.7 ms
+ 4 packets transmitted, 4 received, 0% packet loss, time 3004ms
+ rtt min/avg/max/mdev = 41 821/42 ?11/44 1@5/@ 836 ms
traceroute -n 8.8.8.8

192.168.1.1 1.234 ms 1.421 ms S 2SS

10.0.0.1 4,512 ms 4,621 ms 4,802 ms

211.45.32.1 12.342 ms 12.421 ms 12.501 ms

142.250.221.50 28.241 ms 28.342 ms 28.421 ms

8. 8 8.8 42 ?41 ms 42.421 ms &2 521 ms

$ mtr ——report -C 10@ -n 8 8 8 8
HOST: laptop Loss% Snt Wrst StDev
by alep2 AlEe ool 0.0% 100 - - : 3.2 0.:
2. 10.0.0.1 0.0% 100 ; 5 . 6.8 Q.
22 11865 3971 12.0% 100 : : 28.4 2
4, 142.250.221.50 0.0% 100 S - . 32 % 0
S BalEatdets 0.0% 100 : - : 45.2 0

&g #8 — mtrtraceroute-ping — HER/Z F= F&



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

*IA HO — A/ﬁE:,” xfﬂ EL/EfEI — 8.’.5 A1k gl-_ E%“’-AIL}EI_Q
=X

o 12 2tof| "0 AMH x|z HEEIF?" THCE (HE TIT 4F)

o Linux XHgl =&t 2 — CPU-Mem-Disk-NW (A& 24 4%)

o %iowait - %steal &2 115 X|H &=

e stress-ng = QI9[& 2o} LMA|AH T 278 H|w

X £7 (83)

o HIE ZITH: htop, top, free, df / du

—_ -

. A

ol

2K vmstat, iostat, sar, dstat

e sysstat (vmstatiostat-sar Z%), stress-ng, tmux
o ML #19| VMOIIA EIEH

= A\LI2|2 (2 302)

# 1) M3

sudo apt update

sudo apt install -y htop sysstat stress-ng tmux dstat

© 2026 HOLO|MA (GenAl Labs) - ZHAF Etx3d 25 /61



IT Q1 2} OfF[=llX] EA| - Session 20 - & ©Z& (Hands-on Labs - 20 A[LI2[2)
5 #H9 — AAE X2 DLIE(E — 8F 41 E&f — 24]-ofl&

1. WHE TITh > ME 2HE 20| — uptime - free - df 212 FTh > Q|4 7= =08t vmstat / iostat / sar Z 70| E7|
. vmstat wa Y — C|A3 HZ (CPUZIIO 7[CH)

. vmstat st @ — Steal Time (EAE7} vCPU St = 71AIS}H

2
3
4. iostat %util — 95%+ = C|A3 I3} (NVMe-RAID HE)
5. sar -d 2| await — 10 & AlZH (mSec)

6. htop H2M = %iowait (C|A3 CHY|)

7

. MemAvailable vs free — HA| 2|5 Jts 22| (RIM BZ T 7|F)

o WHE ZFITH 4= (htop-free-df-uptime) = 2F 12 TICo| HEE
o M= 2 AZ (vmstat-iostat-sar-dstat) = "2if HH I} 2

o 2 Fol2t: EHO0ICH Hi= #EO| CHE > WX} H30| 4
 sysstat WIEIRE 28 = A= 249 3y

© el (2 7

o load avg = "Ml & + M C7|" TEMA W 8 T MHO|AM load 80|H 100%, 160|™ 200% CH7|

\J

buff/cache =2l 7ts, AXN £ T2 available

e vmstat 1 5 —5%

=l
I-II
0 >I
Irn
s
ot

« lostat XM=Y =R 0|2 X (FAl), & HWIE 25

e sar O[O|El= /var/log/sa/ Ol X% (102 ZtA)

o dstat = deprecated 2117} EEX|2F o S}HO|| Cf HO{AM 2F HE0|A TS| M=

@2 Ef0] k2t AenoAdisisora (&S #15) £ 2 26 /61
B X OiLhs 28

e htop: command not found - sudo apt install -y htop



IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

CPU bound? Memory pressure?

- Use htop (per-core view) + - Use free -h (available) +
~ vmstat 1 (us-sy-wa columns) vmstat 1 (si-soswap)
\ |

Resource Monitoring

Decision Matrix

Disk 1/0? | Network? |
- Use iostat -xz 1 (%util - await) | -Usesar -n DEV 1 (NIC throughput) |
+ iotop (per-process) | +iftop (per-connection) |

Keyboard shortcuts Ctrl + Alt + ~ and Shaft Showr Color code

&l5 #9 — htop-vmstat-iostat-sar — XA 4Z SA| 2t

27 /61



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #10 — Wireshark — TCP 3-way handshake {7 24 — 2tZ-AIL}
E_'/_Q

27X
=

o TCP 3-way handshake 17! tte| 2H!
e Wireshark EE{-SH| AFH2H
e R HERI EM K EH

5 £

e Wireshark (wireshark.org/download.html)
e tcpdump (CLIEZXE, 7|2 &)
o curl (Ezfml dhr)
- AlLIE|2 (2 203)
# 1) =3 M3
sudo apt install -y wireshark tshark tcpdump

sudo usermod -aG wireshark $USER # H|ERH ZA
# M9 T

© 2026 HOLO|™MA (GenAl Labs) - ZHAL 2h454 28 /61



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #10 — Wireshark — TCP 3-way handshake 7] 24 — 24]-6&

O, BH ZQIE

1. 3-way: SYN > SYN-ACK > ACK Izl # 1, 2, 3 =X

2. Seq-Ack tHZ — Seq 0 > Ack 1 (Initial Sequence Number)

3. Window — 2 = Q= HI (2F H|0] A[ZHF)

4. Flow Graph — A|Zt& A|Zf2t (Statistics M)

5. P& — tcep.analysis.retransmission EE
Zz2

o TCP= MEM = 3-way + Seqg/Ack + MTXS

« Wireshark 1A|ZF = SE 14 = TCP SZ 0|8l 74

o tshark CLI = 28 MHUME M4 Jts

© LA SIA (% 52)

e ISN (Initial Sequence Number) — Eotat FAL2| (0f| X2l o= 7tS3US)

e TCP Fast Open (TFO) — 3-way A mZl0f| H|O|E{ 52

e TLS handshake (TCP ®|) = =7t 2-RTT, TLS 1.32 1-RTT
o CI2 A& #11 iperf3+tcE Il £F ek £H

B XF o= 2R

o X A8t > usermod -aG wireshark + ZHZI9I

o T3l 07 »> QIEMO|A 2Rl (-1 any EE= -D Z[AE

e HTTPS= H[O|2E &3t > TLS 7| (SSLKEYLOGFILE) ER

o Display filter vs Capture filter {2 LCIE

© 2026 HOLO|A (GenAl Labs) - ZHAL B4
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IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

Wireshark — Expected TCP Capture

AOAG m @ RN @ e EF L B QQQH

|I tcp.flags.syn==1 || tcp.flags.fin==1

Source Destination Protocol | Length Info
10.0.0.5 93.184.216.34 TCP 74 43210 - 80 [SYN] Seq=0 Win=64240

10.0.0.5 93.184.216.34 140 GET / HTTP/1.1
93.184.216.34 10.0.0.5 1448 HTTP/1.1 200 OK (text/html)
10.0.0.5 93.184.216.34 TCP 66 43210 - 80 [FIN, ACK]

» Frame: 74 bytes (il packed), 188 sage: 138 bytes (metmarks on host)
} Ethernet: 00:00:0d: 1f:7c:0:b8:b617 (Etherntironee: ff:00eb: 0xP0000000:10)
» IP: Src: 93.184.216.34, 10.0.0.5, HT: 93.184.216.34
v TCP: Src: 430185, 93.184.216.34, 43210, Length: 66
v Flags: 0x002 = SYN
» [@x002 = SYN]
= ACK

00 @c @0d 00 00 97 25 00 88 0d 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 0O 00
00 00 00 00 00 00 31 24 80 00 00 00 00 00
00 00 00 00 00 00 90 00 90 00 00 00 10 20

&/& #10 — Wireshark — TCP 3-way handshake IfZ! 241
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

85 #11— iperf3 + tc — LHFE ZF + A|H-L4 AlF —

o QI?H X|H-&4 =Y ( tc netem)
e BDP (Bandwidth-Delay Product) O|dH

K3

e iperf3 (aptinstalliperf3)
e tc (iproute2 7| LHZE)
e 2VM EE= 3 AESVM
. ALj2|Q (2 203)
# == Phase 1: Baseline =
#.1) M (VM)

sudo apt install -y iperf3
iperf3 -s

© 2026 HOI0|ZA (GenAl Labs) - ZHA} B3

&-AlLIE|L2
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

&E #11— iperf3 + tc — LFE ZH + XH-24 A[F —

O, BH ZQIE

1. Baseline Gbps — Host-Only 74 NICE Gbps 7ts
. -P 4 W™ i TCP SE9| 3t 23]
. tc netem delay — TCP cwnd?} BDP $tA|2 Xto}Z!

etr ZH

~—

2

3

4. loss 1% —MPES ES (R

5. TBF (Token Bucket) — H=5H O
42

e BDP = Bandwidth x RTT — X|¢I0| 5™ X2|2F |

IH

Mt

o 2 WAN &EZ lab0|A| Zed = tc netem S &

ot

e iperf3 + tc T2 = NW s TIcho| sl
© 2ol (2 55

e TCP =% H|0f: CUBIC (7]2) / BBR (Google, RTT 7|t

e sysctl net.ipv4.tcp_congestion_control=bbr Z HZA 7t

e —-—cport Z 22t ETE I (YSHH Eq A|)

o L2 AL #12 HAProxyZ CIE HHllE 2 At

B XE o 2F

e Address already in use - iperf3 -p 5202 (ZE HZ)
o 24E HE &3 > SAE NIC St (VM 4G RAM A7)

e tc gdisc del Q= > CIE qdisc B, MAIE

e thf vs htb — TBFE B, HTBE Z2liA 7|8t 2

© 2026 HIOLO[ZA (GenAl Labs) - ZAt 4

il

r

’=’ A‘I //A'I
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

iperf3 + tc — Expected Output

Phase 1 Baseline Phase 2 with tc

$ iperf3 -c 192.168.56.10 -t 10 $ sudo tc qdisc add dev eth@® root netem delay
- Connecting to host 192.168.56.10, port 5201 50ms loss 1% -
- [ 5] local 192.168.56.1 port 41234 connected to |- $ iperf3 -c 192.168.56.10 -t 10 -
192.168.56.10 port 5201 [ 5] 0-1.00 sec 22.4 MBytes °
[ID] Interval Transfer Bitrate Retr Cwnd MBytes -
[ 5] 0-1.00 sec 112 MBytes 942 Mbits/s 0 3.07 [ 5] 1-2.00 sec | MBytes
MBytes - MBytes -
[ 5] 1-2.00 sec 112 MBytes 0 3.07 [°5 ] s -
MBytes - [ 5] 0.0-10 sec 222 MBytes
[5] . [ 5] 0.0-10 sec 222 MBytes
[ 5] 0.0-10 sec 1.10 GBytes | @ sender sender
: + $ sudo tc qdisc del dev eth@ root # cleanup
[ 5] 0.0-10 sec 1.10 GBytes receiver

—

AMZ #11— iperf3 + tc — CHYZE 22X + X|H.-24 AIE



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

M2 #12 — HAProxy — L7 2C 82N + AT — 21F-AILI2[2

e L7LB —HTTP &l|{ 7|2F 24t
o AMA (option httpchk )& XH= Failover

o HAProxy stats page 2% 7IA|St
XETF

e haproxy 2.x (aptinstall)
e Nginx x2 (A& #3 Z1E(|0|L] KAL)
e curl (B3

- ALf2|2 (2 20F)

# 1) Hidlc 274 Nginx ZiEO|L

docker run -d --name bel -p 8001:80 nginx

docker run -d --name be2 -p 8002:80 nginx

# S +=& hO|A|

docker exec bel sh -c "echo 'Backend-1' > /usr/share/nginx/html/index.html"
docker exec be2 sh -c "echo 'Backend-2' > /usr/share/nginx/html/index.html"
docker exec bel sh -c "echo 'OK' > /usr/share/nginx/html/health"

A=cllomem oo ha AL A Naalha 1NAIZ71 o livmamnatnammalnatao It JlaarT 2l

34 /61



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #12 — HAProxy — L7 EEHZIM + AT — 2464

1. balance roundrobin — & HiE (7]8)

2. option httpchk GET /health — L7 @AM (Tha TCP EHCH H=)

3. fall 3 rise 2 — 32| ¥4 A0 A| down, 28| A& A3 Al up

4. stats page — 2% 7IA|4 + Drain-Maintenance 7ts

5. mode http — TCP vs HTTP (HTTP= 8l ¢/4-X-Forwarded-For)

z=

e 2 L7 LB = = HAProxy + Stats + health check

o HAN|ZT} fail-overe| el — /health AEZEQIE E
o MM sticky: cookie SRV insert indirect $+EZ 7t

§ ZAbsid (2 52)

or

e HAProxy vs Nginx LB: HAProxy= LB M£-N2, Nginx= ZE[SHY

e ACL (acl is_api path_beg /api)— ZAZY ZRE

e mode tcp =L4 LB (Redis-MySQL 5)

o CI2 A& #13 Keepalived2 HAProxy XHH|2] HA &H&t

B XF ohts 2F

e cannot bind socket - 80 ZE A & (Nginx BX|)

e health check failed - backend /health QIEIQIE H7j

o 24HOFE > KeepAliveE &2 HMAIET ( http-reuse safe)

(6]

02 > 2= = down (HAProxy 21 2Ql)

© 2026 HOI0|ZA (GenAl Labs) - ZHA} 843
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IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

HAProxy — Expected Output

ietPoal ol ab 25 & & BER 0o / Stats

curl -s http://localhost; done Stats Report for HAProxy
- Backend-1

- Backend-2
- Backend-1 - Frontend lab_fe

- Backend-2 ik
- Backend-1 Status:

R Sessions cur/max 12/45

# round-robin distribution Bytes In: 2.4M Out: 18.2M
$ sudo systemctl stop nginx-backend-1

$ for i in 123 4 5 6; do - Backend lab_be

curl -s http://localhost; done Server backend-1: .

+ Backend-2 Server backend-2: L70K

: Egﬁtgﬂﬂig Server backend-3: L70K

. Backend-2 Current Sessions: 12

- Backend-2 Last Health Check: 2s ago
- Backend-2

# automatic failover after fall=3 checks

A& #12 — HAProxy — L7 252214 + HAHH

36/61



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #13 — Keepalived — VRRPv3 Active/Standby VIP — gtZ-AlL|2/
2

27X
=

e VRRPv3 Active/Standby HA 14

o VIP (Virtual IP) XI5 0|=

o 22{AH fail-over < 3%

5 £3

e keepalived (aptinstall)

e 2VM (Ib-1 1b-2)

e 35 4 ER3 (Host-Only 192.168.56.0/24)
- ALI2|2 (2F153)

== % VM & ===

# =
sudo apt install -y keepalived

# == 1b-1 (MASTER) /etc/keepalived/keepalived.conf =

ciidn tee /ete/keenalived/keenalived ecnnf <<'FNF'

© 2026 HIOLO|A (GenAl Labs) - ZHAF Eh43 37 /61



IT 212} of7[&llX] AA| - Session 20 - 2% ©& (Hands-on Labs - 20 A[LIZ[2)
A& #13 — Keepalived — VRRPv3 Active/Standby VIP — Z24]-olf&

1. priority X}O] — =2 Z0| Master

2. virtual_router_id — Z2 LANS| C}2 VRRPLt 12
3. advert_int 1 — 10T} multicast (224.0.0.18)

4. Gratuitous ARP — Master HZ A| ARP FHA| 242l

5. auth_pass — VRRP Ett
ZE

e VRRP = "7} IP7} &0|= MHE f2jCHAC}

oIZ (LAN Eoh

MH>

e HAProxy + Keepalived = &t L7 LB E=

e fail-over= < 3= (advert_int x 3 = 3= timeout)

© ZAb oA (2 55

e VRRPv3 = |Pv6 X[& (v2&= IPv4 only)

e Split-brain $/&: 20| MASTER - VIP 5 (HEY3 B A))
e Cloud= VRRP HE[FHAE X} > AWSE= Route53 / ALB AR
o CI2 A& #18 PacemakerZ 2|AA Tl HA 2%

B XF o= 2R

e VIP 0| ot > HE[FHAE X (VirtualBox Adapter "5

00
HJ
rn
N
0z
=
r=

o 2AZ L} MASTER - priority-virtual_router_id S
e VRRP I3l O > QIE{H|O|A H 2E} (ethO vs ens33)

o firewalld / ufw XIZt > VRRP IZEZ (proto 112) 31&

© 2026 HOLO|™MA (GenAl Labs) - ZHAL 2h454 38/61



IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Keepalived VRRPv3 — Active/Standby HA

VIP 192.168.56.100
(currently on 1b-1)

VRRP multicast
_ 224.0.0.18
1b-1 (MASTER) every 1s

- priority 150
- interface eth@
- 192.168.56.11

&5 #13 — Keepalived — VRRPv3 Active/Standby VIP

1b-2 (BACKUP)
- priority 100

- interface eth@
-+ 192.168.56.12

lb-1
1lb-1 healthy

1b-1
lb-1 systemctl stop
keepalived

1lb-2 promotes to
MASTER

VIP migrates to lb-2
(3 ARP packets)




IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

45 #14 — PostgreSQL — pgbench £of + shared_buffers 5 — 2t
g.A/LfE/_Q

2x
e TPC-B BE HIX|Of3 4=
e DB OLTP Ko} oj&d X2l 2hH&f
e shared_buffers Ed ®= TPS H|W

K3

e PostgreSQL 16 (postgresql.org/download/linux/ubuntu)
e pgbench (postgresql-contrib X&)
e htop, iostat (Xl ZHE)

= ALj2|2 (2 20F)

# 1) Az
sudo apt install -y postgresql-16 postgresql-contrib

# 2) DB MM + JS

qiidn -11 nnstares createdh hench

© 2026 HOLO|™MA (GenAl Labs) - ZHAL 2h454 40 /61



IT QI2} OF7[EllX AHA| - Session 20 - & 23 (Hands-on Labs - 20 A[LIZ|2)

21& #14 — PostgreSQL — pgbench 26} + shared_buffers £5 — 24]-off&

1. -c 10 -j 4 — 10 E20|HE (HZH), 4 0S A=
. TPS:latency-stddev — Z#2t 2™ [ong-tail =%

. shared_buffers — 22| 7J4A|, IOPS L TPS 1

_-_

. pg_stat_activity — &M F2| 7tA|3}
=

¢ pgbench = DB H#IX|0t3 9| EZF E+

2
3
4. -S (SELECT only) vs default (R/W =%&})
5

Ll = shared_buffers 25%- work_mem - effective_cache_size

MO dm

il
ro

g
® 24
=l

» TPC-BE= Et B (7|3t O[4) — AIK| OLTPE O =X

. 2/94

(-T 600 0|4

o S
o T

=
2 of 5&)

pu
OF
nz 3

e pgbench -f custom.sql Z A 2| 2t 7ts

e C|AS37} HDDY IOPS B2 > B &1t &

glo

o CI2 A& #15 cAdvisorZ ZiE|0|L Xt He|

B XF ohts 2F

e could not connect to server -> PostgreSQL O|&/&
e permission denied - sudo -u postgres &

e shared_buffers T 3A > 0S H2Z2| B

o TPSHZ 2 > YUY 2= (-T 600)

© 2026 HIOLO|ZA (GenAl Labs) - ZHAL Et434 41 /61
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

PostgreSQL pgbench — TPC-B Workload Lab

pgbench Client PostgreSQL 16 Server Resource Monitor
-c10-j4 -T 60 DB: bench - scale=50 htop + iostat -xz

TPC-B transactions

UPDATE accounts
SELECT
UPDATE tellers
UPDATE branches
INSERT history

pgbench Client PostgreSQL 16 Server Resource Monitor
-c 10 -3 4 -T 60 DB: bench - scale=50 htop + 10stat —xz
(5M rows, 750MB)

Tuning: shared_buffers 128MB - 1GB - TPS +47% - IOPS -38%

&l& #14 — PostgreSQL — pgbench 23} + sharedbuffers £5/



IT Ql2} OFF &K AA| - Session 20 - & 23S (Hands-on Labs - 20 A[LIE|2)

A& #15 — Docker + cAdvisor + cgroup — ZIEjO|Lf X}2l ZHE[ — 21F-Al
Lf2[P

27X
=

o Z1E{|0[L K&l ZH2| (cgroup v2) AS
o Docker --cpus - --memory -> cgroup OHZ!

e cAdvisor = & A|ZE 7IA|S}
X ETR

o Docker Engine 24+ (M& #3 2t4)
o cAdvisor (Google, Docker O|0|X|)

e alpine + stresé-ng (£3l)

= ALl2|2 (2F158)

# 1) cAdvisor 27|

docker run -d --name cadvisor \
-p 8080:8080 \
-v /:/rootfs:ro \

-v_ /var/run:/var/rin:rn \

© 2026 HOLO|HA (GenAl Labs) - ZHA} 843 43 /61



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #15 — Docker + cAdvisor + cgroup — ZIE||0|L] XF2l Z2] — 24164

1. --cpus="1" - cgroup cpu.max = 100000 100000
2. --memory="512m" - memory.max = 536870912

3. stres6-ng —-cpu 4 Sl 4 [0 AL X (HIBH

4. OOM-Kill — | 2] =1t A| 0| Z2M|A ZH| B=

5. cAdvisor?| ceiling line — st A|Z5}

Zz2

o ZiE{0|L4 ZZ| = cgroup v2 + namespace 2[0|A St

o K8s9| requests/limits = &= ZE cgroup

e cAdvisor > Prometheus - Grafana = 23 &9 E&
© 2ol (2 58)

e cgroup v1vs v2: v2& B hierarchy, H22[-CPU-10 £¢
e cpu.max HAlL quota period (OFO|ZZX)

o -—-cpus @ --cpu-shares XIO| (HCH vs AT 7+EX])
e LIS A& #1901 cAdvisor HE2IE PrometheusZ &
B XF o= 2R

e cAdvisor 404 > SAE OS X[# (Ubuntu 22.04 OK)

e OOM 2t Ao > swap 2 (--memory-swap=0)

e cgroup & LC}E - cgroup v1 28 ( /sys/fs/cgroup/memory/ ...

e alpine apk > HIERI3 (NAT) 2R

© 2026 HOLO[A (GenAl Labs) - ZHAF B8
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Docker + cAdvisor — Expected Output

Chromium = Chromium

&9 cAdvisor Charts

$ docker run -it --rm --name lab-stress --cpus=1 --memory=512m < C O localhost:a(
alpine sh

-/ # apk add stres6-ng

-/ # stres6-ng --cpu 4 --vm 1 --vm-bytes 1G --timeout 60s

# despite asking for 4 CPUs + 1GB RAM, cgroup e

CPU Usage

$ docker stats lab-stress o0
- CONTAINER ~ CPU%  MEM USAGE/LIMIT MEM%  NET I/O BLOCK I/0 Laet D SR
- lab-stress 99.84% 510.2MiB/512MiB 99.65% 1.2kB/0B 0B/0B

Memory Usage OOM Event

$ docker logs lab-stress
- stres6-ng: WARN: stres6-ng-vm: child OOM-killed

Filesystem Network

&& #15 — Docker + cAdvisor + cgroup — ZIEO|L Xf2 F2f



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

M #16 — nftables (+ iptables 221) + fail2ban + nmap — SAE Y58 +
XHE AFEF — B AJL2]
=5
o nftables SAE B3I (iptables £ - 5 FH9| ChA| =)
e iptables 22t A2 — 7|ZE E4 010|12{|0[H Z=27K]|
e fail2ban 2= SSH 2AMH X}z Kttt
e nmap 2= 2|F0|M AS
S

e nftables (Ubuntu22.04 7|&) — £ A& 42l

e iptables-nft (22t 2{|0|0q, 7|& iptables HH JCHZ nftables= Hel)

e iptables-translate (7|Z iptables €2 nft EHOZ HelsH= O010|I8|0[M E72)
e fail2ban (aptinstall)

e nmap (aptinstall 432)

= ALiE|2 (ef 25F)

# —— nftahleac HISIH ==

ok
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IT QI2} OF7[EllX AHA| - Session 20 - & 23 (Hands-on Labs - 20 A[LIZ|2)

&5 #16 — nftables (+ iptables 22l) + fail2ban + nmap — 22

1. policy drop — 7|2 HE + BA| 5E (whitelist)

2. ct state established,related accept — stateful (<)

3. iptables @2 — iptables-nft - iptables-translate Z 7|& Al FF¢H0Ol0[2z2{0|M

4. fail2ban?| findtime — A|ZH X2

5. /var/log/auth.log — SSH &I 7|&

6. nmap AEl: open / closed / filtered

=

 nftables policy drop = 2% SAE HotH OF

o iptables > nftables 00| 12J|0]M — iptables-restore-translate 2 EM Xt HEE iptables-nft 2 EH 32 QK|
e fail2ban = SSH X8 X} 1K} 2Hoq

o nmap AtM| A = & ™ Hob Ztt

@ ZtA} oA (< k5 5&)
e iptables (S!) > nftables (¥iCH) Met— Ubuntu 22.04 2B iptables HHO| WEXMOZ iptables-nft ZE &t
o BY[HA| A|AEI Ol 2O jptables -L HE|{ 20l > iptables-restore-translate Z nft EAICZ 71 5 A%
o fail2ban HA=: systemd (Ubuntu 22.04) vs polling

e recidive jail = BH= |P FF X}t

e Ct3 A& #20 Wazuh = HIDS-SIEM Egf =&t

B XF o= 2R

o nft & 2 SSH B& > 22 518 =f¢l
Q2F3H B3R TR P05 gpinaletl -u fail2ban

o findtime UHF HS > B AFSKIE XL

e nmap He > sudo nmap -sS (SYN scan)

E HI3IB 4 XM= AJEF — HAL5HA
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Host Firewall Lab — nftables + fail2ban + nmap

Attacker nmap -sT 192.168.56.10 - scanning ports 1-1000
(nmap -sT victim)

Defender VM Layer 1: nftables inet filter (allow 22,80,443 - drop rest)

(192.168.56.10)
Layer 2: fail2ban (SSH 5 failures - ban for 3600s)

Result: 22/tcp open ssh - 80/tcp open http - 443/tcp open https

all others filtered -
nmap output After 5 SSH failures - IP banned

A& #16 — nftables + fail2ban + nmap — SAE 8I8f4 + Xf& XfEH



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

= #17 — mdadm — RAID-5 24 + C[A = ZH0ff - rebuild — 2FF-A[Lf
E_'/_Q

@ =
e RAID-5 +4.5%} #E[ O[5

o C|AZ 171 O AJ& + degraded SZt
 Rebuild 2} + A|ZH =

K3

e mdadm (aptinstall)
* loop device (&X| C[A= gi0] AlE)

. ALl2|2 (2f 25F)

# 1) £ M3
sudo apt install -y mdadm

# 2) 571 74 /A3 (4 active + 1 spare)

for 1 in 0 1 2 3 4; do
sudo dd if=/dev/zero of=/tmp/disk${i}.img bs=1M count=200
sudo losetup -f --show /tmp/disk${i}.img
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IT el2} of7|&llA MA| - Session 20 - &5 2& (Hands-on Labs - 20 A[LIE2|2)

1. [UULU] —4CjIA3 2% H4

2. [_UUu] —H C|A3 =& (degraded)

3. Hlo|e{ £AM — RAID-5= 17H ZoHoi| = C|0[E| OK

4. Rebuild A2t — C|AZ3 37| K50 HIZ| (214 TB »> == A7)
5. spare — Xt& WKX|E hot spare X|& 7t

Zz2

o RAID-5 = "C|A3 171 F0{= H|0|E{ &I0IJU3"

* Rebuild & & Huf Fof A| HIO]E| &4 — RAID-6 2&

o 24 C|A3A 671 O|AF A| RAID-6 K== RAID-10

% ZALSiMd (2 58)

e RAID-5 vs RAID-6: TH2|E| 17 vs 271 (2 &l &)

e RAID-10 = mirror + stripe (M& + ¢t 22F50%)

e URE (Unrecoverable Read Error): 18TB C|AZ0|M rebuild &

o C}2 A& #18 PacemakerZ SAE CHQ| HA 2zt

B XF ohts 2F

e loop device t= > sudo modprobe loop max_loop=64

e rebuild /2 = > echo 1000 > /proc/sys/dev/raid/speed_limit_min
e mdadm.conf 2t > XFE Al array ¢t Af0pe

=

o spare &t £E0{2 > --add ¥ --manage --add

© 2026 HOLO|™MA (GenAl Labs) - ZHAL 2h454 50 /61



IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

mdadm RAID-5 — Lab Failure Simulation

Phase 1: Healthy RAID-5 Phase 2: Disk Failure Phase 3: Rebuild

Active sync 4/4 - parity rotated degraded 3/4 - Data accessible Rebuild 67% - ETA 3min
via parity reconstrucion Active sync 4/4 (target)

md0 md0 md0

6066 " 606060 60666

loop0 loop1 loop2 loop3 loop1 loop2 loop3 loop4 loop1 loop2 loop3
(replacement)

cat /proc/mdstat shows live progress - RAID-5 tolerates 1 disk failure - 2 failures = data loss

&l& #17 — mdadm — RAID-5 74 + C[A3 ZOff - rebuild
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A5 #18 — Pacemaker + Corosync — 2-node S2{2AEf HA — 215 -A[Lf
E_'/_Q

27X
=

« Pacemaker + Corosync 2-node HA Z2{AE
o B|AA CE| fail-over (VIP + nginx £2)
e pcs CLI2Y

K3

e pacemaker , corosync, pcs (aptinstall)
e 2VM (nodel, node2)
e nginx (2|AA CHA)
= AlLt2|Q (2 30%)
# === & LE BE ===
# 1) M3

sudo apt install -y pacemaker corosync pcs nginx
sudo systemctl disable --now nginx # PacemakerZt 2|
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

MZ #18 — Pacemaker + Corosync — 2-node S2{AE| HA — 2464

O, BH ZQIE

1. Corosync = §4 Pacemaker = 2|2A 22|

. stonith-enabled=false — A&E7F 2F ™| X (Split-brain)

2 ,
3. resource group — VIP + nginx Z2 ==0] &
4. op monitor — @AM 3 ZtA

5

. pcs resource move — $5 O™

z=
e 2-node HA = "B|AATJ} &lo|Ql= - EE 3} I}

o 2F2 3 LE 0|4 (quorum) + STONITH HIA Zi4

o systemd:nginx = E2E systemd unitE SHAE 2|AAS} IHs

§ ZAbsid (2 52)

e Split-brain: &% =7t MZ FRUCHD THEE 5 SA|0f| master

o HA

Hl Al = "=tAS| Zo|7|" (MR X fence_ipmilan / fence_vmware)

e 3-node quorum = Ct=& (2/3 A0IU2H OK)
o LIS A& #19 PrometheusZ S2{AE HEZ! 47
B XE o= 2F

o OIZ Al > pcs host auth CHA|

—

>

0l

e Corosync Bind failed - bindnetaddr %% S LAN
e VIPOE2 > Z2 MEUI + 12 L IP A X

e pcs cluster start &Il > journalctl -u corosync

© 2026 HOLO|A (GenAl Labs) - ZHAL B4
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IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

Pacemaker pcs — Expected Output

sudo pcs status

- Cluster name: lab-cluster

- Stack: corosync

- Current DC: nodel (version 2.1.5)
+ 2 nodes configured

- 2 resource 1nstances configured

- Online: [ nodel node2 ]

- Full list of resources:

- Resource Group: web

- web_vip (ocf::heartbeat:IPaddr2):

nodel
- web_nginx (systemd:nginx):
nodel

- Daemon Status:

- corosync: active/enabled
- pacemaker: active/enabled
- pcsd: active/enabled

&5 #18 — Pacemaker + Corosync — 2-node S2{AEf HA

$ sudo pcs status

- Online: [ node2 ]
-+ OFFLINE: [ nodel ]
- Resource Group: web

- web_vip (ocf::heartbeat:IPaddr2):

node2
- web_nginx (systemd:nginx):
node2

- # resources migrated successfully
$ ip addr show eth@

inet 192.168.56.22/24

inet 192.168.56.100/24 # VIP migrated
$ curl http://192.168.56.100
<h1>Lab HA Nginx on node2</h1>
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

&S #19 — Prometheus + Grafana + Node Exporter — 254 A& —
212 ALI2] S
2
e Prometheus HEZ! %! + PromQL
e Grafana A|Zf=t (CHA|EE)
o Alertmanager ¥z 2t2E!
5 53

e Prometheus 2.55 (prometheus.io/download)
e Grafana 11 (grafana.com/grafana/download)

o Node Exporter (Prometheus %)

= ALl2|2 (2f 25F)

# == Node Exporter =
# 1) CIR2E + systemd SE&
cd /tmp

wget https://github.com/prometheus/node_exporter/releases/download/v1.8.2/node_exporter-1.8.2.1linux-amdé4.tar.gz

tar x7f nnde exnnrter-1 .8 2 1inux-amdhA4 _ tar az
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

5 #19 — Prometheus + Grafana + Node Exporter —

1. scrape_interval — 15s & (SHAk)

2. Pull model — Prometheus?t /metrics &
3.PromQL rate() vs irate() —5&8 T vs =7t
4. HIEZ| E}] — Counter / Gauge / Histogram

5. LHA|2E ID 1860 — 72 FEH?t Node Exporter Full
Zz2

=M = HE2! (Prometheus) + 271 + Trace 3%

e

e Prometheus pull + ServiceDiscovery (K8s 2t4)

e Grafana 1860 CHA|ZE = AtAA BHE

§ ZAsiY (2 52)

e Pull vs Push: Pull2 Prometheus EZ, Push= Pushgateway 2%
o TSDB &2t 7|2 15¢, ZA| 7F4712{™H Thanos-Cortex-VictoriaMetrics
e AlertManager - Slack/Email/PagerDuty 2}<2&!

o CI2 A& #20 Wazuh = 2/0[HIE £H H2t

B XF o= 2R

o Targets DOWN - &5 (9100/9090)

e PromQL syntax > 3.5&%

o Grafana O|O|E| QIZ2 > A7 el (REZR ¢l Last 5min)

e prometheus.yml YAML SC{M7| (AH|O|A 27H

© 2026 HMOIO[HA (GenAl Labs) - A} EE3

H bl
— 24-ofl4
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IT Q2 OfF|EllK A - Session 20 - && 2S (Hands-on Labs - 20 A|LIZ|2)

Grafana Node Exporter Full — Dashboard 1860

20}

Home » Dashboards » Node Exporter Full -

(1) CPU Busy (@) sys Load 1m/Sm/15m Prometheus

te(node_cpu_seconds_total{model=""1d1e") [Sm] )

14 series

(8) Memory Used

15.6 GiB

&/Z #19 — Prometheus + Grafana + Node Exporter — £



IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

A& #20 — Wazuh — SIEM + HIDS + EDR Eg} 2] — 21F-AlLI2[2

27X
=

e SIEM + HIDS + EDR £¢} 2K
 FIM (File Integrity) HZ ZX|
e MITRE ATT&CK O{Z

K3

e Wazuh 4.7 (documentation.wazuh.com)
e Manager VM (4 vCPU / 8GB RAM #%)
e Agent VM (EL)

= AlLl2|R (2F 308)

# == Wazuh Manager (All-in-0One A3z|) =
# 1) Manager VMO|A (8GB RAM &HZA)

curl -s0 https://packages.wazuh.com/4.7/wazuh-install.sh
sudo bash ./wazuh-install.sh -a

# (32 M- M3zl — Tndexer + Manaaer + NDachhnard E3H)
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

O 2™ ERIE

1. Manager + Indexer + Dashboard 3% £% 4X|

2. Agent enroll = manager0i| X} 52

3. FIM rule (550) = O 2Z2M HZA

4. MITRE O§¥ = Wazuh rule > ATT&CK technique

5. Vulnerability Detector = OS Ii7|X| CVE 4!

Zz2

e Wazuh = OSSEC fork + ¢iCH Ul + ELK 7|t

e HIDS + SIEM + EDR T £2M

e 35-5AH7|Y HZE OSS SIEM

© LA SIA (% 52)

e Wazuh vs Splunk ES: Wazuh 2& 0SS, Splunk A2 (2to|4lA &)
e Decoder + Rule = 21 - Alert Hgt

e API: https://manager:55000 (Bearer token)

e Suricata IDS §¢8 - UHIE®IZ IDS g

B AEoLtE 2R

» 8GB RAM 2% - Indexer OOM (heap 2~4GB)

e Agent 0/SZ > Manager 1514 ZE X}t

e Dashboard T4 X > 443 XE + XM ME QIS M (212K o|2])

e FIMrule ¢t & > <directories realtime="yes">/etc</directories>

© 2026 MIOLo|HA (GenAl Labs) - ZHAL Bf=od

A& #20 — Wazuh — SIEM + HIDS + EDR &} 23| — 241.0f4
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IT Q 2} OZ|Ellx] AHA| - Session 20 - 2& 22 (Hands-on Labs - 20 A|LI2[2)

Wazuh Dashboard — Security Events

Wazuh v4.7 » Cluster Status: Active - Agents Total: 2 - Active: 2 - Disconnected: 0

Security Events Security Events MITRE ATT&CK
Integrity Monitoring timestamp  agent level rule.id  description

Policy Monitoring 2026-05-31

3 File integrity changed:
14:22:08 agent-01 level 7 550

fetc/passwd
Auditing

2026-05-31
Threat Hunting 14:23:42

PAM: User login

agent-01 level 5 5503 failed (sshd)

Vulnerabilities 2026-05-31 . ; Rootkit detected
14:25:17 TPEURNE AEEI s (suspicious file in /tmp)

MITRE ATT&CK
Top Tactics:
T1059 PowerShell
T1547 Registry Run
T1027 Obfuscated Files

&5 #20 — Wazuh — SIEM + HIDS + EDR &2f 24|
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IT QZ2} OFF|EllX MA| - Session 20 - 2& ES (Hands-on Labs - 20 A|LIE2[2)

Session 20 — g/ &2[ + LIS EH|

Hal ™e| — 251195
. 71X 7: VM-Nginx-Docker-SSH7|-HTTP/DNS- . NWZITH (Xt EL|EZE2 =

Ofm
[

29 8: AtRIZL|E{E 8F-TCP-LHHE-LB-VRRP-DBR&}-cgroup- &at

H

. 18 4: RAID-E{AE- 254 -SIEM

@ MEE A

1. 22l &tFof| VM 3t = EEEX| 1=

2. = THE =2t 2F SOP 2

3. Prometheus + Grafanaz = VME £ ZL|EZ
4. Wazuh agentE 2= VMO enroll

5. HAProxy + Keepalived L7 HA 7=
2 MM ot 2& He|

“TAS| ONZHS 23 2t E7E A ChE 2 ZH0|M SLICE 1974 Ase 20| J4E &2 £

Ezyf CtS Al

Ziglo| Kubernetes (k3s-minikube) - Helm - ArgoCD
=M Loki (1) + Tempo (Trace) = LGTM AEH
Cl/CD Jenkins / GitLab Runner / Argo Workflows
laCc Terraform + Ansible £&t

= AWS LZ / Azure Landing Zone

Hot OpenSCAP + STIG + 22 812! (Kali)

DB 1&g PostgreSQL HA (Patroni) + Read Replica

NW 115 BGP + VXLAN + Calico

=
e 2 ="HNZELCIEEOI= = x XIS3}" — = CH ER
e Day 1(0|2) + Day 2 (84|) + Day 3 (&&) =TAIF &

to|

MM

\d

. A& B2 AR JH5T VM AiAOR B3 (012

O\I

1)

e Linux 24!: kernel.org/doc/html/latest
o K8s: kubernetes.io/docs
* Prometheus: prometheus.io/docs

e Wazuh: documentation.wazuh.com
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