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A ; Algf X[O]
VLAN E& — Session 4 € 21X + £lof XI/2)

H3 XX — VLAN 802.1Q EfA-Trunk-Access-Native VLAN 222 Session 4 ## VLAN — 802.1Q EfZ ==2I0|E0|AM CIRICE 67| = ot S 2t7|at 6}
11 QinQ-Private VLAN-Voice VLAN-VTP-VLAN EotoZ ZE S0{ZIC},

@ Bt = 3|

e VLAN = L2 broadcast =0H|2! Z2Z| 12bit VID = 0~4095 (&€ 4,0007H)

o 802.1Q E}1 = Ethernet =& 20| 4byte & (TPID 0x8100 + TCI: PCP 3bit / DEI 1bit / VID 12bit)

ot

e Trunk = Ei1 SX|5tH SW Z2FCES VLAN M2 Access = Ei 1 XA
B 2 MMM M2 CHREE= 24 — Part A2| 5%

e QinQ (802.1ad) — ISP7} T2 VLANS 7| VLANSZ 3t tH f ZHWt7|

CHF M2 Native VLAN = Trunk 912 £EfT 171 (EQHA 1EH F|m))

I

Private VLAN — Primary / Isolated / Community, Z2 MEUll otof| A CH2 AHz| (SE-OHIHE T{E)

Voice VLAN — IP X3} X5 22, LLDP-MED + CDP ¢5
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Qin@ LCFO[0{12Y (£/%})

Customer A LAN — A& EA}

802.10 tagged frame

gi C-VID 10 (Sales)

PC

gi C-VID 20 (R&D)
C-VID 20 (R&D)

PC 802.1Q tagged frame

ISP Provider Edge — Juniper MX204
dot1g-tunneling enabled - TPID 0x88A8

Customer B LAN — B2AH 2A}

802.1Q tagged frame

o e i:' C-VID 10 (Sales)
Cisco ME 3600X ernet Cisco ME 3600X
Customer-facing Port Customer-facing Port

PG

- —_— S-Tag 100
< " |\ (Customer A - 802.1ad) (Customner B-802.1ad) | e =™

Potential collision risk

C-VID 20 (R&D) I:Ii

i PE(config-if)# switchport mode dot1g-tunnel
Cisco Nexus 7710 / switchport access vlan 100
/ |2protocol-tunnel cdp stp vip

Label Switched Another
Switched Path (LSP LSP

C-Tag 20

4 bytes 4 bytes

Dst MAC | Src MAC | TPID 0x88A8 | S-VID 100 | TPID 0x8100 | C-VID 10 | EtherType | Payload

MTU 1504 (baby giant)
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Private VLAN — Primary-Isolated-Community

Private VLANS| S7| ® Port Type

o "ZF2 M HLI OLOj| AT CH7|2| EAIS ol AlC} e Promiscuous Port — Primary VLANO|| HZ ZE CHanp EA (2F2E
e 4094 VLANE TOFHX| 911 ZH2| — VLAN 17 2oflAf sub-Zz| GWE)
@ 3= VLAN e Isolated Port — Isolated VLAN, Ct= HHE 0 =HE

e Community Port — 22 Community LHE8t 75

SR =4 7ts 4 I

Primary D E Secondary®t + 2|8

Isolated (&2) Primary3t — =& Isolated”| 2| K}Eh o EI A — ZHAT|E Xf':._*(lsolated), 22 GW=EELt

Community (S3H|) Z2 Community LHE + Primary — CtE Community Xzt o 21 Q|-0|]1|-0| — AKX} 7 AZ]

e DC BE[H|HE — 17 15 =

. DMZ Mi 22| — M2 2= %}

pi
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BPDU Guard / Root Guard / Loop Guard

{J BPDU Guard (J Loop Guard
o Edge (PortFast) LEO| BPDU =2l A] > ZA| Err-Disable o CHAVSFZI3 b= BPDU &4 2 QIot 2=l Forwarding Azt
o AEAVLFHOE ARXIE HMA ZEO| 2= Al AR e BPDU ¢t 2O - Loop Inconsistent &E{= XL
o IEMHA ZEQ| HF MH e Trunk ZEO| Mg
”é =l A
spanning-tree portfast edge default ’ TA DHE_!—
spanning-tree portfast bpduguard default
K] Az
) Root Guard
HNA XLE PortFast + BPDU Guard + Port Security
o "O| ZEE= MK Root 2FO| OfL|CH" 30| o3 Root Guard
e O| LEO|A Superior BPDU =% - Root Inconsistent Ej & Trunk Loop Guard

(Forwarding Sth)

o 29X} O 2|9 Root MZE KTt — T SWe| CI2al30| M
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AL|X| Stacking — Cisco StackWise - HPE IRF - Aruba VSF

s Stackingo|2t i =E-ch
o O] =2 AL[XIZ olLie] =8| SW = T2 <17 .
o HiZ=2||0l5 Stack CableZ & chel 2l Hellof Fazfo|= Al TH| I It
o Cll|p.ciel AMxi.clol aja| o LAG/MLAG XKt A2{ Stack Cable Hofi = 22H(Split) I8
e LAG/LACPS oz SW S0l ZiK M Jhs ()éljé!&.l MLAG) TN G Stack HH = 37| (2& 4~9CH)

OH | A SWO| Q17| 20{/Spined|= £X %t

e ER-E
® TA#D

lle =E

o AHMA/EIM = Stacking A1
Cisco StackWise / StackWise Virtual

3 ine = 71 (A Al &2 [

HPE IRF (Intelligent Resilient Framework) ¢ "'O-I/Spme - VPC/MLAG i'IJ— (':' = Al '—El 7|-°)
Aruba VSF (Virtual Switching Framework) e Stack HH= S Rl + Sl 108 21!
Juniper Virtual Chassis (VC)
Arista (HE —MLAG M3)
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HA L=EZ — VRRP - HSRP - GLBP - ECMP

‘ AO|E<0] B CHEF HO{= A7} HECEH EE B 7HAHIPE SO0|A LiH 2= A,
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VRRP (Virtual Router Redundancy Protocol) — RFC 5798

@ VRRP S%! 4, Virtual MAC

 2~NCche| 2tRE{7} 7S IP/MAC = S+ e IPv4: 00:00:5E:00:01:VRID

e Master 17} 714t IPE 25 — LIHX|= Backup e VRID = VRRP Group ID (1~255)

o MasterZt 1X0iCt Advertisement £ o HAM| Al Af Master?} Gratuitous ARP 2% > TH2E ARP FHA| ZHA
e BackupO| 3.6%7F 2 o™ - A Master ME & Tracking

» HES 7S IPRAOIEHIOIE 2H & » A3 QIE{T|O|A i 2FRET down E|P Priority AHS 244
#1 Master M= . > XHE HH| ot

o 71 =2 Priority (0~255, 7| 100) o Of: €213 C+2 - Priority 110 - 100 - L2 SW7} Master

o Owner (&IP=7}4HP) = Priority 255 (XIS Master) % TA 0|2

e SEO/HIPE

e VRRPv3 (RFC 5798) = IPv4 + IPv6 SA| X[&
e VRRPV2 = IPv4 only

o HIC =T — Cisco-Juniper-Arista-HPE 2% X[
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| —

Virtual IP 10.0.10.254 — Virtual MAC 00:00:5E:00:01:0A (VRID=10)

L3 distribution Switches L3 distribution Switches
VRRPv3 (RFC 5798) Group 10 VRRPv3 (RFC 5798) Group 10

/ S
SW-A - Catalyst 9500-40X /[ *——
(Master - Priority 110)

—_—
#- %

Uplink Fail (line-protocol down)

‘ ‘ Priority 110 — 90 via track decrement 20

H 1s x 3 = 3.6s holddown

;li I.;li I;_li ,I;li - sends Gratuitous ARP for

Client PC 10.0.10.254 default gateway 1 0 0 10 254 - Al A EEEE PR

VRRPv3 1s Hello vs HSRPv2 3s Hello vs BFD 50ms x 3 = 150ms ultra-fast

VRRP &3 (&/2})
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HSRP - GLBP - CARP — VRRPS| HZ=

O=EES
VRRP
HSRP
GLBP

CARP

@ HSRP 32!

k3

FHA

RFC 5798

RFC 2281 (info)

(Cisco SX&})

OpenBSD

e Group: 0~255 (v1) / 0~4095 (v2)

Tracking X[

@ GLBP &

Hello 3%, Hold 10X (7]£)

Virtual MAC: 00:00:0C:07:AC:GG6

#l

—_

H

M4

Cisco =X}
Cisco

BSD &I

States: Init - Listen - Speak - Standby - Active

o AVG (Active Virtual Gateway) — 74 IPQ| ARP S&F Etet

e AVF (Active Virtual Forwarder) — 7t&f MACHE X

o CH OEMI [|E MAC Et2F > Active-Active &

e Cisco SX}

Z2g

5 248

-

Xl
©

Jm

Master 1CH, Active-Standby
Active 1CH + Standby 1CH, Hello 3%
Active-Active — 74 MAC 042 7HE THatof| b

VRRP =2t BSD/pfSense

@ ZN ojEZ2|A — VRRP vs HSRP

a5 VRRP
= IETFRFC
HE|HIC] (o]

IPv6 v3 X[
Hello (B

HH| A2t 3.6%
2 QX = A BE

o M7 AIY = VRRP
e 7|& Cisco = AIO|E = HSRP #H& OK

e Active-Active = GLBP EE= MLAG

HSRP
Cisco SXt

A (Cisco only)

15/64



IT Q 2} ofZ|Ellk] AHA| - Session 5 - HER=Z 115 - VLAN-HA-NAT-LB-GSLB-Z&2|-NMS

VRRP-HSRP 2& — Cisco 10S A/x| A1

| —————— VRRP (RFC 5798) — SW-A: Master

SW-A# configure terminal

SW-A(config)# interface Vlanl0

SW-A(config-if)# ip address 10.0.10.2 255.255.255.0
SW-A(config-if)# vrrp 10 ip 10.0.10.1 ! Virtual IP
SW-A(config-if)# vrrp 10 priority 110 ! § & = Master
SW-A(config-if)# vrrp 10 preempt

SW-A(config-if)# vrrp 10 authentication md5 key-string Sup3rS3cret
SW-A(config-if)# vrrp 10 timers advertise 1 ! Hello 1s
SW-A(config-if)# vrrp 10 track 1 decrement 20 | Hal3 CIE Al -20
SW-A(config-if)# exit

SW-A(config)# track 1 interface GigabitEthernet®0/0 Tline-protocol
SW-A(config)# end

| ————— VRRP — SW-B: Backup (priority 100)
SW-B(config-if)# vrrp 10 ip 10.0.10.1
SW-B(config-if)# vrrp 10 priority 100

| —————— HSRP (Cisco SAf)

SW-A(config-if)# standby version 2

SW-A(config-if)# standby 10 ip 10.0.10.1

SW-A(config-if)# standby 10 priority 110

SW-A(config-if)# standby 10 preempt

SW-A(config-if)# standby 10 timers msec 200 msec 750 ! HI= ZHZ|
SW-A(config-if)# standby 10 track 1 decrement 20

TA BZ ME: preempt + track + timers msec + 915. BA| A| GARPZ}

|oF

£. 217 = VRRP, Zt= Cisco-only = HSRP.
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ECMP (Equal-Cost Multi-Path) — =2/ H/2 [} F =

b= ECMP 744 7] Per-Packet vs Per-Flow

« Z2 SXX|Z HIE0| ST NI 27t UAS [ e - -

o Z}RE{7F N7H B0l E2ffE S 24t Per-Packet 75 24 HE > TCP 45 o

. Active-Active 2}2E! Per-Flow zezroc g2 R = E2oc o Y30 UE
e Spine-Leaf DCO| EX S%} @ cIRE TZ2EZE X|2

oo o _' =
7 oAl Z102|E e OSPF/IS-IS — £2! cost A= ECMP

e« L3 Hash: Src IP + Dst IP e BGP — maximum-paths AX + AS-PATH & =A

e L4 Hash: + Src/Dst Port (Per-Flow) o 2UHIZI2E = X|CH 4-8:16-32-64 A=

o Polarization 2|I| — S oljA| 7| AF2 A| £7|HOICH 22 A2 MEf > & % TA |52
2 23 Bl

e DC Spine CHAE & HFE T
e BGP EVPN-VXLANI} Zst
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NAT &5 — 87X tHad

O

=

Static NAT (1:1)

Dynamic NAT

PAT (NAPT)

Hairpin NAT (NAT Loopback)
Twice NAT (Bidirectional)
NAT64

NAT46

CGN (LSN)

Si% Ch23) JPH/AFR A = PAT, At 37H = Static, IPv6 T2t = NAT64, S4IAL = CGN.

S=
LE 1P < 2|2 1P 1Y

LIS 1P > 22| 2|2 IP YA 0HE

Ch LHE P > 17 QB IP + ZE H3t
LS > 28 ZIIPE M2 A| CHA| LHRZ
Src-Dst 25 Hzt

IPv6 <> IPv4 st

IPv4 - IPv6

S AIAFCHRE PAT

7F8-719 IEYl &

A

LHE O A RbAF B E

AMOIE ZHIP == o

X

IPv6 SHXO| IPv4 MH H2
=8

IPv4 0Z CHE
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NAT E9Qt . NAT-Traversal — STUN - TURN - ICE

) NATQ| Hot &1} (F4x) @ NAT-Traversal 7|&
o LHE AFM |P7} Q|0 & Ot E e STUN (RFC 5389) — Xtrle| 30l IP-LE HHA
e 2/=0jlA =& connect 27} (Static H|<) e TURN (RFC 8656) — S| At B (STUN 2Iff Al)
o Tt NAT XHH|= Hot &2 Mo oped — FW7H EHE TR e ICE (RFC 8445) — STUN+TURN Z& XI5 MH
I NATS| Ext= « WebRTC o| & =
e End-to-End THE — IPsec AH =2t o &l (ESP= NAT-T ZR) N =2C o
e VOIP-P2P {HZ e \VoIP-2IA2|0|- Al &IAXO]| = STUN/TURN
o 2.ZIAEN 27} (QE0|M EH 11P) o IPsec NAT-T (UDP 4500) — VPN NAT LHZ

o Active FTP-SIP-H.323 - ALG (Application Layer Gateway) Z& o 7|8 FWE SIP-H.323 ALG S& MA M7 Tl

O /1 O
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QoS FU — DSCP - CoS - LML) HAJ

< BA| (Marking)

« CoS (802.1p) — L2, VLAN E§Z12] PCP 3bit (0~7)
« DSCP — L3, IP TOS2| 6bit (0~63), 6471 S22

« MPLS EXP — MPLS 22| 3bit

@ DSCP Z&lA

A DSCP =

EF (Expedited Forwarding) 46 =4 (VolP)

AF41 34 & 9|9

AF31 26 A AEZ|Y

AF21 18 Eaim M

CS6 48 2t2El %0 (OSPF-BGP)
CSO (BE) 0 Best Effort (7| &)

€ =5 (Classification)
e DSCP-CoS 2| (Trust) — EdgeZt O|0] EA|ZHCIH AZ|
o ACL OHE — &/=2F P/Port2 &7

e NBAR (Cisco) — S& AOL|IME EF

@ R L2F

enaE £3

FIFO oY 7, M=l 82
WFQ (Weighted Fair Queue) SE22E =H 24
CBWFQ (Clas6-Based) SefASE 9= 23

LLQ (Low Latency Queue) CBWFQ + PQ - VolP =

& TAOZ
e VoIP-B4& =LLQ + HAIA CHHEZE

. C|OJE{= CBWFQ S2flA 2 SHj
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Policing vs Shaping — £ vs X/

& Policing & Shaping
o MOl £E XNES ZEA EF (E= Remark) o ZUES HIHO| MEINUCHIF HMHS| HEH

o Inbound 20| /t}t e Outbound HE0| Yt

o Token Bucket €112|& e Leaky Bucket / Token Bucket

o W= Th XH|EE|

\/\ Cxd
-
« TCP MHE =+ 75

o AMEXHZ ZE Xt

o HZ22[-X|H S7t

QoS Marking

ra WL
Policing
Shaping

Policing®| Remark &&
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VolP-8 22| QoS BM — /& #= £F

& VolP 271A1E @ BE M ()
e One-way Latency < 150ms Eaym . - o
o Jitter < 30ms Voice RTP EF (46) LLQ 3|M2| 10~33% (3tE)
e Loss < 1% Voice Al (SIP) CS3 (24) CBWFQ |
o T = G.711(80kbps) / G.729(24kbps) per call Video Aratisd) | oW 2o%
Mission Critical Data AF31 (26) CBWFQ 25%
e BFCP-SIP A|2Z32 EHE M9
Best Effort CSO0 (0) CBWFQ default LIHX]
= = o ==
ﬁ %:ILOI--Q'I —‘I R?Al-cél- Scavenger (22-P2P) CS1(8) WRED €% E& ZH
e HD = 2~4 Mbps "’%,, TA |].||E

e 4K = 8~15 Mbps " =
e LLQ Ttr= 2[4

[

9| 33% 0|5 H 1

e Loss < 0.5% o :
o WAN 3|M = Shaping@Z ISP 2N &50f ShE

o 22 LLQ OE E= EE AF4T
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L4 vs L7 — ZZ&of A1 Zf2ffZ

{5 L4 LB (Transport)
e 5-Tuple 211 &4l (Src IP-Src Port-Dst IP-Dst Port-Protocol)
HO|2E £&t — HTTP-HTTPS-DB-SMTP & 2= TCP/UDP

i} Z- M Hs|| = — =4TF cps

DSR(Direct Server Return) 7ts

L4 EZE £2M = LVS - HAProxy(TCP 2E) - F5(LTM L4)
@ A2 ALl
« DB 28{AH (3306-5432-1521)

 TCP 22 (SMTP-LDAP-RDP)

o T

(
HTTP &3} 24

[H>

& L7 LB (Application)
e HTTP/HTTPS/gRPC £ S8 H0|2E 24
URL-Header-Cookie-Method =11 24|

SSL Termination - HollE= H{2

WAF-Rate Limit-21&-Caching 27} 7|s

L7 & = NGINX - HAProxy - F5 LTM(L7) - Citrix NetScaler
@ AIE At

e /api > APIAMH, /static - Al

o A/BHIAE (Header-Cookie 7|&l)

e Canary H|Z (715X

o OiE Ol > L IP
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L4 vs L7 (&3}

Session 5 -

HEX3 15 - VLAN-HA-NAT-LB-GSLB-Z-Z2[-NMS

L4 Load Balancer - HAProxy
ALOHA 12000 / F5 BIG-IP LTM (L4 mode)

Raw incoming TCP/UDP packets
5-Tuple: Src IP 203.0.113.5:54312 - Dst IP 10.40.0.50:5432 - Proto TCP

Y ten pg _p-:::--:::.l
de tcp
ance |
pg

Round-Robin pattern

PostgreSQL PostgreSQL PostgreSQL PostgreSQL
pg-replica01~04 pg-replica01~04 pg-replica01~04 pg-replica01~04

Fast - Stateless - Any TCP/UDP - DSR capable - =&{2F cps

L7 Load Balancer - F5 BIG-IP i7800 LTM (L7)
/ NGINX Plus [/ Citrix NetScaler MPX 15000

GET /api/v1/order GET /static/*.js POST /login
[Host apl company kr] (Host: cdn.company.kr) [

ﬁ —— Encryption

tm:?.h [I'_‘T Itm v ta 43 SL Termlnatlon TLS 1.3
tmsh list It

tmsh list Itm p yol_portal members cert: *.company.kr
WAF: ModSecurity OWASP CRS

{ & ool_api - api01~04:8080
GET /static/*.js J > =

(Host: cdn.company.kr) pool_cdn - cache01~02

pool_cdn - cache01~02

pool_poot - api01~04:8080 pool_canary - web-new01

Smart - WAF - Cookie/URL/Header - SNI - A/B Canary
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L4 LB 22|15 — 28 244

2z

Ol

Round Robin (RR)
Weighted RR

Least Connections
Weighted Least Conn
IP Hash (Source Hash)
URL Hash (L7)
Random

Least Response Time

=
o

.

=AZE 152531

Src IP S{A|Z2 1™ oj=

URL SH{A|

0o
10

olo

EAIZE OHE BHE AMH

ot & A W2 @8 = RR/WRR, 7! A = Least Conn, 7i{A| = URL/IP Hash.

42
oot

El
oln

oF MH

AP CHE MH

MM 21 MH|A (DB-WebSocket)
MM+ AR KHO|

Session Persistence CHt

FHAl El=t
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L7 LB — URL-Header-Cookie-SSL Termination

@ L7 ZiHIX A%

e Path 7|89k /api/* - API

Geo IP: Z7IH CIE =

(1 SSL Termination

o LBOM TLS Bt > #ll==

o 2USA 2] 12X (LB)

SHANE ~ /static/* - CDN

Host Header: www.a.com > AZ, www.b.com > BZ
HTTP Method: GET - JH{A|, POST - 2|8 o=
Cookie: A/B HAE 5 £7|

User-Agent: ZHIY vs QAT E

#/ SSL Bridging (Re-encrypt)

e LB7} TLS &Lt > wiollE TS Xl o}
. WAF-EH B + LI o5 QX

. Cf OFF, CPU T &

) SSL Pas6-through

e LB7} SNIEtH T 2F2El 5 TLS JCHZ BH
e WAF-L7 X 27}

-T

[H>

o Jt&Et
& TAOZ

o 2tk SSL Termination + WAF

« =8-2|=: SSL Bridging

e gRPC mTLS Et= SSH = Pas6-through
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A H|3 — Active vs Passive

4§ Active Health Check @ A M3 55
o LB7l F7|Xo= HIAE M (HTTP GET /health) il 24} H| D
o SE AIZHYE ZE-2HX HS ICMP Ping L3 2S¢ IbE e, 28 2
o AI§ N2| - Z0||A] XM|2| (Drain) TCP Connect 3-way A2 L4 BZ
. M9| N I:l_kl EOol| HTTP GET /health 200 0K + SH 2& L7 BE=E
TLS Handshake AASM =Y HTTPS MH|[A
e /A HE 5~30X%
o Script (JRPC-DB-Custom) 28 55 et
v§ Passive Health Check .
5 TAHRZ

o MX| ZSZI0|AUE @ SHE ZLIHE
. o [health A=XQIEE= S + DBIX| A5 0F 2|0|
o S5xx-Timeout &4 A| Z0i|A X|2|
o Thz= 200 OKz= "LEM[A AQUCH Tt o|O|
o ZAM A, TIH LY
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Session Persistence — Sticky Session

/o Rkt I\ Persistence?| 2%
o MM EEII Mt HZ2|0]| U= tf — CHE MEHE 71H 21012 o HoI EWd — L7 MHo|| E2fE] HS
o YHIFL|-Z921 HE-WebSocket o ZHOH Al MM &4 — 1 MHZFSOH O HME &
o 2E NM AEO0{(Redis)2 MX| =28 o 2|2 MM AEO{(Redis-DB)7} ik} sl
@ Persistence Al & TA#HD
i — T o RAE| S8 + Redis MM AE0] = %11
Source IP 2210|Q1E P SHAl NAT &| Ch4 AR X} 3t A T3 o O = O™ Cookie Insert
Cookie Insert LB7t 27| &3 HTTP/HTTPS $HH e Source IP= 2HIA 7l2|0{ NAT =2td EX3t
App Cookie Learn ME 7L gt 27| shs S22 9E
SSL Session ID TLS THALE 7| TLS 1.30]|A tHZA
Header (X-Forwarded) 29| 3| S8 YT EHA
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LB &M H|u

= A

T -

M

F5BIG-IPLTM

Citrix NetScaler (NetScaler ADC)
A10 Thunder

Radware Alteon

HAProxy

NGINX / NGINX Plus

KEMP LoadMaster

AVI Networks (VMware NSX ALB)

5H3 3% B3t — 3822 0712 = F5

gei A EH|-Ul &=XE (HIE 24 -

— F5 - Citrix - A10 - HAProxy - NGINX - KEMP - Radware

Sl
SHERI0] /74t
SISO /74t
SR /7tH4t
SHERIO] /74t
SW (OSS+AtR)
SW (OSS+AtR)
SW/sI=¢0]

SW Defined

e

2|

ogt

SW (0SS)

] ©

F5 BIG-IP rSeries Hardware — F5 34| - E5 BIG-IP_Configuration Utility (TMUI)_/ iControl REST — F5 TechDocs (&2] Ul) -

EMAL = A10/Radware, 21t MSA =

HEX3 15 - VLAN-HA-NAT-LB-GSLB-Z-Z2[-NMS

23

AlE 121, iRules Z&, WAF(ASM)-DNS(GTM) &4
App Delivery + AAA-WAF, Citrix VDI &4

7144H|, CGN-DDoS ?=+

DDoS-SSL 2%

1ds-3-ME Hof

HMH + LB + Caching

S22 7H4H|, Exchange Xzt

DC SDN E¢%}

AWS ALB/NLB-Azure LB-GCP LB-NCP LB

NGINX-Traefik-Istio-Contour-HAProxy-Envoy

NetScaler 24! - A10 Thunder ADC — A10 24l - Radware Alteon — Radware =4I -

HAProxy Enterprise Console — HAProxy =4

MSA-DC Li%
2.AP| GW

SA-MS AEH

NSX 2t3

MSA-ZE{[0|H

HAProxy/NGINX, VDI = NetScaler, K8s = NGINX Ingress-Istio.

Citrix NetScaler ADC —
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GSLB — gff Z'2327f

¢) GSLB7| &= 2x X 7o 4
» el LB BRI DC Bt B3 — DC SHi ol A| 25 Oft| » DNS 7|t (7hat 23) — =09l Holoj| 2Ix|/8A0f 2t CHE A 3RS et
o Y AH|A0l|A AKX} JHIFR AJOIE Z XI5 2fRE He o Anycast 7|t — Z'2 |PE 0{2] AlO|E7} BGP &1, 2120 £[TH AO|E
e DR A| XS DNS EH| 2o — 3 HE = 24~48A[ZHTTL =
@ GSLB2| 37}x| Z2H « HTTP Redirect — L70{A 3022 [X| t4Z (74)
1. 8IA — o|L AJO|E 7} AlOfOIL} & TA O
2. QK| — AF2XI0||AH| 7172 AFO|E o Ot= 53 HE=7t MH|AT DRANS BHIE2Z GSLB =@ et
3. B8t — Of= AJO|E2| LB7} 0K QULt > Z¢lshA DNS SEOR IPE L2 » TTLS 871l (30~60%) sAlot= 20| BA| AlZE =
Al gtet
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F5 BIG-IP DNS (7 GTM) - v17.1

KR user = 203.0.113.10 - TTL 30s - 12:04:21.103 KST
ElD portal.company.com IN A? — ———— JP user - 198.51.100.10 - TTL 30s - 12:04:21.118 JST
> < IN user - 192.0.2.10 - TTL 30s - 12:04:21.142 IST
Authoritative DNS

portal.company.com IN A? '\DO"tm-CO”"'paw‘mm Ll

/
I

Seoul DC
(KR - 203.0.113.10)

gtm wideip portal.company.com /
gtm pool gtm_ portal /
show gtm pool members

@ D ‘ i Health Check Probe Status
- 2

> Fallback Seoul:
o HTTPS GET /healthz 32ms
» — 200 OK
. Tokyo:
Singapore DC HTTPS GET /healthz 41ms v/
(SG -192.0.2.10) 200 OK
Singapore:

o HTTPS G
(i) E‘D (Failed 3/3

Sydney user

Mumbai user

Geo DNS (this diagram) vs Anycast BGP (8.8.8.8 / 1.1.1.1 style — same IP advertised from all sites via AS65000)

GSLB CIo[o{Z (4/2))
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SIAK|Z - Active-Active - DR Failover

w§ GSLB &A H[3 £4 DR Failover AlLI2|2

» ICMP Ping — 7% £t 28 23t 1. {2l DC HTTP #AK|3 Alny

e TCP Connect — ZE €Z! (&£ 2. GSLB7} DR DC IP gtzgt A|Zk

e HTTP GET /health — S& zj|! 3. W2 TTL(30~60=x)0]| 2| ©H2E DNS 7HA| Bt=
4.

 Scripted — 54 S&-DB 2 M XS DR DCZ - 2~52 L 90% EA|

. EE ALO|ECH 02| ZR SA| ZA & TA&HD
. = N sl = onx
7| 302211 32| = 90= ZA « DR AIO|E AF® 7FS (Warm/Hot) 21 — Cold® Sl A|7H 27}

@ MO|E BE . joJE| =5 RPOS GSLB TTL g 2ol

e o o HE7| 12| GSLB Failover 23 (Tabletop or &/A))

Active-Active EE AOIE SA| 7ts, AFEXE 24t

Active-Standby 0l AFO|E 24, ZHoH A|2F Ex

Weighted & X2 H|g 24l (Canary-24l DC)
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GSLB &5

&2H

DNS (+ GTM)
Citrix ITM (NetScaler GSLB)
A10 Thunder GSLB
Infoblox NIOS DTC
Akamai GTM
AWS Route 53
Azure Traffic Manager
Cloudflare Load Balancing

NS1/NS-One

© 2026 MIOLo|HA (GenAl Labs) - ZHAL Bf=od

HEX3 15 - VLAN-HA-NAT-LB-GSLB-Z-Z2[-NMS

S
CECIENGIY
ojZatoloiA
ojZatoloiA
DDI E3t

== SaaS

== SaaS

=24 SaaS

=M — F5 DNS - Citrix ITM - Akamai - Route 53

23

LTM2t £8iQuery £ LB £35} 2IX|

_n_

NetScaler 24
7tgH]
IPAM:DHCP-DNS &g}

224 PoP, 24

Health Check-Geo-Weighted-Failover
Performance-Priority-Weighted

= HKX|-Anycast

HIOlE 7|8 2t

Ak AR
) 7| EE
VDI AO|E
SAA

CHo |

2294 MH|A

Azure
== SaaS

TE=
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gt
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DHCP =& — Session 4 € &= (DORA - Option - Snooping)

¢ 22 £ZE — DHCP DORA 4%t SE-Relay-Option E-Snooping E9t2 Session 4 ## DHCP — DORA 4Lt £2t0|E0jA 2ERZO 2 CHICE O{7|M = ¢
St7(2t 5t BHEE|-DNS-QoS = TIISITL

e DHCP = IP-A{ELI:GW-DNS-NTP & 0| At= 24l (== & IP 2| &&= CHeh)

DORA 4t = Discover (Broadcast) -» Offer - Request (Broadcast) > Ack, Z2 AMEUl st — CHE MEUI2 Relay (Option 82)

XE M= ZFM =1 (Mask) - 3 (GW) - 6 (DNS) - 15 (Domain) - 42 (NTP) - 43 (Vendor, AP Controller Ats &) - 51 (Lease) - 82 (Relay AH) - 150 (IP Phone
TFTP)

Lease Z42 = T1 (50%) Unicast > T2 (87.5%) Broadcast - 2t=Z A| DORA ZHA|Z}

HM|A SW EHOH HZE M|E = DHCP Snooping (/= AH XIEH + DAI (ARP €|= X + IP Source Guard (Snooping HIQIZ! 9| X}EH
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- Session 5 -

93| HR — 9.2

IT Q2L OFF |Ell X 27

2fof=2F

o
A= Z

wjr

HE PC-2X NIC-EX 70|22 SW

20 H|0|E{7F QIELICE 2 THA|

oy
=

1CH PC-1CH SW + 7}&%-VLAN-VDIZ &2

=
T

o

o
= Ne)

a1l
oo

(2013~) —

—

o KISA ZHE2Z| 710|

@ 22/ chd

]
L

(W]

Ol

[0
[Ho

=2| + DLP-EDR

2 =
=

Ut 7

M=

—

o HFY (LHRZ) — AL A[AE, HHRIEE,

=
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=c|& B2e| — 2PC - & PC - ME NIC

| 2 PC Al 4, M2 NIC + VLAN

o C2IEUIE PC + YFE PCE ZIZt H o 1CH PC, NIC 2% SA| 2 (QIEl + FF)

o AKX} XA 2CH o ZI NIC7t C2 VLAN-CIE SWof| HZ&

o KVM ARX|2 ELIH.-7|HE 3] 7t o OSEIRE MMOZ Eafjm| 22|

o 7t Zst 22|, 71 M 15 o MO|M 4 HOFY (AMTL $HOSON UZE FZ2 Its)
m Z2PC+2NIC & TA ZH

e 1CH PC, NIC 2%t o 28 = 2PC £ J1Ats) atELa|(VDI)

o AMBXPIFE Al EEE= SWE EE Tet e 34 = 2PC EE= SBC(Server-Based VDI)

o SAAE =7t

. B7HHOIAZ
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=3|X atsla| — SBC - CBC - VDI

B SBC (Server-Based Computing) [EE] VDI (Virtual Desktop Infrastructure)

o SE/MMS MHol|M M S}HTE ALZX PCE (RDP/ICA/HDX) o AMEXIE JHel M HIATES DCON 2F

o OlEull Y2 B o) Az o AF2XI PCE Thin Client Ee= &t PC + 2210|YHE

o AIZXLPC = Ll HOJ e VMware Horizon - Citrix Virtual Desktops - Azure Virtual Desktop
o Citrix Virtual Apps and Desktops, Microsoft RDS o OIE{HIE VDI + YR8 PC TTOZE U2

B CBC (Client-Based Computing) & TAOZ

o« ALEXtPCO| 2E JHMHA(VM/ZIHIO|H) o2 22 o A7 AMY = VDI 7|8t =] akea] ST}

o Tl PC 2H0j| QIRLIE 71el OS B o 5G/ZHEHZZZ DaaS (Desktop as a Service) &= HE

o Ut A= TS MO

o Al o, AlFE S 2 224

—

42 /64



IT QIZa} o7 |ElX| AH| - Session 5 - HIESZ T2 - VLAN-HA-NAT-LB-GSLB-ZH=E|-NMS

=o|d AE2e| =o|d A=
(Physical - 283 BZ - MXI28451H §15) (Logical - VDI - 24t 7|%)

g Internet VLAN 100 Thin Client VMarebsrizon ol
T CiscoEaiéLyst G (Dell Wyse 5070) Remote Citrix Virtual Apps and Desktops 2402

2960-X Access SW Protocol

| PColP / Blast Extreme VMware ESXi 8
EEEEESDZER | = | 15 / Citrix HDX on Cisco UCS C240 M6

- Windows 11
-NiClonly) _
."‘.'

Internet VM
(Windows 10
- DMZ VLAN 100
- QIE{Y HE)
S |- - NSX Distributed Firewall
. e - DLP Agent
Cisco Catalyst 9300 Thin Client
Access SW (Dell Wyse 5070) E Ei?,fé‘o‘i'!‘w
. \ - 42 VLAN 200.
~ arei A2g P
: : (M FH SecuwayGate /
i AZEHI SHIELDEX)
2 =
Core ﬁ—?—?:!' 5 ?:‘ulgsﬁn.ll %Iﬂr—_—-g'?'
- HRIS-ERP-DB

2| - 2 PC x AF2A} 4 - 1H|2 - Al2X} 2T Tt PC - VDI 2G| - AF2A} 19| - NSX-EDR-DLP 8|&

2 e] Bl (£/5))
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- Session 5 -

IT Q2L OFF |Ell X 27

I=of H

e
(o
| S

KISA &22| 7j0|E —

W U7t XtE & A|AH! (Data Diode-SecureUSB-NWStat)

Itz 0|s Al Hx AU (Sandbox) 71

a7}
O -

EESVPIES

|.

ol
<0

<4

_.I

X

¥

o

N

(

HESH K29

)

RO
o4

H

C 4o ZA| Tt

A|IO|ES|0| (Data Diode) — dt

Oold}ts
21815k

HZXX| 7|1&F 1A — 1002HE Of&F X2|Xt

=1,
2!

o ZLY: A|FE-ATEHI.OFY.O|LIE.0|Z2HA|AE]

TA |2

(S

2373 e 7ol =atel (KISA)

@ KISA 31

At

Atz ©E A7t

o Y=l 24

=2| 5TH

b

o0

<l0

NS

o OE

2. 2[R M M =2

ol
=

PR TS SRl AL -

27l

4.

AF2 H=E

710|E.=L] £F M) - KISA HEHD 710|E — KISA

O A]|
oS

S Hx X2 (

- Owl Cyber Defense Data Diode — Owl 34
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DMZ EE2X| — Single - Dual - 3-Tier

i%4 Single Firewall DMZ

Internet - FW (3-leg) —|— DMZ (Web)
L Internal

e FW 1CHO| QIE{LI-DMZ-LHE: 37H QIE{TO|A

Internet - FW1 - DMZ - FW2 - Internal
o QIE{Ll¢<>DMZ= FW1, DMZ & LR = FW2
o CIEMIH FW #1 — 52 FX 3|1

. 312 EFE TN

i%§ 3-Tier DMZ

Internet — FW1 - Web Tier - FW2 - App Tier - FW3 - DB Tier

2-H.-DB 3A|1Z 2&|
2} 7S AtO| FW

[ AMH| A58

® TA 2%

=2 = Single FW + L7 LB (HTTPS &)
2t 7|1 = Dual FW (CIE HIG)
=&8-Hd 23 = 3-Tier + WAF + IPS

DMZ A|t{= NTP-DNS-217 2|2 5{&
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A2t X2 ML — NWStat - SecureUSB - 227

H2 A
oh= sleigel 84: ¢

cEREL
Y17 A AH

o

gt (Sandbox)
SecureUSB-M|F0{C|A3
DRM &

HIO|E| Clo|2E

=X
oS

-

& Y ALO| AIO|ES[0] = ItH & + HA}
e|R0M 02 THE Xts =4
217} USBEH AHE, Xt =2}

Si/E DRMOZ E% H4

Al A|ARO| HY SW. Ttz S5 =

Al + A2+ A Ho +

At

AFE SecuwayGate, AT EZHI SHIELDEX, 2t# SafeTransfer

FireEye, Cisco AMP, 2t MDS
Ot30HL|, Cyberone
OF=30HL|, Fasoo, AL EZI

Owl, Waterfall, A|72{E

A 0| SMTP H0|E%|0]

o[>

—

o IT =
el R IERRE
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SDN - Overlay - SD-WAN - MPLS — &9} Lf|E2[F9] 47}x] 2 2]

HEE MHS 22|50 7t HIEYIE 0|2 =21, WANS ATEL|{E H|0{SH}.
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SDN — Software Defined Networking

@ SDNZ2| siA

e Control Plane (22 Z%)2} Data Plane (I{Z! &
o« Y ZHEERIIZE SWOI| L2t X TTA|

» HEIE APIZ H|0f

¢ BEOZES

e OpenFlow (ONF) — ZHEEZ{ <& ARX| E&

B

e NETCONF / YANG — 271 ZHZ!
e OpFlex (Cisco) — ACI &
e OVSDB — Open vSwitch 22|

@ SDNe| =H

o Xt=S3} — API-CI/CDE NW HZA

o OIO|3ZM|IHIE|O|M — S{I=E T HAH
o SHMHF — ECfTHHE-AZE 2[Hst

o HE|HIE 2t (0|2)

R UEST &84

e VMware NSX (Network Virtualization) — DC SDN 19

Cisco ACI (Application Centric Infrastructure)

OpenDaylight (ODL) — 0SS ZHE =]

ONOS — 0SS, S4IAFX|&

Tungsten Fabric (4 OpenContrail)
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SDN Of7[E/X{ (£f2})

Application Layer

- Northbound consumers

Control Plane
(SDN Controller)

Data Plane
(Forwarding Devices)

‘E' h m

Ansible / Terraform Datadog Network Palo Alto Panorama /
Orchestrator Monitoring - SolarWinds NPM  Cisco Secure Workload
(POST /api/v1/policy) (microsegmentation)

Northbound API
REST/gRPC REST/gRPC — (REST - JSON - gRPC - GraphQL)
B 4 {"segment”:"web-tier”,"vni*:10010}

VMware NSX Manager 4.1 (Policy / Networking / Security tabs visible) PO xtion

Cisco APIC — Application Centric Infrastructure (ACI) o E‘;?};ﬁ?ﬂgmi”;}?"”“

OpenDaylight (ODL) / ONOS (0SS) } i e

Exposed API: /api/v1/logical-routers - /api/v1/segments - /api/v1/firewall-rules - YANG /restconf/data

J

Southbound API
+——— (OpenFlow 1.5 - NETCONF/YANG
- OVSDB - OpFlex - gNMI)

- o et ..""':-‘ . ) 4 ﬂ
rYYYTY YYYTY m:: saas asss = = TN
L Ll Ll ALLlL LALLL T =y

Cisco Nexus 9336C-FX2 Arista 7280R3 Juniper QFX10008 Open vSwitch on KVM
(NX-OS - OpFlex/NETCONF) (EOS - eAPI/gNMI) (Junos - NETCONF/YANG) (OVSDB - OpenFlow 1.5)

g
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NMS - 2H&HA

— SNMP - MIB - NetFlow -

22| = X| Gs=Ct NMS= NW 2F2| A[A-HZIZ|-CCTV.
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SNMP — v7-v2c - v3 H[i!

g5 SNMPv1 SNMPv2c SNMPv3
= RFC 1157 (1990) RFC 1901~ (1993) RFC 3411~ (2002)
elE Community String (Z ) Community String (H2) User-Based (USM) — Auth + Priv
kel X X AES-128/192/256
o|0|E{ E}Q! 7| + Counter64 (CHYX) v2c + Hot
PPN Get-GetNext-Set-Trap + GetBulk-Inform SY + Hot
Hot S5 e %= =2 |
e v | 7| | 7| M EE
SNMP v3 HQt E — - noAuthNoPriv: ¢/5-215 5 ¢/2 - authNoPriv: 215(MD5/SHA) 111 25 212 - authPriv: 215 + 285 (AES) — A%
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MIB - OID — SNMP LJO|E{ 2=/

=~ MIB (Management Information Base)

o ZH|7} - E5tH= 22| H|oJE] 2=

. E2| 71X — 2} E0j| OID £0

o HEZ MIB + HIE| MIB

1] OID (Object Identifier)

o MO=E FEE =X} AEA (EEE O|F)

e Ot 1.3.6.1.2.1.2.2.1.10 = ifInOctets (CIE{H|O|A = HIO|E)

e Of: 1.3.6.1.2.1.2.2.1.16 =ifOutOctets (= HIO|E)

@ OID EZ2| £ 7IX|

1.3.6.1 iso.org.dod.internet
A directory
.2 mgmt
.1 mib-2 (E& MIB)
system
interfaces
ip
tcp
udp
5 host
.4 private
A enterprises
.9 Cisco
.2636 Juniper
.12356 Fortinet

& TANZ
& TA

o = MIB-IIZ Q| 2= NMSIt &t

N 9O NN B

e HIE MIB= CPU-Temp-M&-H S &4 HH
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SNMP St — Get - GetNext - Set - Trap - Inform

=] Polling (NMS - ZH]) LB xF HETrap £5

e Get — EH 0OID 17§ =3 e coldStart - warmStart — ZH| £&l

e GetNext — EZ| C}2 0OID e linkDown - linkUp — QIE{IH|O| A AFEH

o GetBulk (v2c+) — $f Hoj| Ct: =3 (M5 1) e authenticationFailure — /5 AT}

e Set — 2f HE (0f: 2IE{H|O|A down) o HIEl EX — Fan-Temp-H&-HA ZA|

. HE 5~15% 57| 22 % TA O

\{L Push (ZHH] > NMS) e Trap2 Mz|M %2 (UDP) — £23t O|HIE = Inform = Syslog E3H
e Trap (v1-v2c-v3) — H|S7| O[HIE E o ZY I/ =2 BE —1E2 FO3082 HE =2

e Inform (v2c+) — Trap + ACK (MX& EF) o v3 + Trap &7H — E2t + O|HIE

« ZE:NMS = UDP 162, Z2/2 UDP 161
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Egljml 2M — NetFlow - sFlow - IPFIX H|id

DI2E= BE S
NetFlow v5 Cisco St (1996) My EH (ZE 143))
NetFlow v9 Cisco HES! 7|8t 7t
IPFIX IETF RFC 7011 v =3}
sFlow InMon Foundation ME2 (d: 1/1024)
NetStream Huawei v5/v9 22t
—

@ #Z=l= HE (Flow Record)

e 5-Tuple (Src/Dst IP-Port-Protocol)

o 2.2 CIE{H|O|A - TCP Flags - DSCP-ToS

o ALER Al7t- HIO|ETHZ 4 - AS ¥ (BGP)

et E He2| — IPFIX= NetFlow v92| [ETF EZE2 HT, sFlow= ME3 7|8 X2t £FM. 2F 28 M2 HiE=

CHS H|O]X[Of|A.
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Flow 2% 82 — 24/ 7. TA 28 . Z& [fEE/A

| 24 =T @ ZY EYA
e SolarWinds NTA, PRTG, ManageEngine NetFlow Analyzer = I ——— -
e OSS: ntopng, Akvorado, GoFlow + ClickHouse | A-ZHTH A (£10G) NetFlow v9 / IPFIX PSS
o EMAL XHAN| BHAI= (Kafka + Druid-ClickHouse) DC 201 (400) IPFIX 1:100~1:1000
% TA 9—"% DC ALIQI-EHE (100G+) sFlow = IPFIX AZ2 1:1000~1:10000
WAN-QIE{utl o1¢] IPFIX + XbH| ol = 4 = 11100

e Top Talkers — E2l{Z] M7 A9 .
J - 71
o 0|4 E2l{{T] BtX] — DDoS-LHE £ o =L

. 3|M AIRE — =AM ZH o Tt ZalE HL} NetFlow + sFlow H3 — Mt of X2|2ke|
o o inlYiyle]l =11-"N ol XIA| . qL: XM XH SHo
o T — E3} A L7} 0fC|2
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Summary
All Nodes (147) - Leaf (12) utic 24h - Live - v SNMPv3 @ NetFlow IPFIX collector @

Network Atlas

DC Spine-Leaf Topology (Cisco DNA Center style) Uptime CPU avg Bandwidth In/Out Active Alerts

25 NetPath Spine-01-04 - | Y2 0.98% 42% .2 /6.4 Gbps
| Top10 ®

%5 NTA Flow - AP ' Interface Gi1/0/1 (uplink to Core) - | : 1- OID ifi

o 14:32 KST

1 NCM Configs 4
window

Alerts

=] Reports

Recent Alarms

CRITICAL 1 211 - Link down — eth1/49 (Leaf-03 - Spine-02) - BFD session down

0.20.9 > 10.40.0.5 -
0.20.6.41 10.40.0.50 - Trap linkDown 0ID 1.3.6.1.6.3.1.1.5.3

.20.0.43 — 198.51.180.21 ms-teams 287 Mbps
F4 : = o m
0.50.68.16 - 10.50.0.99 veeam-backup 1,820 Mbps
8.30.0.55 - B8.8.8.8 5 4 Mbps
.20.0.42 - 203.0.113.5 hitps 198 Mbps [t} MINOR

2 - CPU > 80% — Spine-01 (hrProcessorLoad)
O 0 14 - BGP neighbor down — 10.0.0.12 AS 65001 - EVPN st

NMS CHAIEE (4/3})
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TAS| NW 113 4| 2™ 107}X]

10

2%

A[O|E2{0] HA

A2/K| 22 AEHE

DC Hig2 EZZX|

HE[HHE HE|

DMZ EZ=X|

NMS-E2{z 24

1ot

H

VRRP-HSRP-GLBP
Stack:-vPC/MLAG

3-Tier vs Spine-Leaf

VLAN vs VXLAN/EVPN

F5 vs HAProxy/NGINX vs A10
Term - Bridge - Pass

DNS tHE-GSLB

=2| 2PC vs VDI

Single vs Dual vs 3-Tier

SNMP + NetFlow/sFlow

ogt

H (W)

VRRP (| £&)

OHM|A = Stack, DC = vPC/MLAG
Spine-Leaf + EVPN-VXLAN

HIHA = VLAN, DC = VXLAN (EVPN)
=8 = F5, MSA = HAProxy

2t = Term + WAF

GSLB (TTL 30s)

=

2|, it = VDI

1

M0

8 =
Dual FW (C}2 #iC)

SNMP v3 + IPFIX
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HER3 g =2 — TASE

\_ . g LA AEE

1. L2/L3 EEEX| =H — Visio/Lucidchart 9. NMS HAM — Z2-AA-LEf IHEZIA
2. VLAN B — VID-O|&-MEH.CW-8=-EHY 10. &0 CHS SOP — A[LI2[2E HK}

3. IP £ A|El (IPAM) — Subnet-2&-0f| 2k 11. HE3ee| BE — HE BER-4E-50l- St
4. MLAG-VRRP ZH|Ql  — |0{-Peer Link-VIP 12. W MH SOP — ZH| MM Xts Ui

] -7

5. LB MM — Pool-Member-Health-Persistence
6. QoS MMA| — DSCP-CoS-7 OHZ!

7. WeiH.pMZ = + M O{EE|A

8. aHg| £ + XI2XM4& SOP

€ TA AS2 1%

e D=L = As-Is + To-Be + O}0|18{|0|]M 3%t

I-D

= M = MEAL-SURL-SHY HAXL FA

o HH 22| — Git or CMDB
5

rII
N
o
\Jd
0=
=

| 7
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VLAN H Ll- % 0’/,(/ E'II_-"IEI

VID 0| AMEul GW 8r B3 2 H| 11

10 MGT-OOB 10.10.0.0/24 i 22|24 (0O0B) NWE! SSH-NMS Mg

20 SVR-WEB 10.20.0.0/24 1 2 MH|A 294 DMZ

30 SVR-APP 10.30.0.0/24 1 S8 MH[A 2gE LH &

40 SVR-DB 10.40.0.0/24 A DB DBAE! LHE, Hlst ACL

50 BACKUP 10.50.0.0/24 i bH o af 2gE Jumbo MTU 9000
100 OFFICE-N 192.168.100.0/24 i AR (53) QIAt AHEXHL

200 VOICE 192.168.200.0/24 1 IP F3} SME LLDP-MED A}=
999 NATIVE-NULL (ArE o & - Hot2 Native NWE! 23 A8 32X

or

MEE FHO HE — VID-MEU-AHO|EHO[2t Mol Hi= "X, Y-8-H|7HX| Xl #It"2F iiwE".

;
i
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= — Oj|A| HIZ2]

LB &xH At

O ™ L.

MH|A VS IP-Port

portal.company.kr 203.0.113.10:443

api.company.kr 203.0.113.11:443

db-rw.internal 10.40.0.50:5432
db-ro.internal 10.40.0.51:5432

mail.company.kr 203.0.113.20:25

@ glt _7IC_7|- ol'E

o A& SHT (Connection Limit)

MM E}0}= (Idle/Long)

Rate Limit (DDoS 23})
2Z g4
ZHof A| St (Drop / Send 503)

- VLAN-HA-NAT-LB-GSLB-Z&z2|-NMS

Pool HH
web01~web04:8080
api01~api04:8080
pg-master:5432
pg-replical~3:5432

smtpO1~smtp02

L

ilh

Least Conn
RR

(=)
Least Conn

RR

e Pool HH

tEXlE A HIZ

Health

HTTP /health 5s
HTTP /health 5s
TCP 10s

TCP 10s

TCP 30s

TA H[Z

=N+10|¥

Persistence
Cookie Insert
None (Stateless)
Source IP

None

SSL

Term + WAF

Term

Pass

Pass

Pass
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- Session 5 -

IT =2t OF7 |EllX] 27

=

00
O
FoYl]

...
20 0
5ok
6_' =
OF ——
P! M_

(0]

<| ol

84 ’0

o

300
70

4

ud

150

=

od

KIr
< ol

DMZ-QIE
Web-H

Internet FW [

Internet —®

—~n

% TAQZ

(As-Is-To-Be)

i

. e ¢

ot + Xt=3t

S = Bk} Eh

o AFEXL3E

o MEX}7H0|E — O

o ZAFET EHE HA — 311 0fy
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Sh3 S BT — 4F2/AE

| B

o ZMEEMIHFE — NMS-LB-HHA
3 = CHUSE A0|EQf|o] Al Cf=~

« 38 =22|2PC +DRM EZ
B

HID IHE2|A (HE ASE)

e LB = F5 2=, A10-HAProxy &7}

T
LI

e NMS = SolarWinds + =4 (CiAH[O|ERVCNC-CHRIA)

o A = A|RE.ATEZHIT.OIH.0|L|E

. Al

KCMVP &f= 2=

IPv6 X|& (2|F=t)

AAE A SEt

¥

BGP-OSPF 2}&! XA
GSLB SA| L5 Ato|E
U2 DMZ £ + X2 T B

o
g TA

o Sl

= A2l 90% = ¢l MIF2[AE QoA EE =Lt

[0

2Hl CHECH (28 22 710|E)
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oh
ol

& I E — A/g-EHE Cf]

A-C-D

802.1Q - Native VLAN

Trunk - Access

Private VLAN (Isolated-Community)

Voice VLAN

VLAN Hopping - DTP

STP - RSTP - MSTP
BPDU/Root/Loop Guard
Stack - vPC - MLAG

VRRP - HSRP - GLBP - CARP
ECMP - Per-Flow Hash

E-F-G-H
o Static NAT - PAT - Hairpin
 NAT64 - DNS64
e STUN-TURN -ICE
e DSCP-CoS - EF - AF
e LLQ - CBWFQ
» Policing vs Shaping
e L4vsL7 LB

e |Least Conn - Source Hash

e SSL Termination - Bridging - Pass-through

e Active vs Passive Health

e Cookie Persistence

e GSLB - Active-Active - DR Failover

e DHCP DORA - Option 82
e |Pv6 SLAAC - Dual-Stack

I-J-K

=c| Y=2| - =2 Y=L
VDI - SBC - CBC
KISA 710 =

DMZ Single/Dual/3-Tier
YA A2

SDN - OpenFlow - NETCONF
VMware NSX - Cisco ACI
VXLAN - VNI - VTEP
EVPN-VXLAN

SD-WAN

SNMP v3 - MIB - OID
NetFlow - sFlow - IPFIX

Trap - Inform
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