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Session 7 — &/A} Oj/E}|0/E{

] MM HE

o 3|Xl. 8 /15 — Day 2 2% 24t

e 4% Day 2 — H|EQ|3-AEZ|X|-E2FHA
o FHENR|: security (EQH-HHEHA)

o o4& 23 22 78 S20|E + O|0|X[ 14%

o 9| AIZE: 2F120~150E8

ol-g- ‘|m
L ri

40| OfL|2} 6CH =HQle| CHS Hof. TA= 2
CIEte HHA] $1X]- X S8-21F tArgS EA[BIT.

ot

% 2 H (Learning Objectives)

. HIE9|3 Hot — Firewall 4MCH, NGFW/UTM, WAF, IPS/IDS, Anti-

DDoS, VPN H|m-Met

.QIERQIE KOt — AV - EPP - EDR - XDR - MDR %3t

NAC-PMS-SIEM <<t

. H|oJE{ E9t — DRM-DLP-DBE2t-TDE-PKI-FIDO-HSM HiX|2} 2F =&

2|

. Z|M 5ot — CDR-SOAR-SASE-SDP-ZTNA-Zero-Trust-MITRE

ATT&CK-TI-LLM Hot =&

 HHHAQIF — [SMS-P-KCMVP-CC2I5-1SO 27001-NIST CSF-PCI-

DSS 215 X1|71| H|w
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20| X|= — 6 PART + 29 HIL{A

A.LE{{3 2ot (18 £2}0|E)

e Firewall 4XM|CH IS}

NGFW - UTM - WAF

IPS - IDS - Anti-DDoS

APT - DPI - NDR

VPN (IPSec-SSL-WireGuard)
B.IEXQIE HOL (11 £2|0|E)

e AV - EPP - EDR - XDR » MDR
o &FM H|W (CrowdStrike'V3 &)
e PMS - NAC - SIEM

e SecureOS . 2zZ2a+t 24

C. HIO[E| B9t (12 22}0|E)

e DRM:-DLP

DBt 3F (NW-Plug-in-Kernel)
TDE - DAM - Tokenization

FIDO - MFA - ‘44| 215

PKl - KMS - HSM
D. %|4l EBHE (13 £210|E)
e CDR-SOAR:-SASE:-SDP-ZTNA

o Zero-Trust - MITRE ATT&CK
e Threat Intelligence - LLM E2¢

E. HHHAA-Q1F (10 £210|E)

o YHM 475 - SOP 45

o[

o =L —ISMS-P-KCMVP - CC
e =ZXN| —ISO 27001-NIST-PCI
ENEE

F.HoI 2 + 41H (12 £210|E)

e SOC Tier1-2-3
e VA:-PT:-BAS

e TAS|12CH E2H
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YESS Hot
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F5i7800 - IPS &l Sniper V40 - Anti-
DDoS Radware DefensePro x4420
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Hor 6L L2l — ph=0ll 2= ZA Xz

) QIERQIE HO

EDR CrowdStrike Falcon - NAC
Cisco ISE 3.3 - SIEM Splunk ES
T.x - SOAR Cortex XSOAR

CIOJE ot

DRM OF30HL| DocuMaker - DLP
A0kA} Mail-i - DBESHAIAI0] Petra
DBSafer - PKI Thales Luna 7

) XAl E=E

ZTNA NIST SP 800-207 - SASE
Cato-Netskope - SOAR
Splunk Phantom - XDR Palo Alto Cortex
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ZEEQIO| 3L/ 2/Z/(CIA) — CIA| 2l

° ° ° r ° ° ege
 Confidentiality Integrity 4’ Availability
I|LM — lofof BF AfElolA|Et - Bt Q= Xt HE 2| - et SHM — Bz 9/0] TC)2 - HlO|E] I KHEE - SA] (SHA- N8N — ZRE uf 55 - MH|A-HO[E AL 7Hs -
MOER-22| 22| - 222 DRM-KMS - ol = @& A 256:SM3)- ZXFAIE - WORM #{4-ZAF2 T - 98t = 3t AbD HADR-DD0S CHS - Anti-DDoS-#{{-0|53} - 9Jit = MH|A 2

t

& 521Xl (Parkerian Hexad): CIA + Authenticity(Z1&2A) - Non-repudiation($218tX]) - Utility (84) — XM H-PKI A|CHY| =712l =,

Ik

ot =OiQle] 2= SFM2 CIA 3 o Z2 X7|=7t2 27 = UL,
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Firewall 4M|CH XIS} — Stateless » NGFW

1MICH — Packet Filter (Stateless)

o ol{t HA} (SRC/DST IP-Port-Protocol)

o HE JEH =X 8l

0lo

o ACLZ[Ht = &

=

o WIZX|3F RX| — Spoof-HEAL 22 %[of

2 M|Cf — Stateful Inspection (1995~)

. 7 MEf ElO|E 9K
. TCP/UDP SZ A4 XX
. SE I XIS 51

e Check Point FW-10| CHE

A EQI2 4MIC NGFWIL BE — 1-2M[CH= BHE-L

|

I

3AMI|C — Application Proxy

L7 HO|Z2E ZA}
S8 HZMK| 2ol (HTTP-FTP-SMTP)
S210|YME © Proxy < At (£4))

Lajx|g e — Zelx £1| 7S

| — -

AMICH — NGFW (2010~)

Stateful + DPI + IPS + App-ID + User-ID
SSL/TLS Q/AHM
Threat Intelligence 9=

Palo Alto-Fortinet-Check Point-Cisco

9/78



IT 212} OFF|EllX] MA| - Session 7 - E9F 6CH =H|QI

Packet Filter
(Stateless)

~1990

Cisco ACL - ipfw
5-tuple (src/dst IP-port-proto)

Key features’ Cisco ACL
2-3 lines of ten S%

~1Gbps

Firewall 4M|CH £IS} — Stateless » NGFW

Stateful Inspection

~1995

Check Point FireWall-1
Cisco PIX 515
TCP state table
(ESTABLISHED/SYN_SENT/...)

Key features : CheckPoint 1 -
sio PIX 515 - TCP state table
(ESTABLISHED/SYN_SENTY/...)

- ~10Gbps

Application Proxy

~2000

TIS Gauntlet - WinGate
Layer-7 HTTP/SMTP/FTP Z2A]|

Key features - WinGate - 7
HTTP/SMTP/FTP EEA|

- ~40Gbps

NGFW

(App-ID, User-ID, IPS,
SSL Decrypt, AV, URL Filter)

2010~

Palo Alto PA-5450
Fortinet FortiGate 600F
Check Point Quantum 6000
Cisco Firepower 4145
A|F0}0| BS5800

Key features : App-ID, User-ID,

(App-ID, User-ID, IPS,
SSL Decrypt, AV, URL Fllter)

- 100Gbps+
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Firewall < H|1! — o114 291= MLf

Mich AAL ol ds 7tMd F 8k

Stateless L3:L4 &gt &3l <2 Ui =.2tE ACL-ZtTh 22|
Stateful + MM =H == st LHE & ZA-DMZ

App Proxy L7 I0|2= S7t == H-FTP-2& 0| ESIO|
NGFW L3~L7 + IPS+TI Sit~=3 E-3 | o FA-BE

UTM NGFW + AV/URL/VPN &% s =3 S27|9-XH

NGFW vs UTMZ2| X}0]: NGFW= 1185 e 7|5 8, UTM2 XMH|8 CP|s S&. tH7|Y-282 NGFW L5, 3247|8-X|E2 UTM 1CHi= M2[5t= 20| YEHA,

|
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NGFW — 7Cff eli4! J|&

® Application Awareness ® SSL/TLS Inspection ® Sandbox 9=
o L7 App-ID — 5,000+ 2E 24| o HTTPS Ez{T] B33} - ZAl > rHASS| o O|¢l MU That SHAOf A Al
o TEJLOHA M k| HM (0f: Facebook Xttt vs Messenger 18) o QS A MOl 22| T4 o APT LH20| &HAl
o THIRY M-SaaSk Al . 85 25t 30~50% « WildFire-FortiSandbox
® ldentity Awareness o MRIEE-2E AOIES ol2] BH @ URL Filter
. MEXL1E B9l B ® Threat Intelligence . F}6llm2] 7|5 URL Atk (254401 b A)
o AD/LDAP S o 22 TI I|= (Palo Alto WildFire-Fortinet FortiGuard) o AT AIZHSH|
o "THREITHERP H2" A KA o loC-HEh 7|8t XtE KIE e NGFW &=M
® IPS Et « = TRl HOIE « Palo Alto PA-AJ2|=
o AJLIN + F2[AE] EHYEX]| « Fortinet FortiGate

o AA|ZE KT Check Point Quantum

Cisco Firepower

Sangfor - =2HNT - A|7O0}0]

NGFW 0{Z2}0|HA. 22| 2& reference - Fortinet FortiGate 600F / 3000F — fortinet.com/products/next-generation-firewall - Palo Alto PA-1410 / PA-3400 / PA-5400 —
paloaltonetworks.com/network-security/next-generation-firewall - Check Point Quantum 6200 / 16200 — checkpoint.com/quantum - Cisco Firepower 9300 / 4100 —
cisco.com/c/en/us/products/security/firewalls - F5 BIG-IP iSeries i7800 — f5.com/products/big-ip-services - &2| & — FortiManager - Panorama (Palo Alto) - Cisco FMC - Check Point
SmartConsole - A|7O0}0|-2tH TrusGuard-£=AHINT — ZLH KCMVP 215 NGFW - Linux A E — iptables - nftables - firewalld (firewall-cmd) O

12/78



IT 212} OFF|EllX] MA| - Session 7 - E9F 6CH =H|QI

WAF — &/ S8 Mg 2314

o O
J WAFJ} 2H= Z{ — OWASP Top 10 i WAF £2M — Z2IRE vs 2I20jA
1. Broken Access Control S22E3 WAF - Cloudflare WAF - Akamai Kona - AWS WAF - Azure WAF - NCP WAF -

Cryptographic Failures KT Cloud WAF - ZA| =i, 224 24t - Ti#%2 DDoS &%

Injection (SQLI-XSS-Command) 2nO3|0|A% WAF - F5 Advanced WAF (ASM) - Imperva - Radware AppWall - Penta

, WafXpert - O|EZ WAF - LiF 28 2281 L3 (ZTH 43F)
Insecure Design

Security Misconfiguration

. Vulnerable Components

. Authentication Failures

. Software/Data Integrity Failures

. Logging Failures

©O © ® N O o~ W N

—

. SSRF (Server-Side Request Forgery)

T

—-

NGFWZt 2fX| Zot= S8 AIS

OH
ik

0
K
ro
m
o
1
ro
o
N

TA & = = 82195 WAF + 203|0jA WAF 2Eh0| BZ. LIEY S82 2Z8|0|A WAFRICE S&.
i WAF 0{E2l0|AHA-2E reference - F5 BIG-IP Advanced WAF / iSeries i7800 — f5.com/products/big-ip-services/advanced-waf - Imperva SecureSphere WAF Gateway — imperva.com/products/web-application-firewall-

waf - Cloudflare WAF Dashboard — cloudflare.com/application-services/products/waf - AWS WAF Console — aws.amazon.com/waf - Akamai Kona Site Defender — akamai.com/products/kona-site-defender - =LH — HIE}A|
T2|E| WAPPLES - O|E& WAF (KCMVP)
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On-Prem WAF Appliance Cloudflare WAF Dashboard

2U F5 BIG-IP Advanced WAF i7800 Dual PSU LEDs -

Rule sets 4.2M requests blocked [ 24h - Top attack: SQLI 38% / XSS 22% [/ Bot 19%

SFP228

1 2 3 4 5 B
B T, L L Cloudflare
5 iR
8 8 8 8 ] B

QsPr28

OWASP Core
OWASP Top 10 - L7 DoS - Bot Defense Ruleset 4.0

Custom Rules
- 18 active

HIELA|F2|E| Rate Limit
=100 reg/minfIP

1U Penta WAPPLES SE-5000 COCEP™ %1l - KCMVP ZZ& N Too T

fwp-login.php
Imperva

Imperva SecureSphere X8500 2U

WAF — £ 88 Hg a1}

O -
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UTM — Unified Threat Management

@ UTM 1choll Soi7t= 71s © =Y mH

« Firewall (Stateful-NGFW=) o EA— NGFW LC}E + EX IPS-WAF

e IPS/IDS o X|™-AHE — UTM ICHE L2 K|

e VPN (IPSec-SSL VPN) o AMEX} 4 — 50~500H H27} sweet spot
e Anti-Virus (Gateway AV) e HA — UTM 2LCH Active-Passive

e Anti-Spam (M| ZE) ] HE S5M

* URL Filter - Web Filter » Fortinet FortiGate (UTM A|Z 19])

* DLP (ZhEret 7|9 =-IH) . Sophos XG - WatchGuard - SonicWall
* App Control o JLH — ot TrusGuard - O|EE - £AHNT
* SD-WAN (/<) . 714 — 53 NGFWS| 60~70%

UTME AIO(All-In-One)2| Ma|&tat £rel AofFo| E&j0|=Qm — X|F-AF20| Ht,
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IPS vs IDS — EfX[L} XfEFO[LF

® IDS (Intrusion Detection System)

e Tap BE — EaljTl EAH20F ZEA| * Inline RE — Ez{iZ] Z=24 2[X|

o EIX|2F (XIEH E71) o EIX[ + XpEh

o QEIOIBE M2 o QFEf= AN EgfTl XITHALD

o EM.IHA A o FAOS

o MS + ot o MT + X}t

e CHE: Snort-Suricata-=m & & 21 IDS o CHH: Palo Alto-Fortinet-A|7OtO] IPS

rOP

Mo| 2 M7 RIS 99% IPS(NGFW LHE Fi= Ek 0{Z210[914). IDSE 21 47-SIEM H5 BMEO= FHE. S 2oty|s el

© 2026 MIOLo|HA (GenAl Labs) - ZHAL Bf=od

## |PS (Intrusion Prevention System)

MIPS 630| 35 HE.

16/78



IT 212} OFF|EllX] MA| - Session 7 - E9F 6CH =H|QI

IDS (Tap/SPAN Mode) IPS (Inline Mode)

Alert only - syslog = Cisco Firepower NGIPS
Core switch SIEM (Splunk ES 7.x) e e - 22 Sniper IPS V40

- SECUI MF|
f‘:; Gigamon ‘,‘:;
4 tap

SPAN

No packet drop AU port mirror

no blocking - £2| 27t
zero risk Gigamon

< ~
w N

& Blocks malicious packet

: - CVE-2024-XXXX
Snort 3.1 - Suricata 7.0 QA i_nje_ction Patancy P e
Alert only - syslog - SQL invai bot - fail-open bypass switch
— SIEM (Splunk ES 7.x) . K& QEF A| MH|A &t

IPS vs IDS — EIX|LF XfEtO[LE

17178
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Anti-DDoS — Lfj2F Ez}Z/ x}EF

& DDoS 7t 84

1. Volumetric — UDP Flood-ICMP Flood

2. Reflection/Amplification — DNS-NTP-Memcached

3. TCP State Exhaustion — SYN Flood

4. Application Layer — HTTP GET/POST Flood

5. Slowloris-R-U-Dead-Yet — X< 12

6. DNS Query Flood

7. Encrypted (SSL) Flood

J 3 B4 3T

« Scrubbing Center — Ezl{iZ! 235|-H
Magic Transit)

e BGP FlowSpec — ISPO]| Xt=h %] Hm}

« RTBH (Remotely Triggered Black Hole) —

2t (Akamai Prolexic-Cloudflare

o1 — Cloudflare-AWS Shield Advanced-Akamai-Cloudbric

=1 T
2og|0jA o{E20|AHA — Radware DefensePro-Arbor (NETSCOUT)-A10

Thunder-Genie Networks

o T — KT-LG U+-SK EAIA} Anti-DDoS AH|A
. Xl HOM|S E0IA DDoS 6F 9IZ X Z

& TA AW ZQIE

ML > 24 12 > X Bt 7=

&%l ISP-22tRE S+ B

olo|E2|E — HA| 22|, YA E2t A| 2ERE XI5 22
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APT — Advanced Persistent Threat

€, APTC| EX

N o o s W N

=714 ALRO|-SHAHIE

A — =&-KBS-Hetrf-SKEE|Z

2t AaLMZ 'R =7t

. Reconnaissance (&%)

Weaponization (£7|3})
Delivery (M%)
Exploitation (/& 218)
Installation (&X[)

C2 (Command & Control)

. Actions on Objectives (=

J APT CHS &l

e Sandbox 7|4t EtX| — 22 X|X| 42 A E Al

o C&C xl'd XpEF — FTt 7[2h IP-L=0| Q) KR
« O|m|& &5 Fole} (CDR)
« EDR+NDRYUE — SAE.HEQA S¢

. 91 QIRIHA (TI) 2S5

/ APT Kill Chain (Lockheed Martin) i APT &M

e FireEye (Trellix-NX/EX/HX)
e Palo Alto WildFire
e Trend Micro Deep Discovery

o LY — OFMH MDS - 2IA Sniper APT - A|R2{|E

ThA)
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DPI - NDR —

~

+) DPI (Deep Packet Inspection)

17| H|O|2EN}IK| EA1

2 SSL Inspection 2

St ol

=

=

122

&5 D! GALF HIERIZ EA]

o A|TL|X7} QO{E 0|4 AL EX|
o East-West ({5 & 0|F) 7IA|M

o C&C SLI-HI0|H R= &

e EDRO| LIEXAH

Zi NDR&&M

o Darktrace - ExtraHop Reveal(x)

e Vectra Al - Corelight - Cisco Secure Network Analytics

(Stealthwatch)

o 2| — AIF|E{-AIF0L0| NDR

€. NDR (Network Detection & Response)

. YEQ3 Ezim HEH0|E] + Al/ML

K|
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$ tcpdump -i eth@ -nn -s@ -w /tmp/cap.pcap "tcp port 443" &
listening on eth@®, link-type EN1@MB (Ethernet), capture size 262144 bytes
«+» 18472 packets captured - 18512 received - @ dropped

$ tshark -r /tmp/cap.pcap -Y "http.request.method == POST"

No./ Time/ Source Destination Protocol/ Info

1247 12.4231 10.20.1.55 > 10.10.0.80 HTTP POST /api/login HTTP/1.1

1248 12.4289 10.10.0.80 > 10.20.1.55 HTTP HTTP/1.1 200 OK 1.2k

1493 12.8331 192.0.1.55 - 10.10.0.80 HTTP POST /admin/exec

1493 14.8821 192.0.2.66 > 10.10.0.80 HTTP suspicious - MITRE ATT&CK T1859 Command and Scripting Interpreter

$ openssl s_client -connect example.com:443 -showcerts —-tlsl_3
TLS 1.3 handshake
Certificate chain
@: CN=x.example.com
1: CN=DigiCert TLS RSA SHA256 2020 CAl
2: CN=DigiCert Global Root G2
SAN: DNS:example.com DNS:*.example.com
NotBefore 2025-01-15 NotAfter 2027-01-14
SSL handshake has read 5328 bytes, written 423 bytes - cipher TLS_AES_256_GCM_SHA384 -
Server Temp Key X25519, 253 bits « Verify return code: @ (ok)

DPI - NDR — &1Z IiZ! ZASF HIERIZ EfX]
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. IPSec VPN '] OpenVPN

o HZE RFC 4301 - A|O|E0]<>|0|E|O] o QEAATLS JJHt
 Site-to-Site (X|AI<>E£A})-Client-to-Site e ILE 1194 (UDP/TCP)
e IKE (7| 22H)-ESP (Y= +2ZM)-AH (RZ2ADH e SAV|Y-SMB EZE

e Tunnel 2E (TA| IP Zi£3}) vs Transport 2E (H|O|2 =01 o ZfO|MIA H[E O

e DMVPN (Cisco) — IPSec + GRE + NHRP, Hub-Spoke 5% s WireGuard

&) SSL VPN o XIMICH EZ (2020-~)

e HEIRX HTTPS E= S210|HE SW Linux 2 LH&

o AMERH T 217 F20) 2

TE 4,000 (vs OpenVPN 600,000)

e Pulse-Cisco AnyConnect:-F5-Fortinet-NCP =0 Tk NAT 23] 24

Tailscale-TwingateZ} &&
U ¥=2e| 2rF

o TAA

MU

2M (st gtsh) — A|FA SecuwayLink-ADFA}
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IPSec VPN (Site-to-Site) SSL VPN (Remote Access)

IKEv2 (UDP 500/4500)
ESP (Encapsulating Security Payload)
AH (Authentication Header)
Tunnel Mode AES-256-GCM

X Palo Alto GlobalProtect Portal -
Encrypt tunnel o ~ Palo Alto GlobalProtect Portal -
IKEv2 (UDP 500/4500) \ e > Fortinet FortiClient EMS -

ESP (Encapsulating Security Payload) Cisco AnyConnect Secure Mobility
AH (Authentication Header)

HUnoelNodeTAE 262 CLM Cisco ASA XA} TCP 443 - H2t2XRIo 2 HL
PSK or X.509 QIZM 5555-X  Branch - split-tunnel &M
BUSan - MFA YubiKey/SMS OTP

VPN — L Z1X] HZ + 215 = ZfA]
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VPN 2™ D EEIA — o1 0= 71?2

AlLtE| 2 #HZE VPN 0| &

HAl & X|A} AMA| IPSec Site-to-Site oY BE-CHY =&

IjEH 22 A2 X} SSL VPN == WireGuard S2I0|HE Eh=-HTTPS EXt
o|Et SZAL BHA|E SSL VPN + MFA AME R} EH|- M 23}

Cts= XIE (Hub-Spoke) DMVPN SH E{E- 22| tHe

QEAA K 0f A OpenVPN f=.d35-2e =%t

XHMICH- DM S WireGuard Che -t S

3338 YgA CHISE Ao ESl0] U=2E| 2 F

ZctE VPC HZE Cloud VPN (IPSec) AWS/Azure &

TA 2% 4%: @ AFSX}vs AJO|E £l @ Z2I0|RIE SW AX| 7Hs 0, @ 9I5-24S3} 2T 9T, @ 2% 913 2
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Part A A2| — L[E2/= HoF 97}A]

FA Heot

e NGFW — 4A|C S¢gf ot

o« WAF — OWASP Top 10 At

e UTM — 34-XH S8d
EfT SA

e IPS/IDS — Inline vs Tap

e Anti-DDoS — Scrubbing-RTBH

9I3 £
e APT CHE — Sandbox + Kill Chain
e« NDR — 4|E<|3 O|Al?| Al EFX|
e DPI— L7 H0|2E &

o AL
HAE F=

» IPSec/SSL/OpenVPN/WireGuard
e DMVPN — Hub-Spoke

. EMISGW — 22| T

N o o~ W N

. 25 ZA| Lot M|cH

. WAF 2IX| (22tRE vs 22
.IPS =2! (NGFW LHZE vs HE)
. Anti-DDoS AHH| vs SAIA
APT &84 £ &

. VPN £F-0|352}

a2 & (=2| vs 22])
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ETQIE Bt — pC-AftH. ZH}LIO OFX|2f Erof AT

‘ AV - EPP - EDR - XDR - MDR - NAC - PMS - SIEM - SecureOS
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A= IQIE HOF BA|CH st

1M|IC — Anti-Virus (1990~) 4M|Cf — XDR (Extended Detection & Response)

o MIL|X| 7|8k — a{El kg Aot

r
[ ]

Endpoint + Network + Cloud + Identity £&t

o OH DHE CO|E

CHE Hef|H|ER| &2 24

o BtA: ME-HE-Zero-day CHS =7t AI/ML A= 22.2M

o
T

[

o CHIE: OFEH V3.0|AEA|FE[E| &2 Symantec Endpoint Protection-McAfee

CHE: Palo Alto Cortex XDR-CrowdStrike Falcon-SentinelOne Singularity-Microsoft Defender

2M|Ci — EPP (Endpoint Protection Platform) XDR

o AV + S 4 ClHIO|A S 5M|ICH — MDR (Managed Detection & Response)

o FE|AELHS 78k =Tt . 9|2 SOC 24/7 SIEH 2

. E3t AL o XIN| Hot 2l B J|™UE

e CHE: Trend Micro Apex One (7 OfficeScan)-Symantec Endpoint Protection-McAfee EPS « SF4 + Q1= 7 |X|

3A-|||:|-| — EDR (Endpoint Detection & Response) o CHE: CrowdStrike Falcon Complete-SentinelOne Vigilance-Arctic Wolf-Expel

o loC-0| & H2|-A[AE 7|t

o ART

{ot

ZAAL 2 T}

1MICH AVE H 0|4 S-26HK| 2Lt — EDR/XDR + MDRO| 2026 4t =2 HZ.
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IT QIIa} Of7|Etik| A1 -

EDR — =4

@ & dlo|H

DE=NA HY-5

OfA 247|-M7]-AH|

Session 7 - 22t 6CH =0H|Ql

f &e[2f =

HESI3 HAE (IP-ZE-TH|Q)

| X|AEZ| HA

(Windows)

PowerShell-CMD H&

DLL 2C.-Q1HM

o AIEX 20l &5
@ 2y

M

Of&f BIX|-A[AIE &2

oC OH& (SHA|-=0|21-1P)
she| 7|8t (MITRE ATT&CK TTP)
L

—

J L2 (Response)

o 2| (Network Containment)

. DEHA ZH Z2
.+ QL Ha] A2
. YK|AER| 22

o 217 Ml.ajlo|E St

o X}Z XLt Playbook

] =2 2 apX

o 54 7IZt3~670E - 2E £

e SOC Tier 1-2 QI &4

o MDR 9[E} A| @12 &

C}
d

N

_I_

4o} aH

Al
=
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EDR — &% £12/2} £

1z

Session 7 - 22t 6CH =0|Q!

Endpoint Detection and Response (EDR) event streams

T-30min

 Process

(procmon)

[

' (NTFS USN journal)

Network
(Sysmon EID 3)

Registry
(HKLM/HKCU)

1j=]

0| &} 2| mE

- CrowdStrike Falcon
Insight XDR detection

« Severity: High

> !
10:14:25
powershell.exe
-enc baseb4...

10:14:22
winword.exe
spawned

G
10:14:23
~Sinvoice.docm
written to %TEMP%

‘—
2 10:14:26
outbound 443
- 185.220.x.x (Tor exit)

& 10:14:27
HKCU\..\Run added
persistence key

T+5min

- loC Match: SHA256 a3f5...
IP 185.220.101.42 (Tor)
* ML Score 0.94
 MITRE ATT&CK TTPs:
+ T1566.001 Spearphishing
Attachment
Attachment
— T1059.001 PowerShell
— T1547.001 Registry Run
— T1547.001 Registry Run
Keys
— T1041 Exfiltration over C2

» Suspected actor: LockBit
affiliate / APT29 Cozy Bear
pattern
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XDR — Extended Detection & Response

€ XDR2| ¢t H¢ A SIEM vs XDR
e Endpoint (EDR) e SIEM — =711 =& Z4M.Z 7|8t (HE)
e Network (NDR-NGFW =) e XDR — HOI ZH[9] ES| ETt EAM

e Cloud (CSPM-CASB-CloudTralil
( ) ‘ == CHA[7L ofL|2t Hel — XDRO| 1X} Xt 24 SIEMO| ST H=-ZEAL

e Identity (AD-Okta:-IAM)

e Email (Email Security) i CHE XDR &%
@ SHM XIEH » Palo Alto Cortex XDR

-‘

o C}Z Eig|HER| ATt EAM e CrowdStrike Falcon XDR

o CHl AFA > T FHH[QI KL Microsoft Defender XDR

Trend Vision One

o AI/MLE M=% XIS}
x

« MTTD/MTTR B Cisco XDR (+ SecureX)
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PMS — Patch Management System

ol PMSQIL o EENM
o F2=4H = Zero-day2| 99%+= IijX| O|XME e Microsoft WSUS / SCCM (MECM) — Windows EZ&
o =& IfjX| = FEX[A-HS =7t  Red Hat Satellite — RHEL
o 33282 30¢ O|Llf Eot miX| o|F e Ivanti - ManageEngine Patch Manager
o Xt CH4= 100CH HO™ X2t Ha o L — oI APC-ATIAF PMS-X|2HX| 1l PMS
KFRs )\ ot E4M
o FoHE 2A9H'S (CVE DHE) o 33 HOIIJI0|E — mX| 30 OfLh
o OHX| HHE AFH|E o 2718 1o| ®Y — D[miX| 07 =&
o A HZ (Pilot Group) o 1A =X O|IfX| HA Al ZFAF X[H
. B2 2RE ? Holy|s EIA

. IHY QIS PMS HMEO| 23 BEE
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224 3 — Supply Chain Attack

@ AH| U i 77t

 log4j (2021) — Apache 22 2[0|E2{2| RCE, I M[AH| & 1. SBOM (Software Bill of Materials) — X424 SE5}

0

¢ SolarWinds (2020) — Orion I{X[0f| BHE=0{ & 2. Oo|EM Al (Snyk-Dependabot-OWASP Dep-Check)
o Kaseya VSA (2021) — RMM £2M S5t 2120 3. OJO|X] M AZ (Sigstore-Cosign-Notary)

 MOVEit (2023) — I} ™& SW RCE 4. SLSA Framework (Supply-chain Levels for Software Artifacts)
. 3CX (2023) — VolP 22/0|HE HE 5. CI/CD IO Zaol Kot (015 A|Tal 2))

o 2| — ZZ SW YUH[O|E Y ZH AT 6. i KoF M (SOC 2SO 27001 27)

® 2HEF=2 7. EDR/XDRO| HZ DjX| kx| (24| 7|1

o Q@EAA BIO|HE{Z| (npm-PyPI-Maven) ® TA Q4

o & SW HI0|E &jj'2 o XiM| EQMIOZ2E= BE — ZgAFS TA| 7IAEo| 22

« DevOps IIO|Z2}Ql (Git-CI/CD) o 0|2 EO 14028, Q& CRA B2 Jj0|C 23} =

« StESg]|o] Hellof

 2|F-MSP
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NAC — Network Access Control

@ NACSe| d&t § Posture Assessment
o "It SOZALI" — ABALEHE 2B o AV EX|-x|Ale} =0l
o "MEf=?" — Posture Assessment (AV-IX|-OS) e OSIHX| ==
e "OIC|2?" — VLAN Xtz 2g - S3HEY
o "HE|" — H[QIV}-0[&E T A2 o 217} SW 2| Xk
o 1S EH . EX3t > 22| VLAN > XS I > HolS
. 8021X — HZE-EE Gt 0I5 (EAP-TLS-EAP-PEAP) i a5
e MAC 215 — MAC 2I0|EE|AE e CiscoISE — =24 19|
o Captive Portal — ¢! 2121 (Wi-Fi-AIAE) e Aruba ClearPass
e Agentless — Fingerprinting 7|%2F e Forescout (CounterACT) — Agentless ZtXt

=L — Genians NAC-A|7E SecuwayNAC-21A NAC
e 22 KCMVP-EHO7|= 2I2IM NAC 6=
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ESM vs SIEM — =2/ Z2F Zix[2f = A|Cl

;| ESM (Enterprise Security Management) i SIEM &8 M
e 2000LCH St EOF 2HX| 1A|CH o Splunk Enterprise Security — A% 19|- 117t
o SOt AH| O|HIE E3H. X778} * IBM QRadar — 2 8% 2%t
o AAIZFUZLLYA|RE e Micro Focus ArcSight — &5 S
o Y2 EN ot o Elastic SIEM — QEAAH|E HZ
o 2L — O|2FA|R2|E| SPIDER-2H TMS-LG CNS ESM e LogRhythm - Securonix - Exabeam
“2 SIEM (Security Information & Event Management) o 2| — 0|22 SPIDER TM-9t TMS-LG U+ SecureNet
« ESM + SIE0IE}- A2 248 X % TA 2"
. TIT 20 58 (2ot + AAH + S8) - 273 (EPS) 7|8t 2f0jMIA
o HEZ0|AA HTIN 53} o HZEJ|ZH (1 vs 3H)
. W BE 67he~1+ . AEHE ZhY 012 BQ of
- DiAl21 0|4 EX| (UEBA) . MDR SIE} 7ho &

i SIEM 2% reference - Splunk Enterprise Security — splunk.com/en_us/products/enterprise-security.html - IBM QRadar SIEM — ibm.com/products/gradar-siem - Microsoft Sentinel —
azure.microsoft.com/products/microsoft-sentinel - Elastic SIEM — elastic.co/security/siem - O|=2F 32 I42{|0| 4 SPIDER TM - 2t#f TMS — =Li SIEM
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Splunk Enterprise Security 7.x - IBM QRadar SIEM 7.5 -
Glass Tables / Threat Topology Offense Manager

Notable-events count

/ - Risk Score 893

Offenses Magnitude _ mmmEE
24 hours » &) ID Magnitude Description

00:00 06:00 15:00
18472 ‘Botnet C2 communication - O
. - i - 5 5.ds 9 142 & 1-10 3-6 7-
Notable Events b!r Domain Failed Leglns Splke src 10.20.1.55 dbt 185.220.101.42 - 142 events 1-10 3-6 7-10
(donut: Endpoint 18 / Hetwork 14 / Identity 9 / A ) ( 2 spike to 1,847 attempts)
18415 b Brute force - SSH - 1,247 failed logons - src 203.0.113.x

18398 Data Exfiltration suspected - T1041 - 4.2 GB out - Of}

08:00 12:00 1422

DNS Exfiltration pattern MITRE ATT&CK Heatmap QFlow

(table with src/ 0.20.1.55 —+ dns.malicious.ru  (Tactic x Technique)

source dest bytes T1059 T1486 T1041 T1566 Soimce L=

10.20.1.55 = dns.malicious.ru  4.248  11059- 10.20.1.55 185.220.101.42
11486 T1041

T1041
T1566 185.20.1.1 185.220.101.42

10.20.1.55 203.0.113.x

index=security sourcetype=stream:dns | stats sum(bytes) by query AQL query SELECT sourceip, SUM(sourcebytes) FROM flows ..

ESM vs SIEM — &g} =22t ZFx[o = A|CH
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Part B 2| — Y/CZOIE Hot 87[xf

SMICH Tl=t S A
« AV > EPP - EDR - XDR - MDR « ESM - SIEM - XDR
o o= HZ = EDR + MDR $I&} o EPS-HZ=7|7t 7|= 20| MIA
LA SEM « MDR 9IE =M
. PMS — 302 1% 95 TA 2% 671X
e NAC — i QI5-AHz| 1. EDR £%M ME (KCMVP 0{£)
e SecureOS — 74 Z=} 2. MDR XHd| vs QIEF

3. PMS = AIE
4. NAC 802.1X vs MAC
5. SIEM EPS-E=7(7t

6. SecureQS Mg HQ

39 ot

o SBOM-QZ=4 AzH
o O|0|X| MH-SLSA
. i SOC 2 27

ot 38 BHE
« KCMVP 9I= EDR
o IHX| 30 2R

e NAC-SecureOS HZI o| 25}
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HIO|E EOt — Z & AL XA = X7 )= 7=

‘ DRM - DLP - DBHE®Qt - TDE - PKI - FIDO - KMS/HSM
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DRM — Digital Rights Management

) DRMQ| £&
o 2M-IIY XEHI0] LE3 + HSHHM Z3t
. 9E2 Q0T HstioH Hat 2t
. 813 7|9 Hoto| E|O|ENIT — 22l 72| g1

@ Ew| 3= — CRWDNO

e Copy — SAt

e Read — 2|7

e Write — HZ

e Delete PRl

e Net — &

o Output — ==-7HK

WA JlE

« AES-256 Il 453}
e Watermarking — Q/4f|- 2 A| AFEX} A1H {E{0F=

o Bt M — Hzket ojotct & ol

e Fasoo (I}) — A& 122833

o OI30HL] (MarkAny) — O|C|0{-EA YJE{O=
o ATEI (Softcamp) — otH 15

o O[L|E. Mozt

I\ 293 Ol

H

0[0
oo

22 oo 45 2R (Office:CAD 8)

[ ]
[H
ot

X ZOH Al AL HE ST
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DLP — Data Loss Prevention

8 DLP 3CH HiX| ] DLP Z*H of

e Endpoint DLP — PC-.-E= (f|O|HE o FOIHS 1074+ O > XJct + S
e USB-ZZIE-ZHN|-H MK S o FIEHS 2R &4 > LTS LA

e Network DLP — #[0|E¢|0] « 7|2 S5 2N > F BS A

o O|HIY-A-FTP E2{T HA} « USB =Ar > 52l =98

« Storage DLP (Data-at-Rest) S EM

o MIUAH-DB AH-EF- A3} e Symantec DLP (Broadcom) - Trellix DLP (7t McAfee)

C EH
A A= 7™ e Forcepoint DLP - Digital Guardian
o FIQIE-HPA (FUIHS FIEHD) e Microsoft Purview DLP (M365 &%)

e CO]E]| &{'BX} (Document Fingerprint) S — ADHA}i-DLP-X|2HK| 1 OfficeKeeper DLP-A|FE DLP

o HAlRjd B2 o 33 E|SERIMDLP QIZ HZE

e OCR — O|0JX| Lff ZAt

39/78



IT 212} OFF|EllX] MA| - Session 7 - E9F 6CH =H|QI

DB H¢t 35 — - ZAf-2f =8}

8 DB Ao (DAC)

AHEX} <> DB AO[0]| Proxy
2| kel 215-217t
MM =3}

oA (SE CIOIE Z12]7])

CHE — HIEIA|F2IE] D'Amo-2IA||0] Petra-0|2& SAS

DB ZA} (DAM)

RE 2| 23 43

QIF 24-0ld APl BX

LECH0|HA HA

ATFR| =3 Al

Network Sniff — St
Plug-in / Agent — DB Lif =
API [ Trigger — 22 HZA

Kernel Hook — OS £+&

l(l(!) DB <I):II-§§I-

TDE (Transparent Data Encryption)
DB 2%l Xt XtE = st
Oracle Advanced Security-MSSQL TDE-MySQL

Enterprise

Column-level

Tokenization
& > Feolofst EZ K|zt

PCI-DSS EZ& S

SF ©
J 72:'%!'-.':%'

DAC + DAM + TDE = 3% SME

OK
OH

(=)
=8 H

[

o= &R

HIEIA|RZ|E] D'’Amo — A|ZEF 19
LIA[9|0] Petra
O|2F3IH2|0|M SAS
O|L|Edl.9ljof |

S22 — Imperva SecureSphere:IBM Guardium
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FIDO - MFA — |2tz 2= 91F

2 FIDO HZ= Zl=} J MFA &8

e FIDO U2F (2014) — USB E9t7| + H|ZHS e OTP — HOTP-TOTP (Google Authenticator)
« FIDO UAF (2014) — TH}2! MK o= « SMS OTP — H9t 25t (SIM Swap)

e FIDO2 / WebAuthn (2019) — E2t2X E&-H|LHS 2 CHA| o Push %! — Duo-MS Authenticator

5'575 ol= Q4 37HK]| o SIEZI0] E2 — YubiKey-Feitian

. A2 (Possession) — SCHE.OTP-HOH| o M| — TouchID-FacelD-Windows Hello

. FHE QBN — BEQISH BB

e X|A! (Knowledge) — H|ZHS-PIN

“HH =) =
e 117 (Inherence) — X|Z-SAf-E=-dH ok olE AE
o STLUSBN (7 3IeIBX
o I82UEN
o ZHHOIZ — F}7}2.L|0|HH-PASS-EA

e FIDO &3] (Korea FIDO Alliance)

gai FIDO HQt7|-MK|21E reference - YubiKey 5 Series — yubico.com/products/yubikey-5-overview - Google Titan Security Key — store.google.com/product/titan_security_key - Feitian FIDO2 7| —
ftsafe.com - X|2/¥= = — Suprema BioStation - IDEMIA MorphoWave - Apple Passkey / Windows Hello — FIDO2 OS W& 21&
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Suprema BioStation 3
YubiKey 5C YubiKey 5 NFC YubiKey 5 Bio Google Titan Feitian ePass SafeNet P

NFC (USB-A) (Fingerprint)  Security Key (USB-C)  FIDO2 NFC eToken 5300 s ot SUE

FIDO2 - WebAuthn - PIV - OTP MFC tap to phone biometric match-on-key BLE + NFC - made by Feitian CTAP2 - L1 Certified PKI 21EM X2 - SIS 23

O ® ® | :
o © §

£l I I g
(Fibo2 @ (FIDO2.1 @ [FiDo2.1 @ (FID02.1 (FID02.1 Passkey

YubiKey 5C YubiKey 5 NFC YubiKey 5 Bio Google Titan Feitian ePass SafeNet Suprema
NFC (USB-A) (Fingerprint) Security Key (USB-C) FIDO2 NFC eToken 5300 BioStation 3

NFC tap to phone biometric BLE + NFC CTAP2 - L1 Certified PKI 215X X Face + Fingerprint
match-on-key - made by Feitian ol - E2YUEN

SUPrema

FIDO - MFA — H|ZH= gi= 91
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PKI — Public Key Infrastructure

il PKI 74 24 SEELES:ES]

« CA (Certificate Authority) — 215\ 23-MH 1. CSR MY (71217]- 3717 )

» RA (Registration Authority) — A&X} A2l 20l 2. MA =0l (RA)

e Subscriber — QIS A 2ZX} 3. &= (CA MB)

 Relying Party — Q5 XA ASXt 4. HZE-ALE

e CRL (Certificate Revocation List) — Ij|7| 22 5. 44 (Pt= ™ 30%)

o OCSP — &A|ZHH|7| =3 6. H7| (Ef-01= A])

. X.509 215/ o= e CA

o 232 XH(Issuer)-FH|(Subject) o S0IBI|E () — AN =S - TAZ-SIETKRIZ oI FHFHHE L
o SH7|-ME E|E o AMd CA — AfLHE (AD CS-OpenSSL)

e RR7|Zt=tE HE « 22 — Let's Encrypt-DigiCert-Sectigo-GlobalSign
e CN-SAN

mi PKI-215 X reference - X.509 215 A 72 — RFC 5280 / DigiCert blog - OpenSSL CLI 0i#& — openssl.org/docs/man3.0 ( openssl x509 , openssl s_client , openssl req ) - Microsoft Active
Directory Certificate Services (AD CS) Console — learn.microsoft.com/windows-server/identity/ad-cs - ¢t= 35S A- =82S A — yessign.or.kr - 28ZX|& - Let's Encrypt / Certbot — letsencrypt.org -
certbot.eff.org
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0

Certificate Issuance
(X.509 v3 - SAN -
Key Usage - 365 Days)

CA (Certificate Authority)

» Microsoft AD CS [ HashiCorp Vault
PKI Engine 1.16 / DigiCert ICA

Identity Verification
(Domain Ownership / CRL

Download /
O _ : : OCSP Stapling
E RA (Registration Authority) Verification
;i

Corporate Registry)

- KISA (RFC 6066)
- CrossCert

CSR Request
' (PKCS#10 - openssl req -new -key key.pem -out csr.pem) O

w,.

3

Certificate Presentation

Subscriber User during TLS Handshake Relying Party Verifier

(Server/Person)

(Browser/Server)

Certificate Lifecycle:

@ Request CSR
%

2 Issuance
(NotBefore/NotAfter)

_>

® Distribution
(PEM/DER/PFX)

_.)

@ Usage
(TLS-Code Signing-S/MIME)

_>

(5 Renewal
(ACME automation)

—>

® Revocation
(Revoke - CRL/OCSP)

X.509 v3 Fields: Version / Serial / Issuer DN / Validity / Subject DN / SubjectPublicKeyInfo / Extensions (SAN-Key Usage:EKU-Basic Constraints-CRL DP-AIA)

PKI — Public Key Infrastructure
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XM vs MK}

#£ FXIMH (Digital Signature)

. B D24 + 2O
. BAIxt| THRI7|E M

o AR AR BHIIE UE
. B2+ MY S T

. TLI TR E2 NS

e Of: PDF ME-A[2f-API ME

off MM7|E ML 07| Y== Lefa

2 tolg] &

BE — pKI = Jfx] E2

B W2 7|2 22 St + B2 AT BII|R > ST +EH A 24

4

HXSE (Digital Envelope)

25 7|2y + 2HY
B2 MM7|(H7)) 2 L8t
HIM7|2 2% B2 23t

AARIRETHOIF|2 HIMT| B2 > BE =23

MO

Q|20 ==EX| 5= HIE HE

Off: f=el H&-DRM
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KMS - HSM — 7/ 2t2[9] o1z}

~~ KMS (Key Management System)

o = 7| Hd-MFE-2H- 17

=]
o (&) =
. 28272 XF

T

X %0 AF2 APIZE o=

e AWS KMS - Azure Key Vault - GCP KMS

e HashiCorp Vault — =44

e Thales CipherTrust Manager

o 3L — HEIAFZ|E] DAmo KMS-A|FE.-O|L[|

{J HSM (Hardware Security Module)

=c| 2ot & ool JHel7| Hat
HE 291 — 2FolM 7| == =7t

FIPS 140-2 / FIPS 140-3 215

e Thales Luna - Entrust nShield - Utimaco

o ILH — HEA[FE(E|-A|RE-O[L|E HSM

gei HSM 01Z20|HA reference - Thales Luna Network HSM 7 — cpl.thalesgroup.com/encryption/hardware-security-modules - Entrust nShield Connect XC (¢ nCipher) — entrust.com/products/hsm - Utimaco SecurityServer CSe
— utimaco.com/products/general-purpose-hsm - AWS CloudHSM — aws.amazon.com/cloudhsm - =L — HEFA|FE|E| ISIGN+ HSM - A|FE SecuKMS (KCMVP AZE 2% I 5)
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KMS - HSM — 7| 2t2/9] olma}

FIPS 140-3

Level 3
tamper-evident
L helographic seal y

PED PIN pad - Smart-card reader for  Slim
port cloning domain keys  factor

Thales Luna Network HSM 7 (Model A790)

FIPS 140-3 Level 3 - CC EAL4+ - 20,000 RSA-2048 signs/sec

FIPS 140-3
Level 3
tamper-evident
holographic seal

@ nShield &

Smart-card slot for Dual hot-swap
Operator Card Set quorum PSU LEDs
(k-of-n)

Entrust nShield Connect XC (High)

FIPS 140-2 Level 3 - CodeSafe - 8,500 ECC P-256 ops/sec

KCMVP @
ASE &,

utimaco’

Front PIN pad  SmartCard
reader
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DB Hot
o DAC — ®2H|0] Proxy
« DAM—ZAL21
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- FIDO U2F/UAF/FIDO2
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. 32— 25/28¢9
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CDR — Content Disarm & Reconstruction

CDRO| 5= & B HHX] 9IX]

o SATHUOIA S8 22 HH F T + Hi Alo|Eglo] — H= Do}
o IHAZ-AITIE.QAH|C|= OLE-JavaScript A7 o HLCIREE — MU CIREE Foliz}
. UBX|X| 22 SHMTCE B8} (Sandbox@} H 2 o BHOIA &M — o 7H K12 0| A| Rolfst

o AEX0AH= Feak 2EIXDE T o USB 7|2A3 — 2|5 O{H| 2oz}
@ iy o &R
o Office (DOC-XLS-PPT) o OPSWAT MetaDefender — 2Z& 19|
e PDF (JavaScript-Form) e Sasa Software Gate Scanner
e HWP (3H2)) — stz E= o Il — X|2HX| 2 OfficeKeeper / = CDR, 2T EZI SHIELDEX, A7

2l|Ed

e ZIP-O|O|X|-CAD
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& SOAR7} 6= & 77 SOAR &22M
o HOIOHIE > Playbook Ats A3 e Splunk SOAR (7 Phantom)
e SIEM-EDR-NGFW-T| & Cl= £+t 2A|AER||0]M e Palo Alto Cortex XSOAR (- Demisto)

. HHE KR XIS

IBM Resilient (QRadar SOAR)
e SOC Tier 1 2& 70%+ &4

] Playbook Oi|A]

Microsoft Sentinel Playbook

Swimlane - Tines - Torq

>
. A O AT > XHE 241 > 23| > AChEX] e TA£%
. O[Al P EFX| > TI X3| - NGFW AICt > E[21 £ra . SIEMIIS| £t S3tA
o AFRXFHE OJAF 5 B > 2] 5 A} « Playbook ZH4 ol2f

o TITEH|E

o Xl XIthys £9Q1 = AlsH

SOAR £ = SOC At=2fe| =HH.
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SASE — Secure Access Service Edge

&) SASEQ| Ho| (Gartner, 2019)

e FWaaS — Firewall as a Service

SWG — Secure Web Gateway

CASB — Cloud Access Security Broker

ZTNA — Zero Trust Network Access

DLP-RBI (Remote Browser Isolation)

i SASE =M

o Zscaler — SSE A|ZH 19
 Netskope - Cloudflare One
e Palo Alto Prisma Access

e Cisco Umbrella + Meraki

« Cato Networks — E&& Zxt

> TA 23

W

€

[
z
I

o

o XHEH-CEX|E A|CHS| VPN CHA|
o =28 AIEX} latency £}
e 2F BEF | (E2RE UiLIXIE)

o HOJE] = ZHE ZQ (Edge 2K
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(Cisco Viptela - VMware VeloCloud -

(FWaasS Fortinet - SWG Zscaler -
CASB Netskope - ZTNA NIST SP 800-207 -
DLP Forcepoint - RBI Remote Browser Isolation)

SASE — Secure Access Service Edge

SD-WAN

Fortinet Secure SD-WAN)

Optimized
Routing

Energy Branch

Security Stack

TLS Decrypt - Identity-aware
- Continuous Verification

Seoul-Tokyo-Singapore-Frankfurt-Virginia

SASE Cloud Edge

- Gartner SASE Framework (2019~)
+ Cato Networks - Zscaler ZIA/ZPA

- Netskope Intelligent SSE - Cisco Umbrella

+ Palo Alto Prisma Access

TLS Decrypt - Identity-aware
- Continuous Verification

Users
(Remote XHEd-ZH!)

Branches
(K| AH-OHE)

SaaS Apps
(Microsoft 365

- Salesforce - ServiceNow

- Google Workspace)

Data Center
(On-prem)

Public Cloud
(AWS-Azure:GCP)
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@ SDP (Software-Defined Perimeter)

23 Black Cloud — 2|50{|A| X+&0| "EO0[X| &="
x

o
0lM

Moll= ZE 2% 212 (Single Packet Authorization)

| I

Mutual TLS ¢!

OfM
ot

11 010|122 HE

CSA (Cloud Security Alliance) &

B ZTNA (Zero Trust Network Access)

"Never Trust, Always Verify" 71314
AEXCIHIO[A-ZHAEAE OftH HE
S8 ot Aot (HIESR A Tl X)

—

VPNE| ArE e S A|AL

VPN vs ZTNA

= VPN ZTNA

H2 o9l HIES= S8

NER=E] 13] Q15 = A2 o HS

7HA A o0 IP L& &A%

2 0|5 s Aret
Y —P

="T L.

e Zscaler Private Access

Cloudflare Access - Netskope ZTNA
Palo Alto Prisma Access
Tailscale - Twingate

Cisco Secure Access (+ Duo Network Gateway)
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> Zero-Trust &%l

* Never Trust, Always Verify

A MZ|(perimeter trust) H|7|

DE Eofm oXS BUMOR MO I

x| Hot-M2et SH-xl& 2S5

NIST SP 800-207 (2020 7}
5 sM SR

e Microsegmentation — S&- %3 =L e 22|

e Continuous Authorization — 0 28 4=

e Encryption Everywhere

i 5CH = (NIST)

1. Identity — AFEX}-AMH|A FK| A

2. Device — THE AEH-AZ|E

3. Network — Micro-Segmentation

4. Application / Workload — S2 THe| &
5. Data — &7 2=2-DLP

/0|2 HE 0|23}

« EO 14028 (2021) — 712 ZT o|F

e OMB M-22-09 — 2024 E7X| ZT H&
‘. o=t

o 7PEEA-KISA ZT 710|E2(Rl £ &

O
O

Mz 29

[HO

=
¢ T
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Identity 2 4|2
(Okta - Azure AD -
FIDO2 YubiKey - MFA)

Data HIO[E] Device C|H[O[ £
(DLP Forcepoint AWy e (CrowdStrike Falcon Insight -
DRM O}30L| - 252 \ =& "/ . o) = Intune compliance -
. o153} at-rest/in-transit) =/ PolieyEngine Pel \ ") 9 TPM 2.0 attestation)
| Policy .Adrni:ﬁatratar{PA} ;

Policy Enforcement
Point (PEP)

Application/Workload S | & X Network L|E¢1=
(CWPP Prisma Cloud - Service Mesh (Microsegmentation - ZTNA
Istio mTLS - WAF) Zscaler ZPA - SDP)

Zero-Trust — NIST SP 800-207 5Cf =
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o MITREV| 2F5t= F= 283 » Lockheed Kill Chain (2011) — 7%tA| MY
o AN BEEl ZAX} TTP(Tactic-Technique-Procedure) Mz * ATT&CK (2013~) — H|Y-NZ- 25
e 1471 Tactic (2H) - 200+ Technique (&) > £ Procedure (74 o OIXf HOt A HEZE2 ATT&CK
X Ate]) o L=

« SE 0= S B

@ 1471 Tactic

o SIEM &2t M — CiEHA| 34 EfX|
e Reconnaissance-Resource Development o Y|EEIL.EZ2E| ZE o]
e Initial Access-Execution-Persistence e CTI— 9|3 OZ i (APT28-Lazarus)

Privilege Escalation-Defense Evasion Atomic Red Team — 2= =1

Credential Access-Discovery-Lateral Movement

Collection-C2-Exfiltration-Impact
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& TIAAE
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@ loC vs IoA

e loA (Indicator of Attack) — =2 | THET (AA[ZH)
L TIES E

o STIX2.x— ?|&d & # Xt HE

e TAXII —STIX W2t I=ES

e MISP — ELA T SHE

e VirusTotal - AlienVault OTX

* Recorded Future - Mandiant TI

* Microsoft Defender Tl - CrowdStrike Intelligence
e Group-IB - 227} Alo|H{oHEMIE{ (NCSC)

e KISA C-TAS — o= & 2F

% TA 2%

e« 2= I|= (OTX-MISP) vs =& (Mandiant)

e SIEM-SOAR A= 8=

o TI'BE 7|&E XtS AHEH A

« CTI (Cyber Threat Intel) 2417} 2 o5
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2. Insecure Output Handling » Cisco Al Defense - Palo Alto Al Security
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