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Oracle EE+RAC Option
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FS BIG-IP i7800 H|of _ o
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- o NetApp MetroCluster IP
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12N TN — T HEMTBF-MTTR

= 72 34 = HE A|AH! (Parallel-0|F3})
o 7124 A = MTBF / (MTBF + MTTR) o S HEHETIHE > Folf 2E SH
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& 5CH Z2E (TA MES

o XA MM — CPU-Mem:-Disk:IOPS-NW
« BOM — 2. 4:2k.2{0| A
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o 2% 7|2l — Scale-up-Scale-out A|E

17 187



IT Q1I2} O}Z|EllX] MA| - Session 8 - HA - 22F AM . 2HENM . Zoff LS - 29 XS5}

@ SRS @ Eefjz 24 @ A2 A= 0 OF: 15
(BA-SA-DA &) (k6 0.55 + JMeter 5.6.3

SO E|AE

vCPU =
= 2,000 x 40ms / 0.5
=160 vCPU : /

- MAU 100,000 — Heap 40GB . CPUT70% !

MAU/DAU/CCU . Mem 75% Y . TPS2.180
:%glioa’afg,ooo 667 TPS s ey - 95 1.8
. 7124 99.9% (At TAIZH 155 7HE) ¢ st - CPU peak 64%
(Y 2 438) — |3 x3=2,000 TPS 10Gbps e o - Error 0.02%
- p95 2% - A& E|H x10 O S8y CHE X{23| +50% -

A
X} +15% X1} A| R{ARE — BOM Z4Al

[ -

ASE : BOM (Dell PowerEdge R760 32C/64GB x 12CH + Patroni 3'-E 32C/256GB/4TB NVMe + Ceph 120TB) - OFEl-7FEZt HAIA| - HBIE|AE HatA
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o MAU (Monthly Active User) — &7t &

 DAU (Daily Active User) = MAU x 10~30%

e MAUR (Monthly Active Use Ratio)

« SH (Concurrent User) = DAU x 5~15% (I|= A|H)

o MM £ = 57 x 1.2~1.5 (EE| C[HO|A)

t= TPS

Al
o

o AFBXAIE TPS = 1 + Wit AlAZKThink Time, =X)

o MIAIZK(Think Time) = AFEXP7H F SHHO| HF= AlZE (accident OFE)

= TPS -
e O3 TPS

S x

- mT7

- OL-

A EXHE TPS

TPS x 2~3H| (O[HIE DO}Z)

~/ AfDAZHThink Time) EE3

AAH S At A|ZH(Think Time)
Ut AR ERtll 30~60%
I A AT 10~30%
O|HHA-2& 5~15%
AH-AA 2 1~5%
Z2H|-215 API ZA|

o, O[A] &H

e 33 LMS — MAU 102t - DAU 28t »> =8 2,000 - TPS = 2,000 x

(1/30) = 67 TPS
. I3 O}%l 34 > 200 TPS 2H

A 8RS TPS
0.02~0.03
0.03~0.1
0.07~0.2

0.2~1.0

1+
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Ho
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- |30 C}

2~5H}

2F O|3/EA2 HE —

=2 20| | O])

A
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CPU MH™ — SPECInt - TPC-C - TPS/Core

“ CPUMS T | ESHZHMEL CPU ms BEEZ}

. SPECint / SPECfp — M4 EEAAX ilx|O}2 v o —

e SPECjbb — Java H|=L|A HIX|Ot= Cha 73| (SELECT) 5~20ms

e CoreMark — H|C|= HE|Z O bt @i ERHTM 20~50ms

xSt Al ~

e TPC-C/TPC-H/TPC-E— DB OLTP-DSS-Z# SERSH BT 100~500ms
225 (=2t g 50~200ms

e TPS/Core — &X| EHAM X2[ZF (712 &l 2HA])
HHX[-ETL x5

== ALK LA
e, L— O O =1

N 7
« R VCPU = TPS x (EHHME CPU ms) + 1000 + SH AIEE
o 7ttst QH|E +5~10%

o ZE|0|] 2Hdl|= +3~5%

e ZH AMEE —50~60% (I3 OF)

e 0f: 100 TPS x 40ms + 1000 + 0.5 = 8 vCPU
o 2I=22} (TLS-DB TDE) +10~30%

o Nl QIZ +5~10%
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CPU AMO|E — 6EMA &7 ZAf

=] AIOIH 6THA| Hk} (MF I3 ER) ¢ THIE Y 2F

. H3AEE 2] — OLTP-OLAP-WAS-FHA|-Al

—_—

@ H3IAEE 2] — OLTPE= 20| =EC} E=(IPC) A, OLAP= 20| &= 24

2. TPS-SH-MM EE — o 2 H|EE e @ TPS & — WH0| Ot |3 7|&F, Ol x3 MK

3. B¢l X2|Z vCPU — PoC- 274 H|O|Ef Shit e ® VCPU & — PoC X7} O™ EZHTHME 40ms (Yt T H)

4. BA[O|IA MNEE — B 50~60%-I|13 <80% « @ MEE EH — B 50~60% |2 =80% RX| (HA BA| A| ©H= X2| OFX)

5. BfO[l= 8% — Per-Core SKU %t (Compute =%t 22) « ® 2JOJHIA HEF — Oracle DB EE-MS SQL EE-VMware vCF Per-Core, SKU AEH0| H| 40!
6. BOM &3 + DXl — Z44.-HA 01 20~30% A

@ HAIE MHES . © BOM 2% — Z4-HA 03 20~30% OFFl Z3, &% 31 5718 Ui

« @ > YIARC THEA (AAHY HEH)

e ® > TPS MEE (3i8/2H/1|3) o © T d=f — 22 450[H 20 M1 83 £2 SKUV| 2t0|dlAH| 9 2
e ® - CHQ| yCPU EHAHE (EHME CPU ms) o "TO| US+E EC =2| 3E — Per-Core 2ZI0|HIA A| HIE £

@ > AMEE SH (B-I|2-HA ZH))

® > SKU ZE3* (Per-Core 20| MIA HAH

® - %5 BOM (2= -+2-2(0[HIA BA))

2fo|MIAT} SKUE EH — Oracle DB EE-MS SQL EE-VMware vCF7} 25 Per-Core 20| MIAZ} Z2 H50[H 30 £71 M1 F30| &2 SKU (0ll: Xeon Gold 6444Y 16C @ 4.0 GHz)7| 20| MIAH|E £ 2 Cie
2 FQICt APY 6THA| ®0lIA SKUZL FES|= ALl &S — XtM[SH 210 A H|w= Session 3 ## CPU At (2to[AMlA)
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Memory M8 — Working Set

== OS-App 4|22

e OS 7|2 — Linux 2~4GB-Windows 4~8GB

JVM Heap — E% x AM0|22| (1IMB~4=MB)

JVM Non-Heap + Native = Heap x 0.5~1.0

ZiE[o]L H|o]A o]O|X| — Alpine 50MB-Ubuntu 200MB

Working Set — I 2t 2 (RSS)

e OS Page Cache — It |0 7HA|

== DB 22|

e Oracle SGA — |0 =27[2| 20~50%

Oracle PGA — SA| M[M x 5~20MB

MySQL InnoDB Buffer Pool — Ci|[0|E{2| 50~70%

PostgreSQL shared_buffers — A|AEIQ| 25%
MSSQL Buffer Pool — 7t& MH|Z22|2| 70~80%

Zio1: "DB= HZ2|7t 2 45" — RAM E55181 SAN &

or

=
T

-OS 7l{A|-DB H{I{=-Al|A

1 28 of|A] (LMS WAS)

o« ST 2,000 MM 4MB

Heap = 2,000 x 4MB = 8GB

Non-Heap + OS = 8GB % 1.5 = 12GB

ZAE|O|L] 271 2F > =EE 24GB

04zl 30% > 32GB RAM
| A8 of|A| (PostgreSQL DB)

o [l|0|E{ 200GB, shared_buffers 25% - 50GB

e work_mem x =& 100 x 64MB = 6.4GB
o effective_cache_size = A|AEIC| 50% = 100GB

o OFEFl > 128GB RAM %!
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IOPS &7 — Random vs Sequential - Block - Queue Depth

s |OPS =] m2f0|E | OiH|= IOPS-Latency
. iz — : FSH. HOA
Block Size — 4KB(DB)-64KB(71<=1)- TMB(*&) oH | Random R IOPS Latency
e R/WH|E — OLTP 70:30-DW 95:5-271 0:100 HDD 7.2K SATA 75~100 8~12ms
e Random vs Sequential — RandomO| 5~50tHf £&f HDD 10K SAS 130~150 4~7ms
e Queue Depth —1:8:32 (E=2+5= X2[ZF 1) MDD ISKSAS 1757200 37oms
SSD SATA 50,000~100K 0.1~0.5ms
e Latency — pus~ms (NVMe < 0.1ms, HDD 5~10ms)
SSD SAS 100K~200K 0.1ms
AP Al
e = O O T NVMe Gen 4 500K~1M <0.ms
e DBIOPS = TPS x (E?_Hﬂ.“.j%* 10 _JI\_) NVMe Gen 5 T™M~3M <0.05ms
o AUHFOLTP EZI™MM —10~3010/TX \ 01|A|

HHO! |OPS = Cf|O|E2F + uiQ] 2= e 100 TPS x 20 I0/TX = 2,000 IOPS Z!2

« 2 |OPS = TPS x 1~3 (Sequential) o OFXl x2 = 4,000 IOPS

e HDDE &% = 40+ C|A3 /| NVMe 1LHE S&
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IT Q2 OFF|BIX HA| - Session 8 - HA - 8TF AFH - 2HEHE - ZOf CHS -

HIEL|A tHY — Concurrent x bps - I[= OFF

|| Zu'f' EHE

SEY = TPS x (E-HMME H0|2E bytes) x 8 (bit)

MM SA

=
I

= S8 x HZ

o

pS
Z2l0|AHE & Web = Z+ 00| X| 1~3MB x TPS
Web <& WAS = 200KB ~ 1MB x TPS

WAS © DB = 50~200KB x TPS

APRA £ — IMbps E#, 10Mbps |3
VDI — 200Kbps~5Mbps (PColP-Blast)
Voice (VolP) — 80~100Kbps/Al[*

4 2|2 HD — 1~2Mbps/Al[4

4K AEE|Y — 25Mbps

&/ Ui . AMH NIC

APRAL HMIA AQIX| — 1Gbps x LE
213 — 10Gbps
9oJA| — 40/100Gbps

gl
T 2
| >

MH NIC EZX (2026) — 25Gbps (2% LACP)

GPU 22{AE{ — 100Gbps RoCE / IB NDR 400G

100 TPS, H|0|X| = 500KB
100 x 500KB x 8 = 400 Mbps 2S£ C{H
|3 OtEl x 3 = 1.2 Gbps

e > 10GNIC + 25G ¥iE =&
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IT It Of7[EllX] 7| - Session 8 - HA - 2 41 - 2 - ZO UE - 2F K53t

AER|X| 8% — AFE - ZU18 - BEIZH g

E 2d 8 3y ., tH8 O|A] (SfAH B R DB)
o 24 =%zl + (LS7} x 365Y x 5) e 9i%{ 200GB
o OlHIA J}AF— [{|0|E{2] 30~50% o UZ7}500MB - 519 = 900GB
o QA2 — |0|E{2] 20~30% o QIHA +50% > 1.35TB
o HIEHH|O]E] — 5~10% o A2 +30% - 1.75TB
o 045 OFEl — 30~50% o Ol +50% - 2.5TB 2Y
e 2% C|A3 AFRE 70% O|Lf RX| ., HHOL AP
m Ui B2F S 4] e 2 Full 5MICH + 30¥ Incremental
o HHO! = (Full x MICH) + (Incremental x & e =(1.35TB x 5) + (50GB x 30) = 8.25TB
o OFEE — lHt [|0|E{ 2~3:1, DB 4~5:1 o Q= 2:1+ Dedup 5:1 - 0.8TB &H|
o ZEH|I7 — A 10~20:1 o OFXl +50% - 1.2TB ¢
« WORM/Object Lock — %7} 5~10% ., HIMY (GA0|O]X])
o UZIIEZT Y — H LY

e Tiering (Hot-Warm-Cold) &4|
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IT QIZ2} O |Ell X MHA| - Session 8 - HA - E&

MH™ AR — =& 70 000 LMS 549 22

000%-DAU 30,000 -3

[ ]

|m
[y 8]
>
>.
I

« TPS — 10,000 x (1/15) = 667 TPS
. I|= 0p%l 3tH = 2,000 TPS

e CPU— 2,000 x 40ms + 0.5 =160 vCPU

o L= EAH(32C x 10CH) + HA = 12CH

MHI

|3 10,000

LG G
W

D e

M 22| AES|X[-NW

« WAS Memory — 10,000 x 4MB = 40GB Heap x 12E = 64GB/==

e DB Memory — 200GB Cl|0|E{ x 50%

= 100GB Buffer + O}l = 266GB RAM

« DBIOPS — 2,000 x 15 10 = 30,000 IOPS -> NVMe E=

o AER|X| (HA) — USTL50GB x 54 = 90TB + 0%l - 120TB Object

e HER3 — F4 1Mbps x 10,000 = 10Gbps - 25G NIC x LACP

] BOM

e App — 32C/64GB x 12CH (Web/WAS)

e DB — Patroni 3 == (32C/256GB/4TB NVMe)

e Object — Ceph 120TB (Erasure 8+3)

e NW — Spine 100G x 4, Leaf 25G x 12
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IT oIz of7 || 7] -

*
A ALl — S 500 SHAF $E Af
& 2zt
MAU 2,000%-DAU 800E-S8 500 (£2A14 7|7t 5,000 ZX)
EaHTM — 5. HN.52

71848 99.9%
Li[O0|E{ 50GB-¥&7F 20MB

== BA M

TPS =500 x (1/30) =17 TPS
o= O0txl x3 = 50 TPS
CPU = 50 x 40ms = 0.5 = 4 vCPU - 8C #Z%t

Session 8 - HA - 8 41 - Y - H S - 2F A3t

Beee0 ok ek
oy

W,
b

« 57 5000 x (1/1) = 5,000 TPS (108{+ ZZ)

+ 5,000 x 40ms + 0.6 = 333 VCPU
. > TA 22| 2

] BOM

e WAS — HA[16C/32GB x 20 + &

HZ (Auto-Scale EE= 22| QIAEA)

Al 32C x 8CH (Cloud Burst)
e DB — Active-Standby PostgreSQL 16C/64GB

o AEZ|X]| —1TB NVMe + 2 NAS 4TB

e NW —10G NIC

2™ EolE

o FUMMEZ - HE QIAEA 2 (H|Q] £2])
e L= Cloud Burst (310|22|E)
o WA XM HH| &K
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28} HAE £31— 04Z2/7/0/4 23

X Java/Heavy X ¢ic-DevOps KA

e Apache JMeter — 7|& 29t #ZF, GUI-CLI, E2{12 S8 « k6 (Grafana) — JavaScript, ZE HEZ, C| £¢ o LoadRunner (OpenText-7 HPE)

e Gatling — Scala 7[dl, =Y A|LI2[2, 2|ZE O] e Locust — Python, 24F 25t X2 e Neoload (Tricentis)

e Tsung — Erlang 7|2 CHHZ F4F e Artillery — Node.js, YAML A|L}2|2 « BlazeMeter (Perforce, JMeter as a Service)
\*{ 7o=|E-<!_>F.C|_| e Drill —Rust, HTTP 25} e LoadView (Dotcom-Monitor)

o wrk /wrk2 —C, XAz \‘{ DB-LH& @ MEH 7|5

e hey — Go, Apache Bench 2% « HammerDB — TPC-C-TPC-H EZ DB £5} o JHLE! XIS} — k6-Gatling (ZE)

e vegeta— Go, €& RPS HIAE e syshench — MySQL-PostgreSQL HEZ& o HZE-WIA — IMeter

o Apache Bench (ab) — Tt HIX| pgbench — PostgreSQL H& L2 — Tsung-Locust

DB tt= — HammerDB:-sysbench

fio — 10 2& &5t (AEE|X])

iozone — IfYA|AE! O Cl/CD ¢ — k6 (CLI-Cloud)
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AAEl BLIE{R CLI— perf - sar - iostat - vmstat - top

C, CPU-EZ A2 10-C|A3 | S5 53
e top / htop / btop — &A|ZF ZE=N|A o iostat -x 1— C|A3 =A| (await-svctm-util) o sar (sysstat) — 2= Xt A|AE 7|=- 1AM
o pidstat — PID AN o jotop — ZZNAE |0 o collectl — 58 =X
e mpstat— CPU Z0{&# o dstat — S (CPU-I0-NW) e dstat — HA[Zt S
o perf— 72 T20Uz2 « blktrace — =2 |0 &5 o atop — ZZ2A|A + A|AEH]
e strace / Itrace — A|AEIZ-2[0|EE{Z] e fio—10 535} =+  glances — Python £% CHA|IE=
e uptime /w — £} H o df /du/ncdu — AI2EF e nmon (AIX-Linux) — A|AE 2|ZE

é“\\ ]

1 iz & YESS

e free -h — AlE22F

TAS| Al &2t

ss [ netstat — 27 Hol A]| — top/iostat/vmstat 35 M

o vmstat1— VM-Ag-CPU- 10 o iftop / nload — 2IE{T|0|A o MA| —sarZ A|AE NE

o smem — ZZA|AHE PSS e nicstat — NIC AA| o GUI &M — kSar-collectl reader
o slabtop — 7 =  ethtool — NIC &H-E7

o [/proc/meminfo — AlA| o tcpdump / tshark — 143!

o ip / ifconfig — QIE{m[0|A

31/87



IT 212} o}7|EllX] MA| - Session 8 - HA - 22F AA . ZhERA .

HEQ|3 =7 — jperf3 - Wireshark - MTR - tcpdump

@ K2z
e iperf3 — TCP/UDP NMZ|ZF 54 (CHY = HE)
e ntopng / nProbe — NetFlow-sFlow A|Ziz}

e bmon — C{E= AA[ZE
=
€ o3 2

e Wireshark /tshark — I3l 2M &

M

o tcpdump — CLI I{Z! Z4H
* ngrep — grep 2EH THZ ZHM

o httpry — HTTP Ez{Zl M

ey B2

ping — ICMP =&

traceroute / tracepath — 2= =%

MTR (My Traceroute) — ping + traceroute £%}
mtr --report — X|& ZL|EZ

dig / nslookup — DNS =3

nmap — ZE A7H (TA TIEH )

® TAQ| ZICHAJRA

1.

2.

3.
4.

ping — == 045
MTR — 2= X|H. &4
iperf3 — &= Y=

tcpdump > Wireshark — H|0|2E £4]
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IT It Of7[EllX] 7| - Session 8 - HA - 2 41 - 2 - ZO UE - 2F K53t

B3l HIAE AILI2|R — 5= F= IjfE

~ HAE =7 d S8 X

1. Smoke Test |2 Eot=E S&F =22l (5~108) e TPS-RPS — X{Z|ZF

2. Load Test — Of|&F W £5} (1~2A]21) o SEAZI— I p50-p95:p99

3. Stress Test — SHA|HX| 7t (T S o 0|2 — 5xx-timeout-connection refused
4. Spike Test — Z{ZA 2 EZ (O[HIE CHE) o X[ AFE2E — CPU-Mem:10-NW

5. Soak Test — ZA|Zt (8~24A|ZF 22| =) o XM (Knee) — SHAIZt 23 K™
COEECEL] | =8t A

e Ramp-up — £t HEl 7t (10~202) o HAE B1F # 2 &F — 2ot ME[HY

o Plateau — SH £t SX| (302~4Al7H o 2|5 o|= 0|5 — &K NW-DB Est He| gig
e Ramp-down — 55t Zt4 o TIY ALIZ|RTt — S8 AL[2|Q 2

e Recovery — A|AHI 57| 2 o 2 HSII| — NIC HE, 2M EoV| TR
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JVM — Heap-GC-MetaSpace
DB — QlEA-ZE|-Z

OS — sysctl-ulimit-sched

HW — CPU Z0{-NIC-C|AZ 0K

| E L]
e\ IT |

o

rio

-

o

tHOj| StLBE tHAE — S =
Baseline &tH — H| 1 7|&

3 AL 2B — 24 TS

Premature Optimization 2|I]| — =3 = £

80/20 Y& — H= 20%7F 80% =1t

~
()

7t

oIr

34/87






IT =2t OFF|ElA &7 - Session 8 - HA - 8T A - 2#EH - HOf LS - 2F X5t

Observability vs Monitoring — 7210/ L}=7f

.} Monitoring (M #) Observability (%iCH)

o AMM Moo=l HEZ] 4~F

e =

AMAH HENE 2R0IM =2 7t

0
or

o AAX] 7|8t 2T (CPU > 80%) o o] HE0 B = US ("2 o] 2FTF =2[X]|?")
e What's wrong? (£310| 2H[2l7}) e Why? (2} 217}

e Known unknowns CH{S e Unknown unknowns CH{S

o CHAIEE S4 o EtM A (Drill-down)

* 0f: Zabbix-Nagios-PRTG e 3C{ =: Metrics - Logs - Traces

2EE2 ZLEES] &9 /1H — ZLIEEO0| 7tsth A|AH + 29| ZE0| B = U= AIAE.
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IT Q1I2} O}Z|EllX] MA| - Session 8 - HA - 22F AM . 2HENM . Zoff LS - 29 XS5}

Metrics M E&!

Grafana 11.x

Prometheus 2.55
+ Node Exporter
+ cAdvisor
+ Alertmanager +
Thanos [/ VictoriaMetrics

- PromQL - B3 14

A AlLt2|2: Alertmanager HE

BHA 3rH & (4421

OTel = CNCF E& SDK (Metrics+Logs+Traces S&l)
Observability 2&4 — Unknown Unknowns siZ

Logs 21 Traces =8

o

Fram-graph spans

Splunk Enterprise 9.x OpenTelemetry Collector 0.110

- Elastic Stack 8.x o el
(ELK / Filebeat:Logstash-Kibana) Jé;%i'i’;’e
- Grafana Loki 3.x + . Grafana Tempo
Vector / Fluent Bit 3.1 . MZ23| Haad 5% / Tail 100%

a

- B2 902 ~31 (PHAUTE -2 8 H) (error/slow)

22t - Loki 21 Drill-down = Tempo Trace = Al - PagerDuty QIA|HE

37187



IT 212} o}7|EllX] MA| - Session 8 - HA - 22F AFA . zp&t

Mo
08
Rl
Ol
fot

Metrics - Logs - Traces — &2/ ZL&f

~/ Metrics (HIE&!)

3= Y ol: Metrics LEH("SEAZE B3") > Logs AM("H{HEH 2FO0[|?") > Traces 2A1("0{C|A X[SH?")

R AAIE — AIZHE 2
of: CPU% - HIZ2| - TPS - SEAIZt - oll2ig
A B=-EE

X

oA

28 — 0§ 2 (A DB)
22— B7| (274E~)
QI2L.SLO KIE A2 7|t

=+ Prometheus-VictoriaMetrics-InfluxDB-Datadog

Logs (=)
O[HIE 7|2 — E|AE.JSON
of: A A 270121 ZHAFC|H

S AE A e

Mg 28 —H5 (HLAE 3H)
Ht— ¥ 21571 (3712 ~31)
|- AN|- S8 A

=+ ELK-Loki-Splunk-Graylog

T+ OpenTelemetry-Jaeger-Zipkin-Grafana Tempo
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IT QIIa} Of7|Etik| A1 -

Session 8 - HA - 22F APA . Ab&k

O
L

A-S2t

NMS — Network Management System 7}£

\.{ Q%*AE—E—

o Zabbix — ot= HF @ELA ZH.=Y

mei NMS CHA|EE reference - Zabbix 54| H|2 — zabbix.com/demo - Nagios XI Dashboard — nagios.com/products/nagios-xi - SolarWinds NPM A3

Nagios / Nagios XI — HE H=

LibreNMS — Observium £, SNMP At

Observium — £2/A2 2|

Cacti — RRDtool 7|2t 2=

Icinga — Nagios =3, & H Ul

Checkmk — 2E

2A + Enterprise

Al
oo

SolarWinds NPM — 22% B&

PRTG (Paessler) — MlA{ Tte| 2fO|HIA
ManageEngine OpManager — ot= HR2 =3
LogicMonitor — SaaS-AtsHHA
Datadog Infrastructure — SaaS &
Auvik — MSP *I3}

Cisco DNA Center — Cisco £}

% TAC| ZAA

=&-SI BE — Zabbix - SolarWinds
Z2}2E — Datadog - LogicMonitor
212 — PRTG - LibreNMS

monitor - PRTG H|=2 — paessler.com/prtg/demo - ManageEngine OpManager — manageengine.com/network-monitoring

2l4F — solarwinds.com/network-performance-
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IT o122} O}F|EllX] AA| - Session 8 - HA - £2F AN . ZHEFAM . ZHol| LS -

abDb U DE DOE
ABE
Prople
L g-pro
o < 7 High
2 esQL 16 Average b-01: CP
- et Warning
Info

NMS — Network Management System Z}I&/=Z1

adI0 4 D3

d

OK 0K OK
OK 0K oK
OK |WARNING | OK

OK oK OK
OK | WARNING | OK OK
OK 0K OK
OK oK OK
OK OK OK
OK |WARNING| OK | OK
OK OK OK
OK |[WARNING | OK OK
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APM — Application Performance Monitoring

;. ok APM

e Pinpoint — Naver LEAA Java 24

e Scouter — LG CNS @EAA ot= S| HE

e Jennifer — MLIHATE ME otz 12| MRS
e WhaTap — SaaS ¥El o= APM

O 2EY 48 APM

e New Relic — SaaS =

AppDynamics — Cisco ¢l QIE{Z2[0|=

Datadog APM — &3} ZE1E

Dynatrace — Al 7|t X}= £44 (Davis Al)

Instana — IBM, A5 &A

Splunk APM (Observability) — Splunk Sgf

DB #z2| M — Slow Query

IR APIZ2E — X[H EX

JVM — Heap-GC-Thread-CPU

AI2XL Fd" (RUM) — &H| EE2teK 53

Synthetic Monitoring — 7t AF2X} A|Z2{0]M

& TAQ ZH

Xs2t 4™ — Dynatrace

QEAA — Pinpoint + Elastic APM

@i APM 25 reference - Pinpoint (Naver) — github.com/pinpoint-apm/pinpoint (A3 ZI4F S8) - Scouter (LG CNS) — github.com/scouter-project/scouter - Jennifer (ML|II{AZE) — jennifersoft.com - Datadog APM Service

Map — docs.datadoghqg.com/tracing/services/service_map - Dynatrace Smartscape — dynatrace.com/platform
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IT Q1I2} O}Z|EllX] MA| - Session 8 - HA - 22F AM . 2HENM . Zoff LS - 29 XS5}

Pinpoint 3.x APM

(Naver, oss)

Signature transaction servermap (Service Tree)

A tomcat-web
USER —P,I_ENGINK-LB I._['I"orncat101:l

\ postgres-
J primary
!

postgres-primary
(PG18)

was-api
(Spring Boot 3.3)

Response time |

0-5000

APM — Application Performance Monitoring

Scouter Suite 2.x APM (LG CNS, oss)
+ Jennifer 6 sidebar

Real-time TPS 423 - Active 17 - Heap 64% - CPU § - DB Pool 87% Jennifer 6
X-View H[z

Real-time XLog (x=time, y=¢

Heap 05

6.4/8.0 GB

Old GC 187ms

External Pay API
(KO8IL|AIA)

Stack Sample of slowest TX (Thread-42):
java.sql.PreparedStatement.executeQuery()
at OrderRepository.findRecent()
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21 88— ELK - Splunk - Loki - Fluentd

@ ELK Stack (Elastic Stack) B =%l -oto|zztol

 Elasticsearch — ZA QlEl (Lucene 7[8H e Fluentd — CNCF, Ruby

Logstash — +~&-7t& 0| ZefQl Fluent Bit — Z, C

Kibana — CHA|EE=-ZA U]

Vector — Rust, IS

Beats (Filebeat-Metricbeat) — A% 27| Logstash — Elastic

F= - Open Distro - OpenSearch (AWS Fork)
Mg 20 1 Z2t2E HolE|=

e Splunk Enterprise / Cloud — /=& HEZF, H[# 2f0[dlA e Loki (Grafana) — Prometheus AEtY 21 K&

rsyslog - syslog-ng — ~& syslog

* Sumo Logic — SaaS &&= Tempo (Grafana) — Trace £

o Graylog — 2E/A2

AWS CloudWatch Logs

« Datadog Logs — S2f Z2H=E GCP Cloud Logging

Azure Monitor Logs

2026 =AM H|2 2&F 2 ELK-Splunk - Loki + Grafana == Vector + ClickHouse O|%.

i =1 £ 22 reference - Splunk Search & Reporting — splunk.com/en_us/products/splunk-enterprise.html - Kibana Discover — elastic.co/kibana - Grafana Loki + Explore — grafana.com/oss/loki - Graylog —
.0

graylog.org - Datadog Logs Explorer — docs.datadoghqg.com/logs
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Splunk Enterprise 9.x — Kibana 8.x Discover
Search & Reporting 5 (Elastic Stack 8.x ELK)

splunk:

Search Aneterrs

Spluk Search

Lndes 2 o
| st J Kiban-t 3 its S SXK errors

Civerar all
Fleld-tst -
i host
Fow results i agent
Selected Fields = I agent
582 3,000 i
host = e ELANLE

agents

interesting Fieids

logcli query '{job="postgres"} ock"'' --since
[ tgr |= "E o a=1 ] e ina £

ine t
ment lined

=1 &5l — ELK - Splunk - Loki - Fluentd
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HE2l — Prometheus - Grafana - InfluxDB - Thanos

.| Prometheus AE}#| .| A€ DB (TSDB)

e Prometheus — CNCF, Pull 24 & * InfluxDB / InfluxDB Cloud

Node Exporter — A|AE! HEE] TimescaleDB — PostgreSQL Extension

cAdvisor — 71E{|0|L

OpenTSDB — Hadoop 7|tt

Pushgateway — HiX| ¢4 Graphite — & E&

QuestDB — Al 1M s

Alertmanager — 22} 22E- 55 |7

e PromQL — EZ& 2| 20 2| A|ZISHOHA|EE
] &7 X%Et-2bE o Grafana— Y% EX
* Thanos — ZE| SHAE-27| X o Kibana — Elastic £¢}
o Cortex — ZE[ HTA-E7| MF  Chronograf — InfluxDB £}
o Mimir (Grafana) — Cortex $% » Datadog CHA|EHE
« VictoriaMetrics — 1145 CHot % TAS| 2%

M3DB (Uber) — CHt 2 24t o HZE X8t — Prometheus + Grafana + Alertmanager

o 7| B2 — Thanos - VictoriaMetrics

°

x
0l
wn

aaS — Datadog - New Relic

poi HIEE!- U2 APM CHA|2E reference - Grafana 34! dashboards — grafana.com/grafana/dashboards - Prometheus Alertmanager Ul — prometheus.io/docs/alerting/latest/alertmanager - PagerDuty Incident Console —
pagerduty.com/platform/incident-management - Datadog APM Service Map — docs.datadoghq.com/tracing/services/service_map - Dynatrace Smartscape (Davis Al) — dynatrace.com/platform - New Relic One — newrelic.com/platform -
VictoriaMetrics — victoriametrics.com
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Prometheus Alertmanager 0.27 Ul (Alerts view)

Ffter Fiter ~
&, Silences Current alerts group by route
@ Status Group label chip | job=node = severity=critical | cluster=prod-seoul | team=infra

" il i HighCPUUsage _ DiskFull firing 12m 4 ServiceDown firing 2m

instance=db-prod-01 instance=web-04 mountpoint=/var job=patroni-exporter | instancexpg-03

PagerDuty Incident View

(PD Modern UI) PR NC-4523 - PROD-DB-01 Ol schadile
DiskFull - fvar 94% - Triggered 18:42 KST

2 Triggered (Alertmanager webhook) Responders

18:44 — Acknowledged by 9+# @"@

Al &

> Note: log rotate =5 418

i » Escalated to 0|Z|Z (escalation policy: Infra L2 = L3)
5= Slack #incidents

p PagerDuty =0T 18:42 > Resolved

g agerDuty Bot: INC-4823 acknowledged

HEZ! — Prometheus - Grafana - InfluxDB - Thanos



IT Q2 OFF|BIX HA| - Session 8 - HA - 8TF AFH - 2HEHE - ZOf CHS -

et2t.On-Call — PagerDuty - OpsGenie - ZEf O] =

L

PagerDuty — ==% HZ, on-call ZE[0|

OpsGenie (Atlassian) — Jira £

Splunk On-Call (= VictorOps)

Squadcast - Better Stack - Grafana OnCall
Slack-Teams-Webhook — 7[HZ2 EH
71712E-SMS-Hg} — o= NOC 2Z

= 255 HA

e Alertmanager (Prometheus) — Group-Inhibit-Silence

o PagerDuty Event Rules

o OlAZH|0|M M — 5= 0|SH > L= A

@ gz} o2 (Alert Fatigue)

Ald 27t (Actionable OF=l)
o

@ gt 47 U4

Actionable — B2 AfZi0| = 7}

or

AE gigh + XS 54 2
SLO 7|8t — Error Budget A% A| &2t

AlZVEH ALOEl _ p1 =A|.p3 [kt
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Mt 0l
HW-0S

PSU T D& (0|S PSU O/E4)),

Kernel Panic on RHEL 9.4, /var Disk Full 95%,

ZIoH 5= wheel (3}

/var Disk Full 95%,
OOM Killer (MemAvailable<5%)

- ZIHLO5/iDRACY + dmesg + journalctl -k

HOot %o
Ransomware:DDoS:Insider
LockBit 4.0 + 3-2-1-1-0 Immutable 2% Sx}

L7 DDoS 12Mrps, Insider H¢t &
SolarWinds-Log4Shell-XZ Backdoor 3%

- LS NIST SP 800-61 + KISA 24A|Zk 2131 + PIPC 72A| 2k

MTTD S H <5min -

NIST SP 800-61 + ITIL 4

DB Zoi

Lock-Lag-Full

Oracle 23ai RAC global deadlock ORA-00060,
PostgreSQL 16 Patroni replication lag 142s,
Slow Query 4,823ms QIEA 0|X g

- ZIZF AWR + pg_stat_statements +
Performance Schema

AE3|X| ZHoj
Disk:-LUN-Multipath

NetApp AFF A800 NVMe drive double failure
Multipath -Il passive 2% Z 2 down
SAN Zoning %= LUN masking
- ZICt multipath -1l + storcli + smartctl

STP BPDU Guard 0|83 HREIAE £F
BGP Flap (Cisco Nexus 9508)

OSPF MTU mismatch 9000 vs 1500
NHN/KT IDC DNS cache poisoning

- 2IEEMTR + tcpdump + show ip bgp summary

MTTR SE P1<1h /P2 <4h /[ P3 <1day
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MH 8O — HW - OS - m[Z22[ - C[A =

& HW Zol

PSU (Power Supply) — M@ 22 0|& PSU Z=
Fan 1% — 2 > X5 TX|

HZ2| ECC BE — 311 > uA| o[

H22| Uncorrectable — SA| HX|

CPU &4 — iR EF

C|A3 SMART A1 — AFH WA (ofeh =)

NIC/HBA 1% — Bonding/MultipathZ 2|I]|

J OS Zoj

Kernel Panic (Linux) — HE &=, XI5 HEE
BSOD (Windows) — Blue Screen

22| 54 — OOM Killer &

C|A3 E (/var/tmp) — 21 5

Zombie/Defunct ZIZNA E=

O Feh A

1.iLO/iDRAC 2& T — HW HEl =f2l

2. SEL (System Event Log) — HW O[HIE

3. dmesg / journalctl -k — 72 H|A|X]

4. [var/log/messages-syslog — A[AE =71
5. top-iostat-vmstat — X2 ArEH

6. df -h-du — C|A3 ALET

7. SMART (smartctl) — C|A3 HZ

] AR of

 iLO/iDRAC €& > NMS-SIEM i3

C|A3 SMART 24 its &=

H|Z2| ECC 7H2E A &E

CIA3 AF2E 80% &

HIM 2 BLIE
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DB &0} — Lock - Slow Query

& =3t DB Zol

AN

Ell0O|2 2t (Deadlock-Lock Wait) — EZHAM S=
Slow Query — QIHIA L2k 27| Q2fE
Replication Lag — Standby F|XZ!
Standby & — =x| 24

TEMP-UNDO & — CHEZT §E-EiMM
Connection Pool 1& — HZ F=-1iC 28
Disk Full — £1-0t7}0|E O|2|4

Statistics Stale — SE|0}0[X 2t

Index Bloat — A{1A &

5¢ FEH £

AWR / Statspack (Oracle)
pg_stat_statements (PostgreSQL)

Performance Schema (MySQL)
DMV (MSSQL)

- 2F AtEet

Replication Lag

fTie

-
2t

—

. Lock 24 — Holder vs Waiter

. Slow Query — TOP-N F2|-AlgH A=l

. Replication Status — Lag-last_replay_time
Resource — CPU:-|O-H| 22|

. ZA| ZX| — Lock Holder Kill-Standby 74

\lO)SJ‘I-b-OOI\)

S — olHlA £ILEH HALEY
U of| et

o Slow Query 2zt — > 3% ozt
o Lock Wait A — 30= &t
 Replication Lag A — 60=x 2!

e Connection Pool AF2& 80% &t

2 HM — v$session-pg_stat_activity-sp_who?2
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®® zsh RHEL 9.4 jumpbox — (kubect! f logs -f deploy/payment-svc')

[park@bastion ~]$ kubectl logs -f deploy/payment-svc -n prod --tail=200 (Kubernetes v1.31, cluster=prod-seoul-rke2)
[park@bastion ~]$ |}

2026-05-30T03:42:11.182Z ERROR [HikariPool-1] could not acquire connection from pool (timeout 5000ms,
active=50/50, idle=0, pending=18) — exhausted

2026-05-30T03:42:12.041Z WARN [orderRepo] slow query detected: 4823ms SELECT o.* FROM orders o JOIN payments
p ON p.order_id=o0.id WHERE o.created_at > $1 — missing index on (created_at, status)
2026-05-30T03:42:13.118Z ERROR [tx-mgr] org.springframework.transaction.CannotCreateTransactionException
2026-05-30T03:42:14.012Z INFO [actuator] health check ok (db=UP redis=UP rabbit=UP)
2026-05-30T03:42:14.012Z INFO [actuator] health check ok (db=UP redis=UP rabhit=UP)

[park@bastion ~1$ [

(N kubectl describe pod payment-svc-7d8c4f9-xz9k2 -n prod

$ kubectl describe pod payment-svc-7d8c4f9-xz9k2 -n prod
Status: Running (Last Probe Failed)
Conditions:
Vale

Initialized=True ContainersReady=False PodScheduled=True o GUEEEEL CRE e ) e SR = A e B SR
Containers Restart Count: 3 NAME STATUS AGE
Last State: Terminated : Reason: 00OMKilled + Exit Code: 137 . Started: ... - Fin] paym-svc-7d8c4f9-xz9k2-x8b7 NoRunning  Crashlo ckOff 1m

03:40:172 payin:svc-7d8c4f9-x29k2-v8b7  Running S 0 1s
Events: paym-svc-7d8c4f9-xz9k2-x012  Running ending 1s

TYPE STATE AGE STATU USER paym-svc-7d8c4f9-xz9k2-vBb9  Running 1cte

Warning Unhealthy 2m  kubelet Liveness probe failed: HTTP 5083 /

Warning BackOff 1m  kubelet Back-off restarting failed container /

Normal Pulled 30s kubelet Container image registry.lg-cns.com/payment-svc:v2.14.7 pulled

DB &0 — Lock - Slow Query - Replication Lag
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AE2|X| ZOj — Disk - LUN - Multipath - Snapshot

M

1Y =3t AEa|x| Fof &5

. [

00
2

At

F — RAIDE 2|1, X714 1. gk ol — NMS-HID 22

£l

|>
I.u

2 1 o)
* CISEI23 48 —RAID 6= 712 .22 B2 — Multipath 2% 2ty

2
e LUN Masking @F — 2 AE T K| 3. RAID #E — Degraded-Rebuilding
o« WWN tHZ Ot — HBA WH| = 4. Snapshot @Y — E2F-Xts 9|
e Multipath &1l — oI1% Z20H AR - ds5V 5. Wi & — H/W IA| (Hot Spare)
e Zoning 27 — SAN IHEZ! AHZ| 6. M7 BL|E{Z! — Rebuild A|ZH (A|ZH~2)
 Snapshot Full — Snapshot ¥< E3} 7. AF¥ — Hot Spare Xijb{x|-®7| HZ
« Replication #Z — Primary-Secondary U of| et
« Controller Failover — %2 |0 X|H « C}= RAID 1+0-6 + Hot Spare 17

5 FEt £

e multipath -l (Linux)

Multipath 2% A it

Snapshot ¥ 80% &t

o storcli-megacli (RAID ZAEZZ])

Replication Lag 22t

o smartctl (C|A3 SMART) Hir X}= =2 (Phone Home)

e vendor CLI — NetApp sysstat -Dell solutions enabler

53 /87



IT It Of7[EllX] 7| - Session 8 - HA - 2 41 - 2 - ZO UE - 2F K53t

HIE®I3 &0 — Loop - BGP - MTU - ARP - DNS

rlot

&

o #lO|IS B — =2(X-&E

=2 e L a

st NW XHofj e ZITHAIRA

— & —

—

. QIE{H|O|A ME} — show interface-ethtool

« STPLoop — O|A4X ZE > HEEHHAE EE 2. CDP/LLDP 0|2 — $1Z 290l

e BGP Flap — Peer CI2- 3% @2 3. STP AEll — Root-Blocked Port

e OSPF Adjacency — 2I15-MTU =X 4. MAC & — show mac addresé-table
e MTU Mismatch — Jumbo Frame £2 M & 5. ARP 7HA] — arp -an

e ARP Storm — Proxy ARP-Gratuitous ARP 6. 2t EIO|& — show ip route

e DNS B0 — 2|% DNS-Cache 2% 7. MTU-DF bit — ping -M do -s 8972

e NTPORLE —OQIZS A2 A7t 2= 8. DNS:NTP — dig:chronyc-ntpq

e DDoS — 2| == O. {2 X — tcpdump- SPAN

e VLAN 52 — Trunk 0/5|8 ] ol

* Asymmetric Routing — SE 2= =21 « BPDU Guard-Root Guard-Loop Guard

o XE DL|E{2l.LLDP 2|53}
e DNS 0|=2} (Primary + Secondary)
e NTP Stratum 1 + Stratum 2 0|=%}
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obd A= — EZ0|-8.7|2H

U ABE — T R Hop

SQL Injection — DB & ©HZ

X X =7

EDR / XDR
SIEM £-0|AlsHe]
WAF / Anti-DDoS

NDR (Network Detection & Response)

ot ZH0l| — Ransomware - DDoS - Insider - Supply Chain

e QIIB} 2 PhE — Zfx)-Za| 2%

s L o o

o ZX| — SIEM-EDR-0|4f EZHZI.NDR £ - A}5 L2H2 NOC/SOC E8 tigd=2

alll

o Ha| — Y XIHVLAN/ACL)-AIE HZ(IAM)-VM A-SEMIM ZH S

= NIST SP 800-61 6CHA|
(Preparation-Detection-Containment-Eradication-Recovery-Lessons Learned) =
E2 Session 7 ## AR S HZE —KISA 72A12t £l S ot= HX} 28

] AP off it

e Immutable ¥ (3-2-1-1-0)
o MFA 2|23}

o gt X|2A3} (PoLP)

- 33% SBOM 2|
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X0l i 5CHA| — Detect - Contain - Investigate - Recover -
Postmortem

2 Containme
Ag]

1) Detectic (5 Postmortg

=1 i}

B > HE| > AL > 55 > 2|19 AO|Z. 2| 20| =EFl 70| T A0I22] BX| HZ ez gHREICt.
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ol S — EHA/E
@ Detection (EfX|)
. 52 1 (P1-P2-P3)

® Containment (Zz&])

082
o0k
o

A et

o BT XIEHAE EX

1z
I
0|>I

7 B
® Investigation (ZA})

SRV

40
o
M

[ ]
e Z.EF0|AHER]

e 5 Why-Fishbone

® Recovery (B1)

o FAF AN 27

o o

o Cl|OJE Hety =l

o TLI|EZ U3}

® Postmortem (2|11)

Blameless — A[ZF H|F 22X, 71 THM
.2lo].

ul
Action Item &%

WM AFSH > CI2 Detection 2%}
@ KPI

e« MTTD (Mean Time To Detect) — EfX|7HX]|
e« MTTR (Mean Time To Recover) — 237IX|
e MTBF — &0 7F H+#

o MTBI — Al 78 T+
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SOl LHE 5EH & F (4/5})

A
.
_‘ J

a
(@ Detection
=N

Tools
Prometheus 2.55
Alertmanager
+ Zabbix 7.0
+ Datadog

KPIs
- MTTD <5min
- Detection Rate 90%+
- False Positive <5%

| 2

(2 Containment
Ze|

Tools
F5 BIG-IP iRules
Eafm] At
+ Cisco ASA shun
+ Active Directory
AE Ex|
+ K8s NetworkPolicy
isolate

KPls
MTTC <10min

C)

3 Investigation
AL

Tools

Splunk Enterprise 9.x
SPL

+ Grafana Loki logcli
+ Jaeger 1.6 trace
+ 5 Why
+ Change Analysis

KPls
RCA T2 <30min

P1(30{ Ct2, IiE S2F) — 1AI1ZH ko] STHA| 2t - P2 4h - P3 1day

(@ Recovery
=7

Tools

Pacemaker pcs
resource cleanup

+ Patroni failover

+ Ansible Automation
Platform 2.5 rollback
Playbook

+ Argo CD sync

KPIs
-MTTR P50 12min
- P95 38min - P1<1h

7HM — ZobEl BHX| (23 E 44 - Runbook 7} - SOP 2Z)

) Postmortem
-1

Tools
Atlassian Confluence
Postmortem Al
+ Jira Action Items
+ Blameless 5 Why
+ Fishbone 6M

KPls
-Action ltem 88
90%+
- Repeat Rate <5%
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&0 ths Z£ AFOIZ (2/5))

Splunk Enterprise 9.x — Search & Reporting (Investigation)

New Search

Resuioos ris Enalysis Resules Timechart Errors

Fient fields

Kibana 8.x Discover (Correlation across services)

= service.name : [payment-svc OR orde and hitp. response.status_code »= 500

Filtered hits HTTP Sxx errors aver-time 1 hour

Heury cectunes time (bow)

Triggered — Ack %48 — — /ered —> Postmortem owner O0|%|Z
18:42 18:4 0

Slack #incidents bot
Incident [NC 3 resolved (duration 18m, root cause: payment-sve OOMKilled by misconfigured Xmx=512m vs container limit 2Gi)

Time-picker

Primary

uA s

Last 1 howr
Dashboard = ()

1 Téne-rninute -

Secondary

@ oix=
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RCA — Root Cause Analysis 572

%) 5 Why & Fault Tree Analysis (FTA)
o 2ff?E 5 HI=ESI0] 22 Hel =F e Top Event (Z0l) > ot 22l EE|
o JIE} Chzr. 2t e AND-OR A|O|ER =2| 2%
o Of: "AJO|E C}2 > DB LC}R - C|A3 E > 23 0|85 > 3|4 AJEE 0|ZE - cron o IS-HAEH-OR BE
et HE" o 2 ALK 7ts

o OFX|2F WhyZt EH 2191 = I} RCA
@< Fishbone (E4221%=-0[A|7}2})

;| Pareto Analysis

« 80/20 &l — 20% $1210] 80% Hol

e 6M (Man-Machine-Material-Method-Measurement-Environment) e TOP-N HIE A

o L= 4P (Policy-Process-People-Plant) o OMA0| AKX

o A|ZHE| JER|X|7| =] Change Analysis

. HY ERol A= o] 3 R

o 80% 0|2 Tolj= HE Xz L

ZHA: "Eof 1219| 80%= 2™ HA" — Change AnalysisZt 7tz 2 RCA.
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X0l KP1 — MTTR - MTBF - Detection Rate

] el KPI 27} KPI
e MTTD (Mean Time To Detect) — &4 > EfX| e Detection Rate — A}= EIX| H|Z (5H 90%+)

o ZH: <52 (Ats &)

False Positive Rate — Q& H|2 (EH < 5%)

e MTTA (Mean Time To Acknowledge) — &fX| - QIX] Auto-Remediation Rate — Atz =+ H|=2

o« SH: <5 (on-call) e Repeat Rate — = #?I THLE
e MTTR (Mean Time To Recover) — EfX| > 241 e SLO flutHIT

e 2H: S (P11AIZHP2 4A]2HP3 1Y) @MAEE =

o MTBF (Mean Time Between Failures) — %0 Z+& e 2228 0| — MTTR < 14|17}

e MTBI (Mean Time Between Incidents) — Atal 74 e UHLAE _ \TTR < 4A|7H

o K2tdl A|AR — MTTR <1

61/87



PART G

laC - SRE - X}S2t — 2f= Jf=8t 24

rot

H

>

o 3t ARl £ HIEE] XHSBISICt — Toil 2 SRES] &,




IT It Of7[EllX] 7| - Session 8 - HA - 2 41 - 2 - ZO UE - 2F K53t

laC — Infrastructure as Code - £ff Z/2o17f

. laC7t sl &st= =X d =T =R
o =F AN > 2 X0] (Snowflake) o M 2| — 7|E MH 2% (Ansible-Puppet:-Chef-SaltStack)
o X2 F7} > Zoll A| Z7 0= o IZH|X|H — A7 Xt MM (Terraform-Pulumi-CloudFormation)
o 7|2 92 5> HA XX E7} o ZiH|O| 2HA|AER||0]M — K8s-Helm-Kustomize
o QI OE > £QlelFIH A HX|  GitOps — Argo CD-Flux
o BEEH > LE X} A AlZHAR I\ laC g™
@ |aC st 2lA] e State I} == — Terraform state lock E=

o MAH (Declarative) — "O{tH AEHRIX|" MAH Secrets &2 — Gitol| HE =X (Vault-SOPS)

o WM 23| (Git) — HZ =52t o Drift — £0Z HZ - [aC2t EX]
« HSM (Idempotent) — 02{ H Alslisl= zhe A} « HIAERE —|aCk 2L HAE ER

o XHES} (CI/CD) — AMZE 7HQ! %A
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T 22| — Ansible - Puppet - Chef - SaltStack H[.id

S Arf =3 H|

B3 2iof
Ansible YAML
Puppet DSL

Chef Ruby DSL
SaltStack YAML

Agent
Agentless (SSH)
Agent
Agent

Agent (ZeroMQ)

¥

@ etz sl

o Ansible — 2I=X 19| (Agentless TQ))

N e Puppet — =24 AE{I2}0[X FHE
52 o Chef — A2 L2
o= o SaltStack — Ci732 SAH QU=

|\ £ Mef 7|E

e 1000+ E - Pull 22 (Puppet-Salt) {E|

o HIS7|2H > € Job 7 ER

o M EQ! 5 Ansible &M
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" Ansible (Red Hat) — Z/0/ + Al2 Al

7 Ansible S84 744 [] ¢t= SI 2 A2 A

o Agentless — SSHZI QO™ =&t e OS BES— 7| A%-F7| miX|

e Playbook — YAML MH F9| e App HIE — EE| == SA| H{Z

e Inventory — S AE 15 22| e DB A7|0} HA — A3 2] Xt=of

e Module 5 (3,000+) o NW ZH| 8™ — Cisco-Juniper 2=

e Roles — THAFE HES} o HELI0|YUA {3 — CIS Benchmark

e Ansible Vault — H|Z =5} o 20l CH=2 Runbook — Playbook2 = T =5}
e AWX / Tower /[ AAP — Red Hat Web Ul

Ansible-kubectl-Helm-docker CLI / 2 reference - Ansible 34 A — docs.ansible.com - Red Hat Ansible Automation Platform (= Tower) / AWX —
ansible.com/products/automation-platform - kubectl Cheat Sheet — kubernetes.io/docs/reference/kubectl/cheatsheet ( kubectl get pods - kubectl describe pod -
kubectl logs -f )- Helm— helm.sh ( helm install - helm upgrade - helm list ) - Docker / Docker Compose — docs.docker.com ( docker ps - docker-compose
up ) - Rundeck Runbook Ul — rundeck.com
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® ® ® ansible-playbook site.yml -i inventories/prod --check --diff (Ansible Automation Platform 2.5 / ansible-core 2.17)

PLAY [webser‘uer‘s ] AR AR AR R AR AR AR AR AR Akt Ak hdd ot ddhrdddxtadddrhboddrtahtddoidrrddhadiobdhithhdbihirtiitkx

TASK [C(}mmon d ins'ta-l_l ngin){ 1.26 LTS] s sk e e e e e v e e e vk ke s sk e vk e g ke e e de e e ke e e ke de ke e ke e de v e e e o v e e e e e e de ke e dedo ek ek e dode ke e de ke de do ke e dedoke ke keok ok
ok: [web-01.prod.lg-cns.com]

ok: [web-02.prod.lg-cns.com]

changed: [web-83.prod.lg-cns.com]

PLAY RECAP *kkkkokkkkkkkkkkkkkhkhhkhkikidkihhkkkhkhkhkhkikkhdkhkhikkikkikhkkdkhhkhkkhkikkikhkkhkikhkkhkktiokkhkhkrkhkkkkhkk
webh-01 : ok=12 changed=2 unreachable=0 failed=0 skipped=1 rescued=0 ignored=0
web-02 : ok=12 changed=2 unreachable=0 - =0 skipped=1
weh-03 + ok=11 changed=3 unreachable=0 failed=0 skipped=1
: ®e e kubectl get nodes

Vault: ansible-vault edit group_vars/prod/secrets.yml NAME STATUS

5 control-plane Ready

5 control-plane Ready

5 control Ready
NODE
12 worker Ready
12 worker Ready

®®® kubectl get pods -n prod -o wide (Kubernetes v1.31, rke2)

NAME READY STATUS RESTARTS  AGE

payment-svc-7d8c-xz9%k2 1/1 Running 0 4h12m S0l 1l worker-03

payment-svc-7d8c-mnp4q 0/1 CrashLoopBackDff 7 12m 25 worker-05

order-svc-9bf6-qq2t8 2/2 Running 0 2d 42,3, worker-B68
@ ® helm upgrade --install lms-app ./chart -f values-prod.yaml

--namespace prod --atomic --timeout 5m (Helm 3.15)

NAME: lms-app - LAST DEPLOYED: 2026-85-30 - NAMESPACE: prod
STATUS: deployed - REVISION: 14 - TEST SUITE: None

docker ps --format "table {{.ID)}\t{{.Image}}\t{{.Status}}\t{{.Names}}" (Docker 27.x)
CONTAINER ID IMAGE STATUS NAMES
da078856¢28a registry.lg-cns.com/payment-svc:v2.14.7 Up 4 hours payment-svc:iv2.14.7
£3886e068264da postgres:16.4 Restarting 32s ago postgres:16
625678555463 redis:7.4-alpine Up 4 hours redis:7.4-alpine

74 22| — Ansible - Puppet - Chef - SaltStack
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O ZH|XY! — Terraform - Pulumi - CloudFormation

& Terraform (HashiCorp - IBM)

e HCL (HashiCorp Configuration Language)

e Multi-Cloud — AWS-Azure-GCP-NCP-VMware
o State O} — 22 HHAIE (S3-GCS-Consul)

e Module — THAIE

o 2023 ZlOJMIA HA (BSL) - OpenTofu X3
"= Pulumi

o AN Z=T24U 0| (Python-TS-Go-.NET)

. 2X.Z72 4223
=
ca

22125 Hlo[E|=
e AWS CloudFormation — JSON/YAML
« AWS CDK — ZE 7|8t (TS-Python)
e Azure ARM / Bicep — JSON DSL

e GCP Deployment Manager

pei 1aC-GitOps 2% reference - Terraform / OpenTofu CLI — developer.hashicorp.com/terraform/cli - opentofu.org ( terraform plan -
cd.readthedocs.io - Flux CD — fluxcd.io - Spinnaker — spinnaker.io - HashiCorp Vault Ul (A|28] 22| #ZX) — vaultproject.io

O
L

A-S2t

4 Crossplane (CNCF)

« K8s HI|0|E|E |aC

. CRDZ Zztoc xiel B2l

e K8s + Multi-Cloud &}

] OpenTofu (Linux Foundation)
e Terraform 1.5 3

« MPL 2I0J4IA S|

o 2024+ HiE ST}

@ st=2 &3

e 22.510|H2|E — Terraform + Ansible =&t

rn

Y 22l2E — |0|E|E2 =7 (CloudFormation-Bicep)
o K8s &#& — Crossplane-Argo CD
[] A2 T

e Terraform > VM-NW-AEZ|X| TZ2H|XHY

e Ansible > 0OS A& -App H{Z
e Argo CD - K8s OHL|H|AE GitOps

terraform apply -auto-approve ) - HashiCorp Terraform Cloud Ul — app.terraform.io - Argo CD Ul — argo-
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HashiCorp Terraform 1.10 / OpenTofu 1.8 >op ArgoCD 213
— terraform plan -out=tfplan W Application Tree (GitOps)

prad-ims

workspace = prod -+ backend: s3 (s3://lg-cns-tfstate/prod/
Ims.tfstate - DynamoDB lock) - provider aws ~> 5.70 =
Applications (} gitlab.lg-cns.com/infra/argocd-apps @ main
e.web[0] (t3.xlarge, ami-0c9c942bd7bf113a2) l
aws_ e.web[1] IS Git repo  “ppiication
aws_lb.web (1 to change: idle_timeout 60 - 120) | & prod-payment 7 © gitlablgens.con & prod-ims
aws_security_group.legacy_ssh (will be destroyed) $ prod-batch A degraded il
o : i i = dev-Ims Namespace
Plan: 2 to add, 1 to change, 1 to destroy. Cprod
Saved the plan to: tfplan l
Sync-status Deployment
) terraform apply -aut prove tfplan Ims-batch Q Ims-web
aws_instance.web[@]: Creating... / v
aws_instance.web[0]: Creating... Out-sync /' ReplicaSet
aws_instance.web[8]: Still creating... [10s elapsed] LI L ]
aws_instance.web[@]: Creation complete after 42s

[id=i-@alb2c3d]

Apply complete! Resources: 2 added, 1 changed, 1 destr

> 'vault kv get -mount=kv prod/aws/access_key' (HashiCorp Vault 1.1¢ ookup) Crossplane v1.18 + Argo CD = K8s native laC pipelme

I ZH[XY — Terraform - Pulumi - CloudFormation
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Cl/CD — Jenkins - GitLab - GitHub Actions - Argo CD

=] CI (Continuous Integration)

e Jenkins — 7% =5t

H
GitLab Cl — GitLab &, YAML

Tekton (CNCF) — K8s H|O|E|E

Drone Cl — Z1E|0|L4 H[O|E|E

CircleCl - Travis Cl — SaaS

44’ CD (Continuous Deployment)

e Argo CD —K8s GitOps &

Flux — K8s GitOps (CNCF)

Spinnaker — EE| 22I2E (Netflix-Google)

Harness — A2 SaaS

AWS CodeDeploy / Azure DevOps

GitHub Actions — GitHub S&!, Marketplace &%

@ HH= e

Rolling Update —
Blue/Green — 34| 2F »> A%(X|
Canary — 25 Ez{jz] > HZI =2y
Feature Flag — 7|s E=2 (LaunchDarkly-Unleash)

A/B Testing — AEXt OF 22

& TAS| THAIA}

B=chH|E — Rolling-Blue/Green

EWM At — <52 SH

S0 | — 2 &8 =5 52l (gt= Sl)
HZAZ2| (CAB) HS
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SRE — Site Reliability Engineering 2/

. SLO 7|4t H (SLA”} OF=l SLO)
. Error Budget — SLO 05 = M 7|5 & 75
. Toil X}S2} — gt= =%t 50% O[5}

. Blameless Postmortem

M H + W2 S

Ok
+

—JH + 2

O

XHo =
=0 )

oovamth

>

O X
LI
S S + Human-in-the-loop

]
_lsu SLO - SLA

e SLI (Indicator) — 58t (SEAIZHO2E-71E4H)

e SLO (Objective) — LHF = H (99.9%)

e SLA (Agreement) — 2|& A2 (99.5% = | WA

Al (Google SRE Book)

¢ Error Budget

e Error Budget =1-SLO

SLO 99.9% - Budget = 01% = # 43&

Budget =& - M 7|5 HIE OK

°
0o
C
o

Q
Q)
—~+

FH
a1
o
c,\"‘

8 (LIT{XI= FHe-2HA)

2t 2|45 AFRX %7t
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w ME 2FE (Ops) =] DevOps (23}-AH) J SRE (2/2-.9&)

o i & 2F 22 o M + 2 S =2t o MEMES ACE HY

o A= H|E.-AS K| e CI/CD-laC-Xts3} ¢ SLO-Error Budget 2%

o 22 HEN S (Reactive) e "You build it, you run it" o Toil Xt=3t

o HAZZ|-CAB B o Y- FH o AlZl = Blameless 3|1

o OFEY SA|-H3} 9|1 o HHiHE HHZ- A o JgXtg Y A&

e KPI: CI2EI-MTTR o KPI: Deployment Frequency-Lead Time e KPI: SLO-Error Budget-Toil%
o 2ot 3h2 S| el o T7} 0| HO|= HEY » Google-Lht=2 SaaS St

2t7|: DevOps= =2, SRE= 1 215 #eiol= A7, 2FE2 88 2. SRE = ZEE 2FE ArS=oh= DevOps2| o HEY.

71187
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=8B XSt Al — Toil X7 57FA]

g XIS3t HEe J3H 1 AtS2t ROI A&t

1. AF2X} AP B2| — Self-Service Portal + LDAP o Toil A2t — XS A[Zh x BIE x 213

2. Q1= Al — Cert-Manager-Let's Encrypt o XIS HIE — 7 A2 + RX|

3. A H= XI5 EF EHAE e ROI — Toil EZ + X}=2} H|Z

4. OS I|X| — 7| Ansible Playbook o £&0I27| <1270 > XIEEt OK

5. 22k 5> XS Fx| — Runbook AtS3} @ =3t ME9

6. DB Slow Query A& 23 + 2152 H|k 1. IS DA — SA| X}S3} (H|-015A])

7. LA EXNS 8l — 20 H=0|3 2. DHIE.HAAT — M7l X[} (MY 24S)

8. Failover X}Z2} — Pacemaker-Patroni 3. MYIE.T3|AT — ®kLA + =21 (DR Failover)
N L 4. MUIE.-X2lA3 — T2 (13 13] ZH)

e Ansible Tower | AWX — &fed A3 =2
e Rundeck — Runbook XI=3}
e StackStorm — O[HIE 7|dt Xt=3}

e n8n/ Zapier — ¥AEZ XI55}

72187
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GitOps £2: Argo CD 2.13 + Flux CD 2.4 + Crossplane v1.18

Provisioning Z=H|X|'d (Stateful - X+ 44)

= D N>

HashiCorp Terraform 1.10 Pulumi 3.x AWS CloudFormation / OpenTofu 1.8
(BSL = IBM 2lzx) CDK 2.x (Linux Foundation fork)
HCL, S3+DynamoDB backend Python/TS/Go/.NET YAML/TS MPL 2}0|dIA FX]|

ot= S| Multi-Cloud E& Code-first 21 ’ AWS Tt 22tRC BE | 2024+ Terraform CHA| AHEH St

r

1 H1 O]

>

Configuration 742t2| (Stateless - 8% +8)

A

|>1u|mE 02 Y

Ansible Automation Platform 2.5  Puppet Enterprise Chef Infra Client 18 SaltStack 3007
(Red Hat / ansible-core 2.17) 2025.1 (Progress) (VMware)

YAML Playbook, Agentless SSH DSL, Agent + Pull Ruby DSL YAML + ZeroMQ
ot S195%+ B == dEjZ2lo|= FTHE Y-8 257 OimtE 24F LR

Cl: Jenkins LTS 2.452 + GitLab CI 17.x + GitHub Actions / CD: Argo CD + Spinnaker

|aC =7 IHE A (A3
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TA|12 2 — HA - 2%

@ HA-SLA ZH

1. AJAEI S2 — BIA 7|H SLA 0§7|7

L

2. HA THEd MEH — N+1-2N-Active-Active
3. DR E2E — Cold-Pilot Light-Warm-Hot
4. DRHE| — 37| 7ts {5 (100km)

o
w, SF-AH BT

5. TPS 7P82t — A OAZE =
6. CPU O}Xl HlE — "W I|3.0[HIE
7. DB H|22| H| — H|0|E{2] 30~50%

8. AER|X| 8 — Block-File-Object-Tape

o o A w N

. BFEM ABH  prometheus-Datadog-Splunk

gt ™MX — Actionable-SLO 7|gt

SLA H2olM — 7tE-4-H|ZE]|
2 EM — 5THA| + 7PEES

S o
ZEE AN — 3= + =+
o

. FO} TS SOP — 554 S2-£41

xHE3H AT — Toil 24 2=
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IT =2t OF7 |EllX] 27

SOP

=]
o

k3 5. Zol cH

| 1.HA D{E=IA

| (P1~P4)

ol

A
jo

DR SLA

HA TH&

o

A|AE

o 0fAZ2||0|M DHER]A

o SEHA EXt

e 3%.CPU-Mem:IOPS:NW &

99.99%

2N+1 Hot

ZH 20

Active-Active Warm 99.9%

2

LMS

e Postmortem Al

@ 6. Xt

99%

Backup

ol

4

T

 AEIA
)

=2

. 6% BOM-2to|HIA

] 2. SLA H2o|A

1744

ol

-
O

o Toil 24 (

M
o

Xt
=

4. 2

 d

i;l

KIr

e Metrics

o HHE| A

o« T MF

o (HE-xHsH)

KA

o X2

e Traces

e ROI A4t
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2F A}

o

—

X~ .
()

HE — A Sof Ha

HA-SLA

HA — High Availability

DR — Disaster Recovery

SLA — Service Level Agreement

SLO — Service Level Objective

SLI— Service Level Indicator

MTBF — Mean Time Between Failures
MTTR — Mean Time To Recover
MTTD — Mean Time To Detect

RPO — Recovery Point Objective

RTO — Recovery Time Objective

EES

RAC — Real Application Cluster
AG — Always On Availability Group

VCS — Veritas Cluster Server

2fF. A=
oo‘oo

e TPS — Transactions Per Second
e IOPS — Input/Output Per Second
« MAU-DAU — Monthly/Daily Active User
e SPECint — Standard Perf Eval Corp int
e TPC-C— TPC Benchmark C

28

NMS — Network Management System

APM — Application Performance Monitoring

SIEM — Security Info & Event Management

OTel — OpenTelemetry
SRE:laC

SRE — Site Reliability Engineering

laC — Infrastructure as Code

CI/CD — Continuous Integration/Delivery

CAB — Change Advisory Board

CR — Change Request

X0H-RCA

e RCA — Root Cause Analysis
e FTA — Fault Tree Analysis
e NIST SP 800-61— Incident Handling Guide

E

 ELK — Elasticsearch-Logstash-Kibana
o EFK — Elasticsearch-Fluentd-Kibana
e PLG — Prometheus-Loki-Grafana
e GitOps — Git 7|t 2

St=3 S| EHE
» JEUS-WebtoB-Tibero — TmaxSoft 3%
e Pinpoint-Scouter-Jennifer — APM 3&

e Zabbix-SolarWinds — NMS E&
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’184d 9 M=+ patd) =71 e=d =t e
90% 1 36.54 9.13¢ 3.04¢ 16.8A[Zt 2.4M|2t
95% 1.5 18.25¢ 4.56 1.52¢ 8.4A[7t 1.2A[2Zt
99% 2 3.65¢ 21.9A[Zk 7.2A|2t 1.68A[Zt 14.42
99.5% 2.5 1.83¥ 10.95A[ 7t 3.6A[Zt 50.4= 728
99.9% 3 8.76A|Zt 2192t 438 10.1& 1.44F
99.95% 3.5 4.38A|Zt 11042t 21.9% 5.04= 43.2%
99.99% 4 52.6& 1315& 4.38% 1.012 8.64%
99.995% 4.5 26.3& 6.57= 219 30.2% 4.32%
99.999% 5 5.26& 1.312 26.3x 6.05% 0.86%
99.9999% 6 31.5x 7.88% 2.63% 0.6 0.09=

TAQ| 7|=%) l27]: 99.9%

© 2026 HOLO[A (GenAl Labs) - ZHAF B8

= 28 438-99.99% = & 4.382-99.999% = & 26=x.
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= —_— 2 / A // o}
HE 22 M HFZAE (207 EE)

el24Zt &tH (1~10) ME-ZZS (11~20)

e [] MAU-DAU-SH AH 7|& e []1TPS AHH (W L|3-0[HIE)

o []AMDAIZE 7PEEE (AAE REYE) e []CPU AFH (E2HEHM ms x OFF)
o [1E+ vs I|3 H|E (AIZICHE) e [ ] Memory 2t (WAS-DB-0S)

o []O[HIE 55 Al (B UE &) e []10PS At (DB-21-842])

* [1 SEAIZSLA (Bp95:p99) o [1NW CH M (S84l
o []CIOIE SME-USIIE o []2E2[X| B2 (2Y-8Y-DR)

. [12E7IZHER 27 o []10F Mg (I3-HZ-HA)

e« [JHASEDRZE o []1E3}HAE AX

e []EIO[HIA 2E! (Core-Socket-User) o []7M™ZHME ZH EMst

o []71Ak8}-ZE|0| B3| o []1EX}RHLFY AH

© 2026 HOL0|#A (GenAl Labs) - ZHA} el 79 /87
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HE — Fof CfS S HE

| B e — |

L0 1XH SEX| (EfX] 52 O|LH) {057 2s 85

[0 ZHd] {ANARHH} AR FTF [Zof 7] {ANARH]T

- BFAMOAlZE: YYYY-MM-DD HH:MM - 231 AlZF: YYYY-MM-DD HH:MM
- G He: {MHAYH-7|S} - CIRELY: {&HA}

- MEf: A B - 2ol {Q09fF}

- [+2 GHIO|E: 30& =% - 23z {Q9%}

- =e2: {0|E-H=A} - AtE EAM: Postmortem &AM &

- BOAM: 1F O|Lf

X} EX| (305 OJL
{9 2X} SX| (302 O]LH) { 9 Postmortem 4!

[0 ZOolE] {A|lARH} o

- 2ol T {13} Fh) 1. 7H8-Er 2ol

- d@3: {oZ. A2} . oS T (Al'oxl"DHE)
- ETA: 23 o4 {AZ}

.t AHO|E: 1AZH B . o= #Ql (RCA)

O o1 b W ODN
40
0 0
o
2t

. Action Items (EEXt-7(|8H

7. M2 Ex] 2=
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: —ﬂ—

RS — Y Y2 YEYA FE

& olmat otk (CPU-Mem-Disk-NW) M 22.pp ot

Ny 31 e =X s 31 2 ZA|

CPU 52 "+ 70% 85% 25t 2434 SEAIZH p95 1% 3% APM Ezj|o|A
Memory 80% 90% L4 A o2& 0.5% 2% 21 2M

Disk Used 80% 90% -3 DB Connection % 70% 90% Pool ZAH-54
Disk 10 Wait 20% 40% IO HE 24 Slow Query 1% 3% QlElA.EL]
NW CHS 70% 85% Eefm 24 Replication Lag 30% 60X SH 4

NW I§3! &A 0.1% 1% NW ZIct GC Pause 1% 3% JVM &Y
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HE — Ansible-Terraform O/L| Oj/x]

“{ Ansible Playbook 0i|H|

- name: Install Nginx
hosts: webservers
become: yes
tasks:

name: Install Nginx package
apt:

name: nginx

state: present

update_cache: yes
name: Start Nginx service
service:

name: nginx

state: started

enabled: yes
name: Deploy config
template:

src: nginx.conf.j2

dest: /etc/nginx/nginx.conf
notify: Reload Nginx

handlers:

name: Reload Nginx
service:
name: nginx
state: reloaded

provider "aws" {
region = "ap-northeast-2"
I
resource "aws_instance" "web" {
count = 2
ami = "ami-0¢c9c942bd7bf113a2"
instance_type = "t3.medium"
tags = {
Name = "web-${count.index}"
Env = "prod"
+
I
resource "aws_1lb" "web" {
name = "web-1b"
load_balancer_type = "application"
subnets = var.subnets
tags = {
Env = "prod"
+

X Terraform O{|X| (AWS)
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HE2 _ prometheus 22l E ojiA

groups:

- name: infrastructure
interval: 30s
rules:
- alert: HighCPUUsage

expr: 100 - (avg by(instance) (rate(node_cpu_seconds_total{mode="idle"}[5m])) * 100) > 85

for: 5m
labels:
severity: warning
annotations:
summary: "High CPU on {{ $labels.instance }}"
description: "CPU usage is {{ $value }}% (>85%) for 5min"
alert: DiskFull

expr: 100 - ((node_filesystem_avail_bytes / node_filesystem_size_bytes) * 100) > 90

for: 10m
labels:
severity: critical
annotations:
summary: "Disk almost full on {{ $labels.instance }}"
alert: ServiceDown

expr: up = 0
for: 1m
labels:
severity: critical
annotations:

summary: "Service {{ $labels.job }} is down"
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BE — SLO X2/ ojfx

[] LMS Z9| AI™ MH|A SLO | EE-ZA

o MH|A: Zto| =&AL XHAH e Error Budget 50% 2% > Z11

o SLI#17}24: o Error Budget 75% 2% > AM7|s H{XE SEt
o HTTP 2xx/3xx + HAN| & o Error Budget 100% A%l > AZ|M =0t
o =X: Prometheus blackbox_exporter o AL B8 5xx > 5% > P12t

e SLO: 302 99.9% o SHA|Ztp95 > 5x > P2 Y&t

e Error Budget: & 43 _, AE 7|

o SLI#2 2EA|ZE .

Zk: Error Budget Tt HE

HI o

e P95 < 2% 7|: SLO A2t THEH

o =H: APM Eg|0|A o HZF SLA ZHE A
o SLO: 30¥ 95% RH £=

o SLI#3 B4 AIZ} A|ZH:

o A Ije] < 3%

e SLO: 302 90%
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HE — Blameless Postmortem 2FfA!

# Postmortem: [ZOf =] (YYYY-MM-DD)

#H 1. Q9

- Z0§ A|H: YYYY-MM-DD HH:MM ~ HH:MM (& X&)
- @ {MHIA AR +-01E YT}

- £3: P1-P2-P3

- MY {02}

- HH:MM — 23wty

- HH:MM — 13 S AJ%
- HH:MM — oI mpot

- HH:MM — YA Z3|

- HH:MM — ¥ 23

- HH:MM — HAS} stol

## 3. 2= 29l (RCA)
- A fol: {7|a& 291}
?_I

{Z2MA-2HEHY - 235}

AN

# 4. F =H A

- {2 WE- B

o
]
on
—

HH# R 22 | A
Blameless &&!: "=71 230U CHA "OftH AJAEL T2 M|AT] O] A2E IS
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Session 8 X|= Mg| — 9= X 2[5 SHA]

5 6 5 5
HA THEd SLA 52 S2{AE AS g2 M3 £b)
N+1-N+M-2N-2N+1-A/A 99~99.9999% App-DB-0OS-Storage-NW RFA>TPS>AH->OIEI>HS
3 5 12 6
ZEd = ZoH i3 THA| TA 287281 MEE 601 EXN
Metrics-Logs-Traces Detect-Contain-Invest-Recov-Post

CHI S (HA-E-2HE Y- Zol-At3eh) 2 of /752l 2F AL = Fe|JUL.

o
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e =1 =7

HA - 22 . 2H4 . ol THS - 1aC/SRE — CHA 2| 2% AlAs!

ot
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